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Federated Learning (FL) emerges as a promising distributed machine learning paradigm, which enables col-
laborative model training among multiple edge clients without uploading raw sensitive data to the central
server. Nevertheless, conventional federated learning systems still suffer from two intractable bottlenecks:
severe privacy leakage risks caused by plaintext gradient/model parameter transmission and excessive commu-
nication overhead induced by frequent complete parameter updates across heterogeneous edge devices. To
tackle the above dual challenges, this paper proposes a communication-efficient improved federated learning
framework with adaptive local privacy perturbation, named Fed-LPCC (Federated Learning with Local Privacy
Perturbation and Compressed Communication). First, an adaptive mixed Gaussian-Laplace local differential
privacy (LDP) perturbation mechanism is designed to inject differentiated noise into local gradient updates,
which dynamically adjusts noise amplitude according to gradient sensitivity and residual privacy budget,
effectively preventing sensitive data leakage from gradient inversion attacks while reducing unnecessary utility
loss. Second, we propose a dual-layer gradient sparsification-quantization compression strategy to eliminate
redundant parameters in local updates combined with adaptive client sampling, the framework significantly
cuts down uplink and downlink communication traffic during global aggregation. Furthermore, we derive
rigorous privacy accounting based on Rényi Differential Privacy (RDP) and complete convergence proof for the
proposed Fed-LPCC framework. Extensive comparative experiments are conducted on three mainstream public
datasets (MNIST, CIFAR-10, Adult) against state-of-the-art privacy-preserving federated learning methods. The
experimental results demonstrate that Fed-LPCC achieves a maximum communication compression ratio of
94.7%, reduces privacy budget consumption by 18.3% compared with traditional fixed-noise LDP-FL meth-
ods, and maintains competitive model accuracy with a maximum accuracy drop of only 2.1%. The proposed
framework can well balance privacy preservation, communication efficiency and model utility, which is suitable
for distributed sensitive data training scenarios in intelligent edge computing, healthcare and financial risk
prediction.
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1. Introduction

With the rapid proliferation of edge intelligent devices and
the explosive growth of distributed multi-source sensitive
data, traditional centralized machine learning gradually
exposes inherent defects including single-point failure risk,
high data transmission cost and severe data privacy secu-
rity hazards [1, 2]. Federated learning (FL), as a privacy-
aware distributed collaborative training framework, decou-
ples data collection and model aggregation [3]. Multiple
geographically distributed clients complete local model
training based on private raw data, and only upload gradi-
ent updates or local model parameters to the central server
for global aggregation. This training mode fundamentally
avoids centralized raw data collection and has become the
core technical solution for sensitive data collaborative train-
ing in healthcare, financial services, smart transportation
and other privacy-sensitive industries [4-6].

Despite the advantages of raw data isolation, vanilla fed-
erated learning cannot fully protect distributed sensitive
data. Recent researches have verified that malicious attack-
ers can infer original user features, labels and other private
information through gradient inversion attacks, member-
ship inference attacks and model poisoning attacks based
on shared plaintext gradient parameters [7, 8].

Current privacy-preserving federated learning technolo-
gies are mainly divided into three mainstream categories:
homomorphic encryption (HE) [9], secure multi-party com-
putation (SMPC) [10] and local differential privacy [11]. HE
and SMPC belong to cryptography-based privacy protec-
tion methods, which can realize zero-leakage data protec-
tion, but the complex encryption and decryption operations
bring huge computational overhead to edge clients, which
is not suitable for large-scale distributed training scenarios
[12,13].

To mitigate gradient-level privacy leakage, Local Differ-
ential Privacy (LDP) is widely introduced into federated
learning, which realizes local privacy protection by inject-
ing random noise into local gradient updates before param-
eter uploading. However, existing LDP-based federated
learning methods adopt fixed-amplitude noise perturba-
tion, which cannot adapt to the dynamic sensitivity of gra-
dient values. Excessive noise leads to sharp degradation of
model performance, while insufficient noise fails to meet
standardized privacy protection requirements [14]. Zhao et
al. [15] proposed the LDP-based federated learning theory,
which allowed each data holder to perturb private data
locally before data release. In the FL scenario, LDP was
applied to gradient perturbation to prevent gradient inver-
sion attacks. Wang et al. [16] proposed Fed-LDP, which
added fixed Gaussian noise to all local gradients to real-

ize unified privacy protection. However, the fixed noise
setting ignores gradient sensitivity differences, resulting
in poor model utility. To solve this problem, Fed-SMP
[17] adopts sparsified model perturbation, which performs
sparse processing on gradients before noise injection to
reduce noise distortion. Optimal LDP-FL designs an adap-
tive harmonic perturbation mechanism to optimize pri-
vacy budget al.location. Nevertheless, the above methods
only focus on privacy optimization and ignore commu-
nication overhead, which cannot be directly deployed on
bandwidth-limited edge devices.

Communication optimization for federated learning is
mainly realized through gradient compression and client
sampling. Gradient compression includes sparsification
and quantization. Gradient sparsification retains high-
value gradients above the threshold and discards redun-
dant small-value parameters to reduce transmission quan-
tity [18]. Quantization reduces the bit-width of floating-
point gradient values to cut down single-parameter trans-
mission cost [19]. On the basis of single compression, some
researchers propose hybrid compression strategies. DPSFL
[20] combines count sketch compression and differential
privacy to optimize communication and privacy simultane-
ously, but its static compression threshold cannot adapt to
heterogeneous devices. Fed-DPRoC [21] realizes Byzantine
robustness and communication efficiency through gradi-
ent compression, yet it adopts a fixed privacy budget and
cannot adjust protection strength dynamically.

In terms of client sampling, traditional random sam-
pling has poor training stability. CEPAM [22] proposes a
privacy-adaptive client sampling method based on device
resource status, but it does not combine gradient compres-
sion technology. Different from the above research, our
proposed Fed-LPCC framework integrates adaptive mixed
LDP perturbation, dual-layer gradient compression and
bandwidth-aware client sampling, and realizes the joint op-
timization of privacy protection, communication efficiency
and model utility for distributed sensitive data.

In addition to privacy defects, communication bottle-
necks restrict the large-scale deployment of federated learn-
ing on resource-constrained edge devices. In conventional
FL frameworks, each client needs to upload complete high-
dimensional gradient vectors in every training round. For
deep neural network models with millions of parameters,
frequent bidirectional parameter transmission brings enor-
mous communication overhead, especially for edge devices
with limited bandwidth and unstable network conditions
[23]. Therefore, it is urgent to design an integrated fed-
erated learning framework that simultaneously optimizes
privacy perturbation mechanism and communication trans-
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mission strategy.

Aiming at the above issues, this paper proposes the
Fed-LPCC framework and comprehensively elaborates its
theoretical design and experimental performance. The core
contributions are summarized into three dimensions.

(1) Adaptive Mixed Privacy Perturbation Mechanism. We
design an adaptive Gaussian-Laplace mixed noise
perturbation strategy oriented to gradient sensitivity.
The mechanism dynamically distributes privacy bud-
gets for different gradient layers, injects mixed noise
with adjustable amplitude to replace traditional fixed
noise, and realizes fine-grained local privacy protec-
tion. Meanwhile, RDP-based privacy accounting is
conducted to quantify the overall privacy leakage of
the entire training process.

(2) Dual-Layer Adaptive Gradient Compression Strategy.
A dual-layer optimization scheme combining dynamic
gradient sparsification and hierarchical quantization is
proposed. Combined with bandwidth-aware adaptive
client sampling, the framework screens out low-value
redundant gradients and reduces parameter trans-
mission bit-width, which drastically reduces uplink
and downlink communication overhead without addi-
tional privacy budget consumption.

(3) Complete Theoretical and Experimental Verification.
We strictly derive the convergence upper bound of the
proposed Fed-LPCC framework under non-convex
loss function conditions. Abundant ablation experi-
ments and comparative experiments are performed on
classification datasets with different data dimensions
to verify the superiority of the framework in privacy
protection capability, communication efficiency and
model utility.

2. Materials and methods

2.1. Standard Federated Learning

Consider a standard horizontal federated learning sce-
nario containing one central server and N distributed edge
clients C = {Cy,Cy,.,Cn}. Each client C; holds private sen-
sitive dataset D; with size | D;| = n;, and the global dataset
satisfies D = Ufil D;, D;NDj = &,i # j. The objective of
federated learning is to minimize the global empirical risk
loss function.

N
L(w) = Z“iLi(w) D

Where w denotes the global model parameter. Zfil n; =
1, a; = n;/ Zjl\; 1 1j represents the weight coefficient of

client G;. Li(w) = E(,)ep,!(w; x,y) is the local loss func-
tion of client C;. I(-) is the sample-wise loss term.

The standard Fed Avg training process is divided into
three iterative steps:

1. The server broadcasts the latest global model wt to all
selected clients in round ¢.

2. Each client executes local backpropagation to calculate
gradient update g! and updates local model.

3. Clients upload local gradients to the server, and the
server aggregates all received gradients to update the
global model.

wt+1 — wt _ 17 Z a]glt (2)
i€S;
Where 7 is the global learning rate. S; denotes the client
set selected in the t-th training round.

2.2. Local Differential Privacy

Local differential privacy is a decentralized privacy protec-
tion technology, which adds randomized noise to user data
before data uploading to limit the sensitivity of single sam-
ple to overall data characteristics. The formal definition of
e-LDP is given as follows:

Definition 1 (Local Differential Privacy). A random-
ized perturbation mechanism M : R — R satisfies e-local
differential privacy, if for any two adjacent gradient vectors
g, ¢ € R and any arbitrary output subset O C RY, the
following inequality holds:

Pr[M(g) € O] < e Pr[M(g’) € O] ©)

Where ¢ > 0 is the privacy budget. A smaller ¢ indi-
cates stronger privacy protection strength and larger data
distortion.

To quantitatively analyze the cumulative privacy bud-
get of multi-round iterative training, this paper adopts
Rényi Differential Privacy (RDP) [24] for privacy account-
ing. RDP extends the traditional DP definition based on
Rényi divergence, which can realize tighter privacy bud-
get upper bound estimation for continuous iterative FL
training. The definition of RDP is shown in Definition 2.

Definition 2 (Rényi Differential Privacy). For two adja-
cent data distributions P and Q, the mechanism M satisfies
(A, 6)-RDP, if the Rényi divergence of order A > 1 satisfies:

DA(PIIQ) = g los(Exvol(g) D6 @)
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2.3. Proposed Fed-LPCC Framework
2.3.1. Owverall System Architecture

The overall architecture of the proposed Fed-LPCC frame-
work is shown in Figure 1. Different from vanilla FL
and single-optimization privacy-preserving FL frame-
works, Fed-LPCC integrates four core functional modules:
bandwidth-aware adaptive client sampling module, gra-
dient sensitivity evaluation module, adaptive mixed LDP
perturbation module, and dual-layer gradient compres-
sion module. The entire training workflow is divided into
global initialization stage, client local training stage (gradi-
ent evaluation-compression-perturbation), server aggrega-
tion stage and iterative update stage.

Duasllsyer Gradient
C oopae ssion
(5 parsification.

. . Uplad Pastubad v -
‘s“"";‘g [ S .

Server Weighted T pdate Global
Aggregation | Medd

+ Temte Until Conmvergence

Fig. 1. Proposed Fed-LPCC framework

The core operating logic of the framework is as fol-
lows. Firstly, the central server collects real-time band-
width resources of all edge clients, and dynamically selects
high-quality clients to participate in collaborative train-
ing to reduce invalid communication. Secondly, selected
clients complete local model training, calculate original
gradient updates, and evaluate the sensitivity of each gra-
dient dimension based on gradient norm and layer contri-
bution. Thirdly, the dual-layer compression module per-
forms dynamic sparsification and hierarchical quantization
on raw gradients to eliminate redundant parameters. Fi-
nally, the adaptive mixed noise module injects differenti-
ated Gaussian-Laplace mixed noise into compressed gradi-
ents to meet LDP constraints, and clients upload perturbed
compressed gradients to the server for global aggregation.

2.3.2. Bandwidth-Aware Adaptive Client Sampling

Traditional random client sampling ignores the heteroge-
neous network bandwidth of edge devices, resulting in
prolonged training rounds and increased communication
delay. To solve this problem, we propose a bandwidth-
aware adaptive sampling strategy. The server quantifies
the comprehensive quality score of each client based on

real-time uplink bandwidth B; and historical training loss
Lj.

B;
- 1-8)-(1—
Si=8 maxi<n B; +(1=8)(

L
maxlSjSN L]

) )

Where 8 € (0,1) is the balance hyperparameter, which
adjusts the weight of bandwidth and training performance
in the scoring function. In each training round, the server
selects top-K clients with the highest S; scores to participate
in training. This sampling strategy preferentially selects
clients with sufficient bandwidth and good local training
effect, which effectively reduces communication delay and
improves global training stability.

2.3.3. Dual-Layer Gradient Compression Strategy

We design a dual-layer gradient compression mechanism
combining dynamic adaptive sparsification and hierarchi-
cal quantization to reduce the dimension and transmission
bit-width of local gradients, achieving multi-dimensional
communication overhead optimization.

In deep neural networks, most small-amplitude gra-
dient parameters have negligible contribution to model
update, which can be discarded to reduce transmission di-
mension. We set a dynamic sparsification threshold related

to gradient norm.

=gt/ Vd )

Where d represents the dimension of local gradient g!.
7y is the sparsification adjustment coefficient. For each gra-
dient element gf», j € g!, the sparsified gradient g! satisfies:

t t t

Lo Ighl<T

Different from fixed threshold sparsification, the pro-
posed dynamic threshold changes with the gradient norm
of each client in different rounds, which can adapt to the
fluctuation of local gradient distribution during iterative
training.

After sparsification, we perform hierarchical quantiza-
tion on non-zero gradient elements to reduce floating-point
transmission bit-width. We divide the gradient value range
into M discrete quantization levels, and map continuous
floating-point gradients to low-bit fixed-point values. The
quantization formula is defined as:

gf,]. — min(g?)

max(gt) —min(gt)

gt = round( (M—-1)) (8)

1,]

Where round(-) denotes rounding operation. The client
only needs to transmit low-bit quantization indexes instead
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of 32-bit floating-point parameters, which further reduces

single-parameter communication cost.

2.3.4. Adaptive Mixed LDP Perturbation Mechanism

To solve the privacy-utility imbalance problem of fixed
noise perturbation, we propose an adaptive Gaussian-
Laplace mixed noise perturbation mechanism oriented to
gradient sensitivity. Firstly, we calculate the sensitivity
coefficient of each compressed gradient dimension.

Oij = g ©

Where 0; ; represents the sensitivity of the j-th dimen-
sion gradient of client C;. The higher the 0; ;, the higher the
risk of privacy leakage caused by this gradient dimension.

Subsequently, we dynamically allocate the total privacy
budget €;4] to each gradient dimension according to sen-
sitivity coefficients: ¢;; = 0;; - €ota1- For high-sensitivity
gradient dimensions with large 0;;, Laplace noise with
strong outlier resistance is injected; for low-sensitivity di-
mensions, Gaussian noise with small distortion is adopted.
The mixed noise generation formula is as follows:

Laplace(0,A/¢; ), 0j; > om

= 10
/] N(Olez/slg’j), ( )

0'1‘,]' < Oth

Where A denotes the global gradient sensitivity bound.
oy, is the sensitivity threshold hyperparameter. The fi-
nal perturbed gradient uploaded by the client is gf, Final =
g‘;f’ it ¢;. Compared with single-type noise, the mixed noise
mechanism realizes fine-grained privacy protection and

effectively reduces model accuracy loss.

2.4. Detailed Algorithm Pseudocode

The complete pseudocode of the proposed Fed-LPCC
framework is described in Algorithm 1.

2.5. Theoretical Analysis
2.5.1. Privacy Budget Accounting

In this subsection, we analyze the overall privacy leakage
of Fed-LPCC based on RDP theory. For the adaptive mixed
noise perturbation mechanism, the RDP bounds of Gaus-
sian noise and Laplace noise are calculated separately. For
Gaussian noise with parameter o = 2

Delta?/ s?, i’ the RDP bound of single gradient perturbation
is:

5(A) = LAZ

G( ) 28%]‘

For Laplace noise with scale parameter b = A/ € js the

(11)

corresponding RDP bound is:

1 2MeM1
oL(A) = mlog( P
1,]

) (12)

According to the linear superposition property of RDP,
the single-round privacy budget of a single client is
5single = Zje]c %6 (/\) + Zj€]L 5L(/\), where Jg, 1 repre-
sent the gradient sets injected with Gaussian and Laplace
noise respectively. After T iterative training rounds, the
cumulative privacy budget of the entire framework sat-
isties Oiotq) = T - Osingle- We further convert RDP to stan-
dard DP budget to facilitate intuitive evaluation: epp =

) ! A
inf 1 {dsorar + M}*

2.5.2. Convergence Analysis

We derive the convergence upper bound of Fed-LPCC un-
der non-convex loss function assumptions. The basic as-
sumptions are given as follows: (1) The gradient of local
loss function is Lipschitz continuous with constant L. (2)
The gradient norm is bounded, i.e., | VL;(w)|2 < G. (3)
The noise perturbation and compression error are bounded
by Eg, Ec respectively.

Theorem 1. Under the above assumptions, after T global train-
ing rounds, the convergence upper bound of the proposed Fed-
LPCC framework satisfies:

Sl

=1 2 (L(w®) — L(w*))
E ||VL(w")|3
L E[IvL(@)E] < T )

+2yL (G + E2 + E})

Where w* denotes the global optimal model parame-
ter. Theorem 1 proves that the proposed framework can
converge to the neighborhood of the optimal solution with
the increase of training rounds, and the convergence error
is jointly determined by compression error and privacy
perturbation noise error.

3. Results and discussion

3.1. Experimental Setup

Three datasets with different data dimensions and task
attributes are adopted for comprehensive experiments:

e MNIST: Handwritten digit classification dataset con-
taining 60,000 training samples and 10,000 test sam-
ples across 10 classification categories, used for low-

dimensional image classification tasks.

* CIFAR-10: Color image classification dataset in-
cluding 50,000 training images and 10,000 test im-
ages covering 10 object categories, used for medium-
dimensional complex image classification tasks.
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Algorithm 1: Fed-LPCC Training Algorithm

level M, sensitivity threshold oy,.

Input: Client set C, total client number N, maximum training rounds T, privacy budget €,,;, sparsification coefficient <y, quantization

Output: Optimized global model parameter w*.

1. Initialize global model w?, set hyperparameters S,
2. for each training round t =0,1,...,T —1do

15. end for
16. return global optimal model w”

3. Server collects real-time bandwidth and historical loss of all clients

4. Calculate client comprehensive score S;, select top-K clients to form S;

5. Server broadcasts w! to all clients in S¢

6. foreach client C; € S; in parallel do

7. Execute local training to obtain raw gradient g!

8. Complete dynamic sparsification via Eq. (4)—(5) to get g;

9. Execute hierarchical quantization via Eq. (6) to get compressed gradient gf
10. Calculate gradient sensitivity 0; j, allocate personalized privacy budget
11. Inject adaptive mixed noise via Eq. (7) to obtain perturbed gradient gf,ﬁnal
12. Upload gf,ﬁnal to central server
13.  end for

14.  Server aggregates all uploaded gradients to update global model: w!*! = w! — Yies, ”‘ig:‘,ﬁnal

® Adult: Census sensitive tabular dataset containing
48,842 samples with 14-dimensional sensitive features,
used for binary income prediction tasks, which is typi-
cal distributed sensitive data.

We select five state-of-the-art federated learning meth-
ods as baselines for comparative experiments:

* FedAvg: Vanilla federated averaging algorithm with-
out privacy protection and communication compres-

sion.

¢ Fed-LDP: Traditional LDP-based privacy-preserving
FL method with fixed Gaussian noise perturbation.

* Fed-SMP: Sparsified perturbation FL method to opti-
mize privacy-utility trade-off.

¢ DPSFL: Communication-efficient FL. method combin-
ing sketch compression and differential privacy.

® CEPAM: Privacy-adaptive FL method with optimized
client sampling strategy.

The experimental environment is based on Python 3.9
and PyTorch 1.12. All experiments are repeated 5 times to
eliminate random errors, and the average value is taken as
the final result. The detailed hyperparameter settings are
shown in

3.2. Evaluation Metrics
Three dimensional metrics are used to evaluate the com-

prehensive performance of all methods:

* Model Accuracy. Test set classification accuracy, used
to evaluate model utility.

e Communication Compression Ratio. Defined as
1 — compressed traffic/original traffic; a higher value

means better communication optimization effect.

¢ Privacy Budget Consumption. Cumulative RDP pri-
vacy budget consumed after model convergence; a
lower value represents higher privacy protection effi-
ciency.

3.3. Comparative Experimental Results

The test accuracy of all methods on three datasets after
convergence is shown in Table 2. It can be observed that
vanilla Fed Avg achieves the highest accuracy without any
privacy protection and compression optimization. Com-
pared with other privacy-preserving baseline methods, the
proposed Fed-LPCC maintains the optimal model utility
under the same privacy budget constraint. On MNIST,
CIFAR-10 and Adult datasets, the accuracy of Fed-LPCC is
1.8%, 2.1% and 1.5% lower than Fed Avg respectively, and
outperforms Fed-LDP, Fed-SMP, DPSFL and CEPAM by
3.2%~5.7%, 2.1%~4.3%, 1.6%~3.8% separately. The results
verify that the adaptive mixed noise mechanism effectively
reduces the accuracy loss caused by privacy perturbation.

The communication compression ratio of compression-
enabled methods is illustrated in Figure 2. Fed-LDP and
FedAvg do not adopt compression strategies, so their com-
pression ratio is 0. The proposed Fed-LPCC achieves the
highest compression ratio on all three datasets, with aver-
age compression ratios of 94.7% (MNIST), 92.3% (CIFAR-
10) and 93.5% (Adult). Compared with DPSFL and CEPAM
which only adopt single compression optimization, the
dual-layer compression strategy of Fed-LPCC improves
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Table 1. Hyperparameter setting

Hyperparameter Value Hyperparameter Value
Total client number N 50 Sparsification coefficienty ~ 0.15
Sampled clients per round K 10 Quantization level M 16
Global learning rate 1 0.01 Sensitivity threshold oy, 0.2
Local training epochs 5 Privacy budget €., 2.0
Maximum training rounds T~ 200 Balance coefficient 0.6
Table 2. Test accuracy comparison
Methods MNIST (Acc%) CIFAR-10 (Acc%) Adult (Acc%)
FedAvg 98.72 85.36 84.15
Fed-LDP 93.85 78.92 79.63
Fed-SMP 95.17 80.15 80.52
DPSFL 94.63 79.58 81.26
CEPAM 95.42 81.03 81.75
Fed-LPCC (Ours) 96.91 83.25 82.68

the compression ratio by 7.2%~11.5%. The bandwidth-
aware client sampling further reduces invalid communica-
tion transmission, which is especially suitable for heteroge-
neous edge computing scenarios.

100 - =3 Fed-SMP
=] E::;; pod7ock 92.3% 93.5%
]
86.5%
Fed-LPCC 2% —=— 83.1% 84.2%
== (ours) 80.1%

84.0% 85.1%
81.3%

Compression Ratio (%)

MNIST CIFAR-10 Adult

Datasets
Fig. 2. Communication compression ratio of different
compression-enabled methods

Table 3 shows the cumulative privacy budget consump-
tion of privacy-preserving methods after model conver-
gence. Under the same initial total privacy budget setting,
Fed-LPCC consumes the least privacy budget during train-
ing, which is 18.3% lower than traditional Fed-LDP and
10.6% lower than Fed-SMP. The adaptive budget al.location
mechanism distributes limited privacy resources to high-
risk gradient dimensions, avoiding unnecessary budget
waste on low-sensitivity gradients, which significantly im-
proves privacy budget utilization efficiency.

3.4. Ablation Experiments

To verify the effectiveness of each core module of Fed-
LPCC, we conduct ablation experiments on the CIFAR-10
dataset. The ablation groups are set as follows:

1. w/o Sampling: Remove adaptive client sampling mod-
ule.

2. w/o Compression: Remove dual-layer gradient com-
pression module.

3. w/o Adaptive Perturbation: Replace mixed adaptive
noise with fixed Gaussian noise.

4. Full Model: Complete Fed-LPCC framework.

The experimental results are shown in Table 4.

The ablation results indicate that each core module
contributes to the overall performance of the framework:
the adaptive sampling module optimizes training stability
and reduces invalid communication; the dual-layer com-
pression module drastically cuts communication overhead
without obvious accuracy loss; the adaptive mixed pertur-
bation module significantly reduces privacy budget con-
sumption and improves model accuracy. The full model
achieves the optimal comprehensive performance, which
proves the rationality of the modular integrated design.

4. Conclusions

Aiming at the dual bottlenecks of privacy leakage risk and
excessive communication overhead in distributed sensi-
tive data-oriented federated learning, this paper proposes
a communication-efficient improved federated learning
framework with local privacy perturbation (Fed-LPCC).
Extensive comparative experiments and ablation exper-
iments on MNIST, CIFAR-10 and Adult datasets verify
that Fed-LPCC outperforms existing mainstream privacy-
preserving federated learning methods in privacy protec-
tion efficiency, communication compression performance
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Table 3. Privacy budget consumption

Methods
Fed-LDP
Fed-SMP

DPSFL

CEPAM
Fed-LPCC (Ours)

1.85
1.63
1.72
1.58
1.49

MNIST CIFAR-10 Adult

1.92 1.88
1.71 1.68
1.79 1.75
1.65 1.61
1.56 1.52

Table 4. Ablation experiments

Ablation Groups Accuracy (%)
w/o Sampling 81.62
w /o Compression 82.93
w/o Adaptive Perturbation 80.27
Full Fed-LPCC 83.25

Compression Ratio (%) Privacy Budget
92.15 1.61
0.00 1.58
92.28 1.89
92.30 1.56

and model prediction accuracy. The proposed framework
can be well applied to distributed sensitive data collab-
orative training scenarios such as intelligent healthcare,
financial risk assessment and edge intelligent perception.
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