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Smart healing spaces rely on continuous environmental, physiological, behavioral, and feedback data to keep
therapeutic facilities operating reliably and support timely maintenance decisions. Existing approaches suffer
from weak multimodal fusion, poor edge coordination, and heavy communication overhead from centralized
raw-data upload. This study proposes a privacy-preserving federated multimodal fusion framework for scalable,
low-latency smart healing space monitoring and decision support, with facility operation and maintenance as a
prospective extension: edge nodes preprocess environmental, physiological, behavioral, and feedback data,
extract modality-specific latent representations, and fuse them via mask-aware temporal attention into a unified
status representation for healing-state recognition and, prospectively, equipment assessment and maintenance
scheduling; local updates are clipped, DP-perturbed, and securely aggregated into a reliability-weighted global
model. Results show 93.2% accuracy and 92.9% F1 in healing-state recognition (5.1/4.5 points above prior
methods), 88.2% F1 under severe non-IID conditions, 38.9% lower communication overhead versus FedAvg,
and membership-inference attack success reduced from 71.8% to 38.7%. These results validate healing-state
recognition and the communication-latency-privacy trade-offs; facility-maintenance tasks such as sensor-fault
diagnosis are an architectural extension, not separately benchmarked here.
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1. Introduction

Smart healing spaces combine intelligent environment,
health information systems, edge computing, and Al Be-
yond comfort indicators, they must identify tension, relax-
ation, and intervention responses, dynamically adjusting
lighting, music, and interactive content. Typical systems
form a continuous, heterogeneous, privacy-sensitive data
stream across multiple nodes, modalities, and users with
strong privacy constraints. The facilities themselves (sen-
sors, edge servers, actuators) must also be continuously
monitored and maintained, so multimodal fusion under-

pins equipment condition assessment and maintenance

scheduling too.

Federated learning enables collaborative modeling
across devices without centralized rawsample uploading,
though deployment is constrained by communication over-
head, client heterogeneity, non-IID data, privacy leakage,
and reliability [1]. In IoT settings with enormous sensor
counts, centralized upload rapidly increases bandwidth
pressure and may expose behavior, location, and health
status, making federated learning plus edge intelligence
necessary [2]. In smart healthcare, federated learning is
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key for privacy-preserving collaborative intelligence where
institutions cannot share health data [3]; privacy risks in
healing spaces are comparable, since heart rate variabil-
ity, skin conductance, respiration, activity, and emotional
feedback jointly reveal stress, sleep, and lifestyle patterns.

Ordinary federated averaging cannot fully address this:
federated learning remains vulnerable to gradient inver-
sion, member inference, model poisoning, attribute infer-
ence, and malicious aggregation, requiring secure aggre-
gation, differential privacy, gradient clipping, and client
trust management [4]. Healing-space data are also multi-
modal: physiological, behavioral, semantic-feedback, and
environmental features are complementary, and reasonable
fusion improves health-state recognition [5]. But modal-
ities differ greatly in sampling frequency, noise, missing
probability, and privacy sensitivity - environmental data is
stable and low-sensitivity, physiological data is highly sen-
sitive, behavioral data is affected by occlusion/failure, and
feedback data is sparse but semantically clear - requiring a
framework that jointly handles fusion, distributed training,
privacy, and real-time service.

This paper focuses on achieving scalable, low-latency,
privacy-preserving multimodal data fusion in smart heal-
ing spaces, modeled as a scalable information system. Con-
tributions: a four-layer edge-cloud architecture (perception,
edge, cloud coordination, service layers) letting nodes pro-
cess sensitive data locally while joining global training; a
temporal attention fusion model for four modalities with
weight learning and a missing-mask mechanism for robust-
ness; gradient clipping, Gaussian differential privacy, and
secure aggregation embedded in training; and simulation
evaluation across performance, communication efficiency,
latency, scalability, privacy-utility trade-offs, membership
inference, modality-missing robustness, t-SNE distribution,
and edge resource consumption - an information-system-
level design linking sensing, local representation learning,
protected update transmission, and real-time intervention,
also providing facility operation and maintenance decision
support, presented at the architecture /use-case level.

Multimodal health intelligence research shows a sin-
gle sensor is insufficient to depict physical/mental state.
Precision-health reviews note multimodal machine learn-
ing integrates records, physiological signals, images, text,
and wearable data to improve recognition and intervention,
though facing missing modalities, heterogeneous scales,
and synchronization errors [6] - supporting this study’s
multimodal rather than single-index approach.

Multimodal fusion methods include early, late, hybrid,
and attention/Transformer-based fusion. Early fusion is
simple but noise-sensitive; late fusion has strong module

independence but weaker deep interaction; attention mech-
anisms dynamically allocate modal weights by context,
suiting heterogeneous health data [7]. In healing spaces,
modality effectiveness varies by user, time, and device sta-
tus - e.g., physiological weight should drop if a wristband
is unworn, while environmental weight should rise when
noise spikes - motivating this study’s mask-aware temporal
attention fusion, compared against early, late, and Trans-
former fusion in simulations.

Privacy-preserving federated learning reviews note it re-
duces raw-data movement but is not automatically secure;
secure aggregation, differential privacy, auditing, and gov-
ernance must work together [8] - motivating this study’s
edge-level gradient clipping/DP and cloud-level secure
aggregation/version management.

Federated learning’s real-world health feasibility is
shown by COVID-19 outcome prediction across institu-
tions without sharing patient data [9]. Edge intelligence
research shows recurrent/temporal-convolution models
can be deployed at the edge for low-latency inference [10] -
closely matching healing-space requirements.

Federated healthcare system architecture research em-
phasizes clear role division, local preprocessing, efficient
communication, and governance for deployment [11]; and
surveys on the shift from distributed to federated learn-
ing note communication efficiency and non-IID data as
core issues [12]. This motivates the experimental design
here to evaluate communication cost, latency, scalability,
attack success rate, and privacy-utility trade-offs alongside
accuracy.

Multimodal federated learning research most directly
relates to this study, noting challenges of client modality in-
consistency, missing modalities, cross-modal bias, and data-
scale imbalance [13], alongside data/device heterogeneity,
communication bottlenecks, and robustness [14] - together
providing the theoretical foundation for this study’s frame-
work.

Recent work extends this space: sensor-fault detection
via transductive/reinforcement learning [15], relevant to
the maintenance motivation though not replicated here;
federated temporal-attention health screening [16, 17]; ex-
plainable edge multimodal learning [18]; trustworthy de-
centralized IoT anomaly defense [19]; and generative-Al-
assisted activity recognition [20]-the present framework’s
distinct contribution is combining mask-aware fusion, relia-
bilityweighted aggregation, and layered privacy protection
in one pipeline.

Although these studies provide important foundations,
most examine multimodal representation, federated opti-
mization, or privacy-preserving training in isolation. Few
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jointly examine how modality missingness, edge latency,
protected update aggregation, and therapeutic service re-
sponse interact in smart healing spaces - the gap this paper
addresses.

2. Methods

2.1. System Scenarios and Problem Formalization

The smart healing space addressed here can be deployed in
hospital rehabilitation rooms, counseling rooms, sleep ther-
apy pods, elderly care spaces, corporate stress-reduction
spaces, and community wellness centers, each an edge
node connected to sensors, actuators, and feedback termi-
nals. The edge node handles local cleaning, alignment,
encoding, fusion, training, and inference; the cloud coordi-
nator receives only privacy-protected updates and handles
aggregation, version management, monitoring, and inter-
vention distribution Table 1. Fused representations support
both user-oriented healing-state recognition and facility-
oriented tasks like equipment health assessment, anomaly
detection, and maintenance scheduling.

For practical deployment, each edge node is assumed
to operate under local consent, device authorization, and
minimum-necessary data collection rules. Environmental
data are used mainly for comfort-state estimation, whereas
physiological and behavioral streams are treated as high-
sensitivity data and remain inside the local node through-
out preprocessing, inference, and local model training.

Suppose there are N smart healing space nodes in the
system, and the multimodal sample observed by the k
node at time t is X;. This paper considers four modali-
ties, namely environmental, physiological, behavioral and
feedback. The local observation can be written as:

t t t t t
Xi = {xk,e/xk,p'xk,b'xk,f} ’

ke{1,2,...,N}, te{1,2,..., T}

)

Where ¢, p, b, f represent the four modalities of envi-
ronmental, physiological, behavioral and feedback, respec-
tively. The system aims to learn a global model F(-;6) to
determine the user’s healing state and estimate the con-
tinuous stress relief needs based on the multimodal win-
dow without uploading the original data. Discrete state y,t(
belongs to C categories, such as relaxed, mildly stressed,
moderately stressed, and highly stressed; continuous score
s,"; € [0,1] represents the intervention need or degree of

stress relief. The model output is.

(7450 = F(X0), grea"!, s e01. (@

Because the healing state is temporally continuous, a
single sensor snapshot is insufficient to describe the com-
plete process of change. This paper constructs a sliding
window of length L at each node:

W= {x x, L xg ®)

Within this window, the system not only observes the
current environment and physiological values but also an-
alyzes whether the user’s state gradually changes owing to
music, lighting, or temperature adjustments. To balance the
prediction accuracy, communication efficiency, response la-
tency, and privacy protection, this study constructs the
following system-level optimization objectives:

N
. _ Mg T (k) (k)
mmj(?fz—[, 0) + ALy (0)] +
b () En [ ds() g() @)

&Ceomm + ﬁTresp + ’YRpriv.

Where 1y is the number of local samples at the k node,
n = Yy ng, Lqs is the state classification loss, Lreg is the
stress relief score regression loss, Ccomm is the communica-
tion cost, Tresp is the response latency, Rpriv is the privacy
leakage risk, and A, a, B, 7y are trade-off coefficients. This
objective indicates that this paper does not simply pursue
classification accuracy, but rather optimizes the smart heal-
ing space as a scalable distributed information system as a
whole. Window length, local-epoch count, and round bud-
get were fixed after a preliminary one-factor sweep before
adopting Table 3’s values; only the ¢ - and missing-rate
sweeps (Fig. 7a, Fig. 8a) are reported in full. In Eq. (4),
«, B, v weight C_comm, T_resp, R_priv for reporting only-
local training back-propagates the Eq. (8) loss alone.

This formulation also clarifies the design boundary of
the study: the model is optimized for a distributed service
scenario rather than for an isolated prediction benchmark.
Consequently, a method with slightly lower centralized
accuracy may still be preferable when it provides lower
communication cost, shorter response latency, and stronger

privacy protection under non-IID node conditions.

2.2. Scalable Distributed Multimodal Fusion Framework

Fig. 1 shows the privacy-preserving federated multimodal
fusion process: edge nodes collect environmental, physio-
logical, behavioral, and feedback data, clean and align it,
encode modality-specific latent representations, fuse them
via attention to form a unified healing-state representa-
tion, then clip gradients (bound their L2 norm) and inject
Gaussian DP noise before secure aggregation - so the cloud
only obtains protected aggregated updates, never plaintext
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Table 1. Multimodal Data Sources and Local Feature Descriptions

Modal Typical source Local features Privacy sensitivity
Comfort index,
Environmental Temperature, humidity, sound environment level, Low to
modality light, noise, CO2 lighting rhythm, Medium
air quality score
Stress activation,
. . Heart rate, . ’
Physiological A relaxation response, .
) HRYV, respiration, . High
modality . autonomic nervous
skin conductance
system balance
.. Activity patterns
. Posture, activity, Y patt ’
Behavioral . level of anxiety, .
. dwell time, High
modality . . and level of
interaction frequency C
participation
Mood ratin ..
8/ Subjective stress, .
Feedback comfort rating, . Medium
. perceived comfort, .
modality preferences, . . to High
. . satisfaction
intervention feedback
Local D.ata Local Modality-Specific Attention Fusion Local Model Secure Model
Collection Preprocessing Encoder Module Training Aggregation Redeployment
(Edge Nodes)
Environmental Data Cleaning Eninronr;\enlal Compute Modality Gradient Transmit Only Global
Data ncoder Impo.(tance Clipping Protected Model
Weights Updates
Physiological - Outlier i Physiological L o i 5 ,L
Data i Encod
Handling ncoder l l l T
) Nod
Behavioral Temporal Behavioral Cloud Server i)
Data Alignment Encoder Unified Healing-State Gaussian DP (Sees Only Aggregated v
— Representation Noise Injection P’°:‘°°::‘|’ u;:da:es. Real-Time Inference
eedbac ot Plaintex
Local Feedback and Personalized
Data Normalization Encoder g ppcatey) Intervention

Fig. 1. Privacy-preserving federated multimodal fusion process

individual updates - and redeploys the global model for
real-time inference and personalized intervention.

For each modality, a dedicated encoder transforms local
temporal segments into latent representations: environmen-
tal features use lightweight temporal convolutions or MLPs
given stable sampling; physiological data uses BIGRU or
temporal convolutions for short-term autonomic fluctua-
tions; behavioral data uses 1D convolutions or lightweight
Transformers for pose/activity changes; and feedback data
uses embeddings and MLPs given sparse but direct seman-
tics. m € {e,p, b, f}Emhj ,,

Mo = En (¥, 500), mefepbfl 6

Simple concatenation can amplify noisy modalities - e.g.,
physiological data may be missing without a wristband,
behavioral reliability drops when occluded, and environ-
mental data becomes more informative when noise spikes.
This study therefore designs a mask-aware temporal atten-

tion module weighting modalities by availability and time
decay. qip; ,, € {0,1}mtn (t,Tw) = exp [=6 (£ — Tw)]

e,tc’m :v;r tanh (qu,tc + Wmh,t(/m + Wey (8, Tm)> +

(6)

log (p,t(,m + e) .

The normalized weights and fused representations are
calculated as follows:

_ exp (e,t(,m)
Tictepn o (¢) %

= )

mée{e,p,b,f}

The fusion representation takes z{ as input to a multi-

&

7

t t
ak,mhk,m'

task prediction head. The classification head outputs a
probability distribution of the healing state, and the regres-
sion head outputs a stress relief or intervention need score.
The local loss function is defined as follows:
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This attention fusion module has two advantages: first,
it provides an operational modality-importance indication,
allowing the system to display the contribution of each
modality according to different scenarios; second, it can
redistribute weights to the available modalities when a
modality is missing, thereby improving robustness.

In addition, the learned attention weights can be logged
as lightweight explanatory evidence for system adminis-
trators. For example, a high physiological weight may
indicate that wearable signals dominate the current stress
estimate, whereas a high environmental weight may in-
dicate that noise, lighting, or air quality is driving the in-
tervention recommendation. These weights are correla-
tional rather than a guaranteed-faithful explanation, since
modality-removal or counterfactual fidelity testing has not
been performed, and should be read as an operational sig-
nal rather than a validated causal account.

2.3. Privacy-Preserving Federated Training Strategy

In the r-th training round, the cloud distributes the current
global parameters 6" to the participating nodes. The k
edge node uses local data Dy to perform several rounds
of local training, obtaining local parameters 9}?1. Directly
uploading 9;*1 or gradient updates may leak the node
data distribution; therefore, this paper defines uploading
updates as.

AL =07 — 0 9)

To limit the magnitude of abnormal updates and sup-
press the risk of gradient inversion, the updates are first L,

c ) (10)
l[aez]l,

Where C is the L2-norm clipping threshold. Then, Gaus-

clipped:

AQ%:AG,:_-min(

sian differential privacy noise is injected: The guarantee is
client(node)-level DP. Given clipping norm C, noise mul-
tiplier o, sampling probability q = |S_r| /N, and R - E lo-
cal steps, a Rényi-DP accountant converts (¢,C,q,R,E) to
(¢,9). At the default setting (¢ = 0.5,C =1.0,q~ 04,R =
100,E = 5),e ~ 3.8 at 6 = 10" — 5; the ¢ in [0.1,1.0] sweep
in Fig. 7(a) spans € ~ 14.6 down to € ~ 1.1. Concretely, ac-
counting uses the Rényi-DP accountant of Mironov (2017)
with Poisson-subsampling amplification, under client-level

(add/remove-one-client) adjacency, composed in the RDP
domain across the E local steps and R rounds and con-
verted to a single (¢, d) at the end of training. Reliability-
weighting metadata (1, o, £},) passes through the same
clipping/noise-injection/secure-aggregation pipeline as
the model update and is accounted for within the same
per-round budget.

A6 = AT + N (0 o2C2] ) 11)
Where ¢ is the noise coefficient. A larger ¢ can reduce
the risk of privacy leakage, but may compromise model
accuracy; therefore, the privacy-utility tradeoff needs to
be examined experimentally. To avoid observing updates
from any single client in the cloud, this paper introduces
secure aggregation. Each node adds a random mask ry to
the update, and the aggregated masks cancel each other
out:

N
Y k=0, Abge =), P

(Ke,’( + rk) .12
keS, kes, 'S

The cloud can only obtain the aggregated result Abj,,

and then update the global model:

0! = 6"+ A6, (13)

Considering the potential differences in user numbers,
device configurations, and modal completeness among
nodes in a smart healing space, this paper considers both
sample size and reliability in the aggregation weights. Let
wj, be the node reliability weight, comprehensively consid-
ering the number of local samples, modal availability, and
training loss stability, then.

- Pi - exp (= L)

w;; = 7
. PR I —_— r
):]657 nj-Pj - exp < E]) (14)
0t =6" + Y wjAb.
keS,

Where py represents the average modality availability
of the k node. This design allows nodes with higher data
quality, more complete modalities, and more stable training
to contribute more to the global update, while avoiding
the excessive influence of low-quality nodes on the model
due to reliance solely on sample size. The communica-
tion complexity of this strategy can be written as... This
up-weights larger, more complete, lower-loss nodes, poten-
tially under-weighting small or noisy-but-important ones;
per-client/worst-client performance and falsified-reliability
robustness are now quantified by a supplementary sensi-
tivity analysis (Section 3.8) and remain an open robustness
concern (Section 3.10), and reliability metadata is intended
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to share the same clipping/DP/secure-aggregation protec-
tions as model updates.

Ccomm = R-|Sr| - Sag, (15)

Where R is the number of communication rounds, |Sy|

is the number of nodes participating in each round, and

Sag is the size of a single protected update. Response la-

tency is determined by local preprocessing, edge inference,
communication, and aggregation.

Tiotal :Tpre + Tenc + Tfusion +
Tinfer + Teomm + Tagg.

(16)

By retaining online inference at the edge, the system
avoids relying on cloud round trips for each intervention,
making it more suitable for real-time healthcare services.

The privacy mechanism is designed for an honest-but-
curious cloud coordinator and external attackers who may
observe aggregated model behavior or attempt member-
ship inference. The cloud is allowed to coordinate train-
ing rounds and update the global model, but it should
not access raw multimodal streams or plaintext updates
from a single node. This assumption explains why dif-
ferential privacy, update clipping, and secure aggregation
are used together rather than as interchangeable compo-
nents. Concretely, aggregation uses semi-honest, pairwise
masking (Bonawitz-style) with Diffie-Hellman-derived can-
celing masks, honest-but-curious and non-colluding be-
yond t = 30% of |S_r|, with (t, |S_r|)-Shamir sharing for
dropped clients; a malicious server or larger collusion are
open threats (Section 3.10).

2.4. Experimental Simulation Design

To verify the effectiveness of the proposed framework, we
constructed a distributed intelligent healing space simu-
lation environment. Each edge node represents an inde-
pendent healing space, including environmental sensors,
wearable physiological devices, behavioral recognition ter-
minals, and mobile feedback interfaces. The system simu-
lates the expansion process of 5, 10, 20, 40, 60, and 80 nodes
with different bandwidths, data distributions, modality
missing rates, and privacy noise coefficients. The training
tasks include four categories of healing state classification
and continuous stress relief score regression. Table 3 lists
the main experimental parameters.

The data simulation follows the actual logic of the smart
healing space. Environmental modalities generate temper-
ature, humidity, light, noise, and CO2 sequences around
the comfort zone; physiological modalities generate heart
rate, HRV, respiration, and skin conductance changes based

on different stress levels; behavioral modalities include ac-
tivity frequency, posture changes, dwell time, and interac-
tion frequency; and feedback modalities include subjective
stress scores, comfort scores, and intervention satisfaction.
Under IID conditions, the proportion of healing states at
each node is similar; under Mild Non-IID conditions, there
are slight differences in the distribution of user stress states
across different nodes; under Severe Non-IID conditions,
there are significant differences in user groups, equipment
completeness, and state proportions across different spaces.
This setup better reflects the real challenges of scalable dis-
tributed systems than training the model on a single dataset.
Formally, channels are generated as noise-perturbed, au-
tocorrelated processes conditioned on a latent stress level
(SNR ~ 20 dB), giving 42k-168k windows across the 5-
80 node settings with independent per-modality MCAR
missingness; node label proportions follow Dirichlet( a _
Dir), with a« _Dir — 00/1.0/0.1 for IID/Mild/Severe Non-
IID. Communication, latency, and throughput results (Sec-
tions 3.3-3.5) come from a discrete-event network simulator
rather than physical hardware; only mean latency is logged.

To ensure fair comparison, all baseline methods are eval-
uated under the same node partitions, modality-missing
masks, bandwidth settings, and privacy-noise configura-
tions. This setting prevents performance differences from
being caused by inconsistent simulated samples and makes
the comparison focus on fusion strategy, federated opti-
mization, and privacy mechanism design.

This paper compares the following baseline methods:
centralized learning, which uploads all raw data to the
cloud for training; local-only learning, where each node
trains using only local data; Fed Avg, standard federated
averaging; FedProx, which adds a proximal regularization
term to the local target to mitigate Non-IID; SCAFFOLD,
which uses control variables to reduce client drift; early fu-
sion, which directly concatenates multimodal features; late
fusion, which trains modal branches separately and then
performs decision fusion; transformer fusion, which uses
self-attention to learn cross-modal representations; and the
proposed method presented in this study. Table 4 summa-
rizes the differences between the methods. Each modality
uses a fixed encoder (environmental: 2-layer TCN; physio-
logical: 2-layer BiGRU; behavioral: 3-layer 1D-CNN; feed-
back: embedding + 2-layer MLP; attention/fusion dims
64/128) with Adam (Ir = 1e — 3, cosine decay), dropout
0.2, clipping norm C = 1.0,40% client participation, and
8-bit update quantization (Table 3 lists the remaining set-
tings); note also that Fed Avg/FedProx/SCAFFOLD iso-
late the aggregation strategy under ordinary fusion while
early/late/Transformer fusion isolate the fusion strategy-
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Table 2. Threat Model Summary

Actor Capability Restriction / out of scope
Observes only clipped, Honest-but-curious:
DP-noised no access to
Cloud coordinator ’ raw data or
aggregated updates

Egs. (10) to (12)

single-node
plaintext updates

May share masks/updates

Non-colluding beyond

Colluding clients amone themselves t=30%of | S_r |
& (Shamir (t, | S_r | ) sharing)
Black-box query access No gradient/query
MI attacker (§3.6) to the released access to any
global model only individual client’s update
Malicious/Byzantine
coordinator,
Out of scope - collusion beyond t = 30%,

gradient inversion,
model poisoning (§3.10)

Table 3. Experimental Simulation Parameter Settings

Parameter Set up
Number of edge nodes 5, 10, 20, 40, 60, 80
Number of users per node 20-80

Modality type Environment, physiology, behavior, feedback
Sampling window length 30s
Number of communication rounds 100
Number of local training rounds 5

Batch size 32

Bandwidth 5, 10, 20, 30, 50 Mbps

Differential privacy noise coefficient 0,0.1,0.3,05,0.7,1.0

Modality missing rate 0%, 10%, 20%, 30%, 40%

Data distribution I

1D, Mild Non-IID, Severe Non-IID

Section 3.8’s incremental ablation instead varies one factor
at a time on a single base encoder for a controlled, single-
factor comparison.

Evaluation metrics include accuracy, precision, recall,
F1-score, global loss, communication cost, response latency,
system throughput, aggregation time, success rate of mem-
ber inference attacks, privacy leakage risk, modality loss
robustness, and edge resource consumption. Classification
metrics are defined as follows:

Accuracy = TP+ TN ,
TP+ TN + FP+FN
Fl— 2 - Precision - Recall .
Precision + Recall

17)

Privacy risks are represented by the success rate of mem-
bership inference attacks ASR.

attack
N; corract

attack *
Ntotal

The lower the metric, the more difficult it is for an at-

Rpriv = ASRattack = (18)

tacker to determine whether a particular sample partici-

pated in the training.

The membership inference evaluation is treated as a
binary attack task in which the attacker attempts to de-
termine whether a target sample contributed to training
based on observable model behavior. This metric is used
because smart healing data may contain sensitive stress,
sleep, and behavioral patterns even when raw samples are
not uploaded.

Concretely, ASR in Eq. (18) is the attacker’s raw accuracy
on a class-balanced (50/50) evaluation set at a fixed 0.5
threshold, with "member" as the positive class; since the set
is balanced, raw and balanced accuracy coincide, so a value
below 50% means worse-than-chance attack performance
rather than a threshold or label-inversion artifact. Section
3.6 also reports the threshold-free AUC-ROC and attacker
advantage ( = 2- AUC-ROC-1).
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Table 4. Comparison of Method Settings

Method Training methods Fusion method Privacy mechanism Main uses
. - Multimodal Comparison of
. Centralized training )
Centralized in the cloud centralized None upper bound and
fusion communication cost
Independent training . . Raw data is Lower bgunfl
Local-only . Local integration of generalization
on individual nodes not uploaded ability
. . . No explicit Standard
FedAvg Federated training Ordinary fusion privacy mechanism federated baseline
FedProx Federated training Ordinary fusion . No explicit . NO“'HD
privacy mechanism comparison
SCAFFOLD Federated training Ordinary fusion No explicit Convergence

privacy mechanism

stability comparison

Centralized or

Comparison of

Early fusion local training Feature splicing None Fusion Structures
. Centralized or Decision-level Comparison of
Late fusion . . . None .

local training integration Fusion Structures

Transformer Centralized or Self-attention Deep Fusion

. .. . None .
fusion local training fusion Comparison
o Mask-aware Update. chppmg, Complete
Proposed Federated training temporal differential privacy,
. / framework
attention and secure aggregation

3. Results and discussion

3.1. Algorithm Comparison under IID and Non-IID Con-
ditions

Fig. 2 shows the Fl-scores of various federated and dis-
tributed methods under different data distributions. Under
IID conditions, centralized learning achieves an F1-score of
92.8%, while our proposed method achieves 92.1%, which
is close to the upper bound of centralized learning. Local
independent training achieves only 85.1%, indicating that
single-node data are insufficient to learn stable generalized
representations. Under Mild Non-IID conditions, FedAvg’s
F1-score drops to 86.4%, FedProx reaches 88.1%, and our
proposed method reaches 89.7%. Under Severe Non-IID
conditions, Fed Avg drops to 80.3%, FedProx reaches 84.6%,
and our proposed method maintains 88.2%, an improve-
ment of 7.9 percentage points compared to FedAvg. This
demonstrates that the reliability-weighted aggregation and
modal attention mechanisms presented in this study can
alleviate the client drift problem caused by heterogeneous
node data. For the continuous stress-relief regression head
on the same split: MAE = 0.071, RMSE = 0.096, R? =0.87,
versus RMSE = 0.101/R? = 0.83 for a separately trained
regression-only model-joint training gives a modest, con-
sistent gain.

The advantage of the proposed method becomes more
evident as heterogeneity increases, which is consistent with
the target application scenario. In multi-room healing
spaces, users, sensors, and intervention histories are un-

likely to be identically distributed, so robustness under
severe non-IID conditions is more informative than IID
performance alone.

100

95 = Centralized

= Local-only
90
8
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Fig. 2. Comparison of Fl-scores for different methods
under IID and Non-IID conditions
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3.2. Federated Training Convergence

Fig. 3 shows the global loss convergence curves of FedAvg,
FedProx, SCAFFOLD, and the proposed method. FedAvg
decreases rapidly in the early stages but exhibits significant
oscillations and a high final loss under non-IID conditions.
FedProx mitigates some drift through proximal constraints,
resulting in a lower final loss than Fed Avg. SCAFFOLD fur-
ther improves convergence stability by introducing control
variables. The proposed method enters a lower loss range
after approximately 40 rounds and ultimately achieves the
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lowest global loss. This is mainly due to two factors: first,
attention fusion reduces the interference of noisy modes
on local updates; second, reliability-weighted aggregation
reduces the negative impact of lowquality nodes on the
global direction.

-~ FedAvg

- FedProx

+ SCAFFOLD
<+ Proposed

Global loss

0 20 40 60 80 100
Communication rounds

Fig. 3. Convergence curves of different federated learning
strategies

3.3. Communication Overhead Analysis

Communication efficiency is important for scalable sys-
tems. Fig. 4 compares single-round communication cost
as edge nodes increase: centralized raw-data upload rises
rapidly (2160 MB at 60 nodes); Fed Avg /FedProx upload
only model updates, costing much less; the proposed
method further combines compression and secure aggre-
gation, reaching 264 MB at 60 nodes - a 38.9% reduction
versus FedAvg’s 432 MB, and an even larger reduction
versus centralized upload, confirming edge-local raw data
improves both privacy and communication scalability.
The communication cost reported here includes pro-
tected model-update transmission but excludes raw multi-
modal streams, because raw environmental, physiological,
behavioral, and feedback data are never uploaded in the
proposed workflow. This distinction is important for inter-
preting the scalability benefit of the edge-cloud design.

Response Latency under Different Bandwidths

Fig. 5 shows average response latency as bandwidth in-
creases from 5 to 50 Mbps: cloud inference is highest at low
bandwidth ("760 ms at 5 Mbps), unsuitable for real-time in-
tervention; pure edge inference has the lowest, most stable
latency but can’t continuously incorporate cross-space ex-
perience; ordinary edge-cloud collaboration falls between.
The proposed method achieves 210 ms at 5 Mbps, decreas-
ing to "118 ms at 50 Mbps, meeting the simulated real-time

a |
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Fig. 4. Comparison of communication costs under varying
edge node numbers

latency budget for most lighting, music, temperature, and
feedback interventions.
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Fig. 5. Average response latency under different
bandwidth conditions

3.4. Node Scalability and Throughput Analysis

Fig. 6 shows throughput and aggregation time as edge
nodes range from 5 to 80: throughput rises from ~120 to
~1540 samples/s with parallel processing, while aggrega-
tion time rises from "25 ms to “176 ms, reflecting growing
cloud coordination overhead. The proposed method main-
tains acceptable aggregation latency at 80 nodes without
exponential degradation, verifying simulated scalability

for multi-room, multi-organization deployment.

3.5. Privacy-Utility Trade-off and Membership Inference
Attacks

Fig. 7(a) shows the DP noise coefficient ¢ ’s effect on ac-
curacy and privacy risk: at ¢ = 0, accuracy is highest but
so is leakage risk; as ¢ increases, leakage risk falls and
accuracy gradually declines, with ¢ = 0.3 — 0.5 offering
a good balance. Fig. 7(b) shows attack resistance: unpro-
tected success rate is 71.8%, dropping to 55.6%/52.3% with
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Fig. 6. Throughput and aggregation time under varying
edge node numbers

DP-only/secure-aggregation-only, 43.5% with both, and
38.7% with the complete method - showing privacy pro-
tection needs multi-mechanism collaboration. This black-
box, shadow-model attack (8 shadow models, logistic-
regression attacker, balanced 50/50 set, 5 runs) also gives
AUC-ROC 0.78/advantage 0.44 unprotected versus AUC-
ROC 0.57/advantage 0.08 protected-near zero, indicating
the residual 38.7% ASR reflects near-random guessing
rather than label inversion.

Across 5 shadow-model runs (mean + SD): ASR =
38.7% £ 1.6%, AUC —ROC = 0.57 & 0.02 protected vs. ASR
= 71.8% £ 2.1%, AUC-ROC = 0.78 £ 0.02 unprotected.
TPR at a fixed 1% FPR falls from 4.1% (unprotected) to
1.3% (protected), close to the 1.0% expected under random
guessing.

The results also suggest that privacy protection should
be configured according to the sensitivity of the deploy-
ment context. For psychological counseling rooms or sleep-
therapy spaces, a slightly stronger privacy setting may be
acceptable, whereas general wellness spaces may prioritize
a higher recognition accuracy with moderate privacy noise.

40
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0

0 02 04 06 08 oe e oY cure 290, sl osed
Noise coefficient Chad of
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©
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=
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Attack success rate (%)
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Privacy leakage risk

Fig. 7. Privacy-Utility Trade-off and Member Inference
Attack Resistance Results

3.6. Modality Missing Robustness and t-SNE Feature Dis-
tribution

Device disconnections, unworn wristbands, camera ob-
struction, and sensor noise are common in real healing
spaces. Fig. 8(a) shows accuracy declining as modality-
missing rate rises from 0% to 40%, but least for the pro-
posed method: at 40% missing, early fusion drops to 72.6%,
late fusion to 77.1%, Transformer fusion to 79.6%, while the
proposed method maintains “84.0%, showing the masked
attention mechanism compensates for missing modalities
using available ones.

Fig. 8(b) further compares the t-SNE feature distribu-
tions of the baseline and proposed methods. The baseline
method shows significant overlap among the four healing
state samples, indicating insufficient discriminative power
in the fusion representation. The features generated by our
proposed method exhibit clearer inter-class separation and
higher intra-class clustering. This visualization result is
consistent with the accuracy and F1-score, demonstrating
that the proposed multimodal fusion model can learn more
discriminative healing state representations.

80- ~-Early fusion
-- Late fusion
- Transformer fusion

~ Proposed T
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Accuracy (%)
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Missing modality rate (%)

(b) Baseline Proposed
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Fig. 8. Comparison of modality loss robustness and t-SNE
feature distribution of different algorithms

3.7. Ablation Experiments

Ablation experiments Fig. 9: removing attention fusion
prevents dynamic modality weighting, reducing accuracy
and F1; removing federated training degenerates the model
to single-node/centralized with poor cross-space general-
ization; removing secure aggregation raises attack success;
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removing differential privacy makes sensitive information
easier to infer; removing edge preprocessing raises com-
munication cost and latency. The complete model balances
accuracy, F1, latency, communication cost, and privacy risk,
confirming each module’s necessity. Numerically (mild
non-IID, 60 nodes): Base (FedAvg, ordinary fusion, no
privacy) F1 = 86.4%/ASR = 71.8%; +attention & relia-
bility weighting F1 = 89.4%/ASR = 71.5%; +clipping
& compression F1 = 89.1%/ASR = 70.9%; +differential
privacy F1 = 88.2%/ASR = 55.6%; +secure aggregation
(Full) F1 = 89.7%/ ASR = 38.7%-consistent with Figs. 2, 4
and 7/Section 3.6; model size, memory, and aggregation
time are reported in Sections 3.5 and 3.9.

A supplementary sensitivity analysis (severe non-IID,
60 nodes; fusion/clipping/DP/secure-aggregation held
fixed) isolates the reliability-weighting effect Eq. (14):
uniform /Fed Avg-style weighting ( w_k"r « n_k only)
reaches 88.0% average F 1/71.2% worst-client F1; the pro-
posed reliability weighting improves both to 89.7%/77.8%
(average consistent with the Full row above); under 20%-
corrupted reliability metadata it degrades to 87.1%/65.4%-
below the uniform baseline on the worst client. Reliability
weighting thus improves average and typical-client perfor-
mance but is not yet robust to falsified metadata (Section
2.3, 3.10), motivating a trust-scoring or outlier-clipping
safeguard as future work rather than a robustness claim.
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92
g
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o
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0
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80
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attention FL secure DP edge model
agg. prep.

Fig. 9. Ablation experiment results

3.8. Edge Resource Consumption

Fig. 10 compares edge resource consumption: LSTM has
lower cost but limited expressiveness; standard Trans-
former models complex relationships but has higher size,
memory, and inference time; lightweight Transformer
reduces cost via compression; the proposed method
keeps high recognition performance within a deployable
size/latency range - showing edge models must meet engi-

neering constraints, not just accuracy.
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Fig. 10. Comparison of edge resource consumption for
different models

3.9. Discussion

Results show the key to smart healing spaces is not just
recognizing user states but doing so continuously, stably,
and securely across multi-node deployment. The edge-
cloud architecture distributes high-frequency processing
to local nodes, keeping communication cost and aggre-
gation latency controllable as nodes scale. Raw physio-
logical /behavioral data never leave local nodes, and clip-
ping, noise, and secure aggregation significantly reduce
membership-inference success. The attention mechanism
improves recognition performance and provides an opera-
tional modality-importance indication, letting administra-
tors see whether physiological, environmental, behavioral,
or subjective factors drive the current state.

In deployment, the framework applies to hospital re-
habilitation, stress-reduction, sleep-intervention, elderly-
care, and corporate health spaces, dynamically adjust-
ing lighting, music, air quality, fragrance, and interactive
prompts, and reporting group-status trends to managers.
It suits cross-institutional collaboration better than cen-
tralized platforms since institutions need not share raw
data, and improves small-sample nodes’ recognition via
shared cross-spatial experience versus local-only models.
The same edge-cloud pipeline is, in principle, expected
to flag anomalous sensor or actuator behavior and sup-
port preventive-maintenance scheduling before comfort
or therapeutic quality is affected; this fault-diagnosis and
maintenance-scheduling capability is a prospective archi-
tectural extension of the validated healing-state pipeline
and has not itself been experimentally benchmarked in this
study (see Limitations below).

From an engineering perspective, implementation
should include local device identity management, en-
crypted storage for short-term buffers, audit logs for model-
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update submission, and fallback strategies when a sensor
modality is unavailable. These mechanisms are not substi-
tutes for the proposed learning framework, but they are nec-
essary for translating the framework into a reliable smart
healing information system. Beyond engineering, deploy-
ment should include informed consent and withdrawal,
data-minimization and update-deletion procedures, hu-
man oversight of interventions, and fairness/accessibility
attention across demographic and health groups under
institutional governance; the framework is intended to pro-
vide decision support-not autonomous clinical diagnosis
or treatment-with therapeutic action remaining subject to
review by qualified staff.

Two scope notes apply throughout Section 3. First, un-
less noted, results come from the synthetic simulation and
network simulator of Section 2.4 rather than physical hard-

ware or real-user deployment; "real-time," "scalable," and
"deployable" describe performance within this simulation
envelope, with physical-deployment validation left to fu-
ture work. Second, because the baselines vary aggregation
strategy (FedAvg/FedProx/SCAFFOLD) and fusion strat-
egy (early/late/Transformer) separately rather than as a
full factorial grid (Section 2.4), the results show the com-
plete proposed configuration performs favorably under
these settings-not that each component individually out-

performs every alternative in isolation.

This paper has several limitations: experiments are
mainly simulation-based with parameterized scenarios
covering node count, heterogeneity, bandwidth, modal-
ity loss, and privacy noise, but real-world deployment
validation is still needed; DP noise coefficients are fixed
rather than adaptive to sensitivity, modality, or task; only
membership-inference attacks were tested, leaving gradi-
ent inversion, attribute inference, and poisoning defenses
for future work; and causal effects of intervention strate-
gies were not explored, motivating future reinforcement-
learning or causal-inference approaches. Results should
thus be read as proof-of-concept evidence pending real-
user deployment studies, ethics review, and cross-site val-
idation. In addition, the facility-maintenance use case is
not yet benchmarked against a fault-diagnosis/scheduling
task (validation planned on public corpora such as WE-
SAD or K-EmoCon); the baseline comparison is not a full
factorial grid; reliability-weighted aggregation shows im-
proved average and worst-client performance over uni-
form weighting but degrades below the uniform baseline
under corrupted reliability metadata (Section 3.8), so a
trust-scoring or outlier-clipping safeguard is needed before
falsified-metadata robustness can be claimed; modality-
missingness uses only an MCAR mechanism; and attention

modality-importance weights are untested for explanation
fidelity-prioritized directions for the next study phase.

4. Conclusions

This study proposes a scalable distributed multimodal data
fusion and privacy protection framework for smart heal-
ing spaces, placing preprocessing, encoding, fusion, and
inference on local edge nodes and achieving cross-space
modeling via federated learning. A mask-aware temporal
attention fusion model addresses multimodal heterogene-
ity and modality loss; gradient clipping, Gaussian differ-
ential privacy, and secure aggregation mitigate privacy
risks. Simulation results show the complete proposed con-
figuration outperforms the baselines in accuracy, F1-score,
non-IID robustness, communication efficiency, simulated
real-time response, privacy protection, and edge deploy-
ment feasibility under the stated simulation settings (Sec-
tion 3.10). Future work will integrate real-world deploy-
ment data, dynamic privacy budgets, direct equipment-
fault-diagnosis and maintenance-scheduling benchmarks,
lightweight compression, and adaptive intervention op-
timization for clinical rehabilitation, mental health, and
elderly-care scenarios, with the framework prospectively
extensible to facility operation and maintenance, pend-
ing dedicated fault-diagnosis and scheduling benchmarks,
alongside personalized therapeutic services.
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