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Intelligent employment recommendation for industrial talent must process multi-source data — profiles, cer-

tificates, behavior logs, and company sources — yet existing methods emphasize accuracy over privacy and

high-concurrency deployment. This study designs DP-TCERS, a differential-privacy trusted computing frame-

work: it perturbs user/job features via local differential privacy and gradient noise against inference attacks,

builds attention-fused towers for matching, scores trustworthiness from consistency and reliability, and lowers
overhead via caching and parallel inference. Simulations show precision@10/recall@10/F1@10/NDCG@10 of
0.773/0.732/0.752/0.765 — below non-DP matching but above CE, NCF, DeepFM — with attack success rates
falling to 0.198-0.231 and latency at 10,000 users reaching 294 ms versus 1,486 ms single-node.
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1. Introduction

Employment recommendation systems are key modules
in industrial talent recruitment, online recruitment, and
enterprise HR management. As employment data expands,
manual screening and rule matching can no longer meet
large-scale needs. Job seekers’ background reflects em-
ployment ability, while job requirements reflect demand;
recommendation must address cold start, heterogeneous
data, and sparse feedback [1], with profile construction
important for internship matching [2].

Algorithmically, job recommendation has evolved from
content similarity and collaborative filtering to deep rep-
resentation learning, with models jointly processing re-
sume text, descriptions, and skill tags for stronger seman-
tic expression than keyword matching [3], and LLMs fur-
ther improving efficiency by extracting responsibilities and
requirements [4]. Research has also shifted from single-
accuracy to multi-objective optimization, where sources,

feedback types, metrics, and deployment methods all affect
effectiveness [5, 6].

Job recommendation differs from product recommen-
dation since it directly affects careers and hiring decisions,
requiring fairness, credibility, and interpretability beyond
accuracy. Credibility covers accuracy, robustness, fairness,
transparency, and privacy [7]; historical-interaction-only
learning can reinforce popularity bias [8]; and explainable
frameworks emphasize decision-consistent explanations
[9]. This study positions job recommendation as a trust-
worthy, scalable information system.

Job recommendation systems handle highly sensitive
data — education, skills, location, salary, and hiring pref-
erences — that, if centrally trained, exposes attackers
to member/attribute inference, back-inference, or gradi-
ent inversion. Glass-box modeling reduces data-abuse
risk while increasing transparency [10]; federated and
differential-privacy research reduces exposure risk [11];
and lightweight approaches like LightFR balance privacy
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and efficiency [12].

Differential privacy offers a quantifiable framework: in-
troducing random perturbations during queries, represen-
tation, or training so that adding or removing one user’s
data does not significantly change output. Privacy chal-
lenges mainly stem from client and gradient leakage, mali-
cious aggregation, and inference attacks; local DP research
shows Gaussian-mixture perturbations can protect rating
data [13]; and homomorphic-encryption research shows
protection needs both algorithm- and system-layer compu-
tation [14].

Beyond privacy, trusted computing is key: trusted job
recommendation must explain suitability, verify source re-
liability, detect anomalies, and resist attacks. This study
proposes DP-TCERS, integrating differential privacy to pro-
tect sensitive information while sustaining matching perfor-
mance, low latency, and scalability under high-concurrency
deployment.

The main contributions are: (1) a differential-privacy
trusted computing framework unifying data represen-
tation, privacy-preserving recommendation, trustwor-
thiness assessment, and scalable deployment; (2) dual
feature/training-layer differential privacy reducing infer-
ence risks; (3) a dual-tower attention model improving
stability under perturbation; (4) a trustworthiness score
evaluating consistency, reliability, stability, and security;
and (5) simulations verifying performance, privacy, attack
resistance, latency, and scalability.

2. Methods

2.1. System Model and Problem Definition
2.1.1. Intelligent Job Recommendation Scenario

This study considers a job recommendation system consist-
ing of job seekers, job resources, an employment platform,
and enterprise recruitment nodes. Let the set of job seekers
be

U={uyuy, ... un} 1)

The job postings are as follows.

J=Aj2r- - jn} @

Where u; represents the 7 job seeker, and jj represents

the k job posting. The goal of the job recommendation

system is to generate a Top-K job recommendation list for
each job seeker u;, while protecting user privacy.

R; = {ji,jios - Jix} ®)
Recommendation lists must meet accurate matching,
privacy/security, reliable sourcing, and efficient response,

since profiles are highly sensitive, job data is dynamic, re-
sults carry decision-making impact, and platforms need
scalable service for large user bases.

2.1.2. Multi-Source Employment Data Representation

A job seeker profile consists of basic information, skill char-
acteristics, behavioral characteristics, and preference char-
acteristics and can be represented as:

xi = [si, ei, i, bi, pil @)
Where s; represents professional and skill tags, e; rep-
resents educational background, c; represents certificates
and ability levels, b; represents job-seeking behaviors such
as browsing, saving, applying, and interviewing, and p;
represents preferences for job location, industry, salary, and
job type.
The job profile is represented as follows.

Yk = [ Gk L Wi, di] ®)
Where ry represents job responsibilities, g represents
job qualification requirements, I} represents work location,
wy represents salary range, and dj represents job descrip-
tion text. Job description text is largely unstructured, so this
paper uses a text encoder to map it into semantic vectors.
User interactions with job postings include browsing,
saving, applying, interviewing, and receiving hiring feed-
back. Let the interaction matrix be

A= {ait}yn ©)

Here, a;; = 1 indicates that user u; has a positive inter-

action with job ji, and a;; = 0 indicates that there is no

explicit positive interaction. To accommodate the preva-

lence of implicit feedback in job recommendations, this

paper assigns different weights to browsing, saving, apply-
ing, and interviewing;:

Ajk = W10k + wafi + wapi + wahiy (7)

Where vy, fi, pix and hj represent browsing, saving,
submitting, and interviewing behaviors, respectively, and
w1, wy, w3, wy are the behavior weights. To reduce cross-
source dimensional differences, this paper normalizes con-
tinuous features, embeds categorical features, and applies
segmentation, denoising, and vectorization to job-posting
text.

2.1.3. Privacy Threat Model

This study considers four threats: member inference (deter-
mining training participation from model output); attribute
inference (inferring salary, location, or background from re-
sults); gradient inversion (inferring features from uploaded
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gradients); and result inference (inferring profiles or strate-
gies via repeated queries).

This threat model assumes the platform authenticates
identities, protects raw logs, and enforces privacy budget
policies; enterprise nodes may provide noisy information
and attackers may query the interface, but the framework
does not verify every company record’s truthfulness with-
out external audit.

The adjacent-dataset definition applies at the user level
— adding or removing one job seeker and their interaction
history should not substantially change the observable rec-
ommendation distribution — making the privacy claim
user-centered rather than record-centered.

Therefore, this paper introduces a differential privacy
mechanism, ensuring that when any adjacent datasets D
and D’ differ by only one user sample, the recommendation
algorithm M satisfies:

Pr[M(D) € S] < ¢*Pr [M (D') € §] (8)

Here, € represents the privacy budget; a smaller € results
in stronger privacy protection, but may decrease model us-
ability. To accommodate the varying sensitivities of multi-
ple fields in job recommendation, this paper further defines
a feature-level privacy budget vector:

& = [€s,€e,€c, €p, €p) )

Where ¢, and ¢, correspond to behavioral and prefer-
ence features, respectively, and are typically set to relatively
small values; &5 and . correspond to skill and certificate
information, and can be set to moderate values; publicly
available job postings are generally not strongly perturbed.

2.1.4. Optimization Objective

The recommendation objective of this study is not simply to
maximize accuracy but to jointly optimize recommendation
performance, privacy protection, credibility, and system
efficiency. The comprehensive objective function is defined
as follows:

max F = aAcc + B Trust — < PrivacyLoss — ¢ Latency
(10)
Where Acc represents recommendation accuracy, Trust
represents recommendation credibility, PrivacyLoss rep-
resents privacy leakage risk, Latency represents system
response delay, and «, B, v, § are weight coefficients. In the
job recommendation scenario, the system needs to simulta-

neously satisfy:

Acc > Accrin, PrivacyLoss <p, Latencyt (11)

Where, Accpmin is the lower limit of recommendation ac-
curacy, p is the privacy leakage risk threshold, and 7 is the
upper limit of system delay. This multi-objective constraint
conforms to the development trend of trusted recommen-
dation systems shifting from accuracy to a comprehensive
evaluation of security, reliability, and system availability
[15].

2.2, Trusted Computing Recommendation Framework
Integrating Differential Privacy
2.2.1. Owerall Architecture of DP-TCERS

DP-TCERS comprises six layers: data acquisition (collect-
ing profiles, descriptions, records, and company informa-
tion); privacy protection (differential privacy plus gradient
noise); feature representation (mapping structured/text
features to a unified vector space); deep matching (comput-
ing user-job fit); trusted computing (generating trust scores
from source, consistency, and risk); and scalable service
(distributed retrieval, caching, and parallel inference).

As Fig. 1 shows, DP-TCERS integrates privacy, trust-
worthiness, and deployability within one computational
framework.

2.2.2. Differential Privacy Protection Mechanism

To protect the sensitive features of job seekers, this paper
introduces a Laplace mechanism in the feature encoding
layer. The original user profile vector is x;, and the per-
turbed user profile is:

Yi=xi+1 (12)

In:

n ~ Laplace <O, A?f) (13)

Af represents the query function sensitivity, and € rep-
resents the privacy budget. For highly sensitive fields such
as salary expectations, work location preferences, and ap-
plication behavior, the system sets a smaller local privacy
budget; for moderately sensitive fields such as professional
categories and skill tags, the system sets a relatively larger
privacy budget to reduce the loss of recommendation accu-
racy caused by excessive perturbation.

In the model training layer, this paper further introduces
gradient clipping and Gaussian noise mechanisms. Let the
gradient in the ¢ training round be g;, and the clipped
gradient be:

g=—A (14)
max (1, %)

Where C is the gradient clipping threshold. The gradient
after adding Gaussian noise is:
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Fig. 1. Overall Architecture of the DP-TCERS Trusted Job Recommendation System.

§i=8+N (O, (72C21> (15)

Where o is the noise coefficient. This mechanism re-
duces the risk of gradient inversion attacks during training.
Considering feature- and gradient-layer privacy losses to-
gether, this paper defines the overall privacy consumption
as:

T
€total = Efeature T tzl sgr)ad (16)

To avoid rapidly depleting the privacy budget, the sys-
tem tracks accumulated privacy losses during training and
stops training or raises the noise level when a threshold is
exceeded.

The privacy accountant records feature- and training-
layer perturbation separately and reports accumulated con-
sumption; the default budget is an experimental config-
uration under the stated simulator and schedule, not an
unrestricted guarantee for arbitrary retraining or querying.

2.2.3. User-Job Deep Matching Model

This paper uses a dual-tower structure to model job seeker
and job representations; the user tower input is the user
profile %; after privacy perturbation, and the job tower
input is the job profile yx. The user representation is:

hi = MLP, (%;) (17)
Job representation is defined as follows:
1}, = MLP; (Encoder (dy) ® gy © [ Gw;)  (18)

Here, Encoder (dy) is the job-text encoder and @ is
concatenation; this paper further introduces an attention-
fusion mechanism to capture key skills and job require-
ments. Let the user skill feature set be {z;1,zp, ...,z },

the job requirement feature set be {1, 7, ..., 71 }, and the
attention weights be:
T
exp (z; wyr
’th p ( g™ kb) (19)

- 22:1 exp (zg;warkh)

User job matching is represented as follows:

r 1
Mg =Y Y tgp (2ig © i) (20)
a=1b=1
The final match score is
Sik =0 (Wm |:h;l D h;( D mik} + bm) (21)

Where ¢ is the Sigmoid function. The system sorts candi-
date positions according to sj; and generates Top-K recom-
mendation results. This structure recovers effective match-
ing signals via job-semantic and skill-attention mechanisms
even under privacy perturbation.

For cold-start users or new positions, the matching mod-
ule relies on profile fields, skill tags, job text semantics,
and source reliability before enough interaction records ac-
cumulate, treating historical interactions as useful signals
rather than the sole ranking basis.

2.2.4. Recommendation Credibility Evaluation Mechanism

To avoid the system pursuing matching accuracy at the
expense of position credibility, this study designs a position
recommendation credibility score:
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Trusty = Ay Mg + ARy + A3Ej + AySk (22)

Where M;; represents the consistency of user-job match-
ing, Ry represents the reliability of job source, E; represents
the explanatory stability, Sy represents the job security risk
score, and Aq, Ay, A3, Ay are weighting coefficients. Job-
source reliability is computed as:

Ry = 61 Auth | + 6, Fresh j + 63 Comp ;. + 04 Feed | — 85 Risk

(23)
Where Authy represents the level of enterprise authenti-
cation, Freshy represents the timeliness of the job posting,
Comp,, represents the completeness of the job information,
Feed) represents the quality of historical feedback, and
Riskj represents the risk of anomalies.
Explanatory stability measures whether explanations
stay consistent with actual matching factors across similar
users and jobs, defined as:

! sl

€ — € (24)

1 L
Egp=1-7 )
I=1
Where efk represents the original explanatory weights,
and éfk represents the explanatory weights after perturba-
tion. Higher stability indicates the model maintains consis-
tent recommendation criteria after privacy perturbation.
The credibility score is a ranking signal, not a legal certi-
fication: it lowers the ranking weight of incomplete, stale,
complained-about, or unauthenticated postings, while con-
firming enterprise legitimacy still requires platform review,
verified credentials, or external audit.

2.2.5. Scalable Online Recommendation Strategy

To adapt to large-scale scenarios, DP-TCERS combines of-
fline training (profile updates, job vector indexing, model
training, trust-score pre-calculation) and online inference
(candidate retrieval, deep re-ranking, trust filtering). Vector
retrieval is used in the candidate retrieval phase:

C; = ANN (1!, ],K") (25)

Where K’ is the initial recall size, and K’ > K. The
re-ranking phase is based on the overall score:

Score jx = p1six + pp Trusty — u3 Risky (26)

The system reduces online overhead by caching popular
job vectors, similar-user results, and credibility scores, and
uses multi-node parallel inference and load balancing for
high-concurrency throughput and latency (Fig. 2).

2.3. Experimental Design
2.3.1. Dataset Construction and Preprocessing

This study constructs a simulated dataset covering 10,000
job seekers, 5,000 postings, 80,000 applications, 120,000
browsing entries, and 30,000 bookmarks, with user and job
features as detailed in Table 1.

The simulator generates profiles and implicit feedback
in three steps: sampling majors, education, skills, and loca-
tion; assigning postings tags, requirements, and reliability
states; and generating interaction events from semantic sim-
ilarity and popularity, with negatives from non-interactive
positions for realistic sparsity. No real personal records
were used.

Table 1. Dataset Statistics.

Item Value
Number of job seekers 10000
Number of positions 5000

Submission History 80000
Browsing History 120000
Favorites History 30000
Skill Tags 50
Industry Category 15
Professional Category 20
Company Source 600

2.3.2. Feature Description and Privacy Level

Employment data varies in sensitivity, with perturbation
strength set accordingly, as detailed in Table 2.

2.3.3. Experimental Parameter Settings

This paper implements the model in Python 3.9 and Py-
Torch 1.13, with parameters detailed inTable 3.

These are fixed-configuration simulation outputs com-
paring architectural choices under the same settings, not
hardware-level benchmarks or production SLAs.

2.3.4. Comparison Methods and Evaluation Metrics

This study compares several baselines against DP-TCERS,
detailed in Table 4. All baselines use the same simulated fea-
tures, candidate pool, split, and Top-K protocol: CF/NCF
rely on interaction signals, DeepFM adds feature-crossing,
BERT-Rec emphasizes text semantics, and Non-DP Match-
ing uses the same structure without perturbation, with
metrics computed on held-out positives after negative sam-

pling.
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Fig. 2. DP-TCERS Online Recommendation Algorithm Flow.

Table 2. Feature Description and Privacy Level

Feature Type

Feature Description

Privacy Level

Basic Profile

Skill Characteristics
Behavioral Characteristics
Preference Characteristics
Job Description

Company Characteristics

Education level, major, and year of graduation
Skill tags, certificates, and ability ratings

Browse, save, submit, interview

Salary expectations, location, industry preference
Job title, job description, and job requirements

Company type, certification status, source reliability

Medium
Medium
High
High
Low

Medium

Table 3. Experimental Parameter Settings.

Parameter Value
Embedding Dimension 128
Batch Size 256
Learning Rate 0.001
Optimizer Adam
Privacy Budget e 1.0
Gradient clipping threshold C 1.0
Noise coefficient 0.8

Recommendation List Length 10
Number of Training Rounds 50
Distributed Nodes 1-16

3. results and discussion

3.1. Experimental Results and Analysis
3.1.1. Recommendation Performance Comparison
Fig. 3 compares Precision@10, Recall@10, F1@10, and

NDCG@10 across methods: CF underuses job descriptions
and shows the lowest performance; NCF’s non-linear mod-

eling improves on CF; DeepFM’s feature fusion further
improves Precision@10/NDCG@10; BERT-Rec’s semantic
representations outperform DeepFM; and Non-DP Match-
ing achieves the highest accuracy. DP-TCERS reaches 0.773,
0.732,0.752, and 0.765 — slightly below Non-DP Matching
but significantly better than CF, NCF, and DeepFM.

This shows DP-TCERS retains high performance despite
differential-privacy perturbation, as attention matching
and job semantic encoding partly offset the resulting in-
formation loss. Since this is a controlled simulation, small
gaps between strong baselines should be interpreted cau-
tiously; the main evidence is the joint trend across quality,
privacy-risk reduction, trust, and latency.

3.1.2. Top-K Recommendation Stability

Fig. 4 shows Precision@K, Recall@K, and NDCG@K trends
for DP-TCERS across list lengths. As K increases from
5 to 30, Precision@K falls from 0.792 to 0.704 while Re-
call@K rises from 0.681 to 0.812, and NDCG@K declines
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Table 4. Comparison Methods and Evaluation Metrics

Category Content

Methodology
Baseline Methods CE, NCF, DeepFM, BERT-Rec, Non-DP Matching
Proposed Method DP-TCERS

Evaluation Metrics
Recommendation metrics
Privacy metrics
Trust metrics
System metrics

Visualization

Precision@K, Recall@K, F1@K, NDCG@K
Privacy leakage risk, attack success rate
Trust score, recommendation acceptance rate
Latency, throughput, scalability efficiency

Attention heatmap, t-SNE representation distribution

1.00
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0.%30
D.ES
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0551 o wDCGEK
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Fig. 3. Comparison of Algorithm Performance of Different
Recommendation Methods.

only slightly, keeping well-matched jobs near the top of the
list.
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Fig. 4. Recommendation stability of DP-TCERS under
different Top-K conditions.

This confirms DP-TCERS remains effective across list
lengths, suiting both short curated lists and longer candi-

date lists.

3.1.3. Trade-off between Privacy Budget and Recommendation
Performance

Fig. 5 analyzes privacy budget ¢’ s impact: at ¢ = 0.1, pro-

tection is strongest but noise is high (precision@10=0.684,

NDCG@10=0.671); at ¢ = 1.0, these rise to 0.773/0.765; at

¢ = 8.0, performance approaches non-DP matching but

protection weakens.

100
0.951
0.90 1
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0.804
L
8 0.751 o723
g -
0.701
0.651
0.60 1 —e— Precision@10
—=— Recall@lo
o ~a— NDCG@10
0.50 +—- — ———— - ——-
0.1 0.2 05 1.0 0 4.0 8.0  NonDP
Matching

Privacy Budget &

Fig. 5. Impact of Privacy Budget on Recommendation
Performance.

This confirms the typical privacy-utility trade-off, lead-
ing this study to select € = 1.0 as a balanced default.

3.1.4. Privacy Leakage Risk Analysis

Fig. 6 shows privacy leakage risk rising from 0.083 to 0.421
as € increases from 0.1 to 8.0, since a larger privacy budget
means weaker perturbation and easier inference of sensi-
tive information.

Combined with Fig. 5, this confirms a clear performance-
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privacy trade-off, making ¢ = 1.0 a reasonable balance for
employment recommendation.

3.1.5. Anti-Privacy Attack Capability

Fig. 7 compares attack success rates of Non-DP, Feature-DP,
Gradient-DP, and DP-TCERS. Non-DP shows high leak-
age (0.438, 0.462, 0.417, 0.391 for the four attack types);
Feature-DP reduces profile/behavioral leakage but has lim-
ited gradient-inversion defense; Gradient-DP better sup-
presses gradient inversion but is weaker against attribute
inference.

= Non-DPF  mem Feature-DPF  =eE Gradient-DP  mmm DP-TCERS
0.6
0.5;
=
§ 04
S 3!
(2]
£
E 0.24
a
0.11
0.0~ . -
Maember Attribute Gradiant Recommendation
Inference Inference Imversion FResult Back-inferance

Fig. 7. Comparison of Attack Success Rates under
Different Privacy Protection Methods.

DP-TCERS's feature- and training-layer differential pri-
vacy achieves the lowest attack success rates across all four
attack types (0.219/0.231/0.207/0.198), confirming the dual
mechanism improves job recommendation security.

In this experiment, the attack success rate is the frac-
tion of attempts that correctly infer target membership,
a sensitive attribute, a reconstructed representation, or a
preference category under the simulated attacker — an
empirical leakage indicator, not proof that all operational
attacks will fail.

3.1.6. Evaluation of Recommended Job Credibility

Fig. 8 compares Trust Score distributions: traditional meth-
ods average 0.683, under-considering source reliability;
accuracy-oriented methods reach 0.721 but lack system-
atic trust evaluation; DP-TCERS reaches 0.842 with a more
concentrated, stable distribution.

10
— —|—
1
0.8 0.721
—h
g
g 06
@
+ |
= |
E 0.4 | .
0.2 o
a
o
a
0.0
Traditional Accuracy-ariented DP-TCERS
Recommendation Recommendation Recommendation

Fig. 8. Comparison of Recommended Job Credibility
Distribution.

This shows the trust module effectively filters low-trust
jobs, since recommending fake or low-quality postings —
even with high matching scores — risks damaging user
experience and platform reputation.

3.1.7. Trust Assessment under Different Job Source Risks

Fig. 9 shows Trust Score and Recommendation Acceptance
Rate across job-source risk levels: low-risk jobs score 0.891
trust and 0.812 acceptance, while unknown-source jobs
drop to 0.571 and 0.496, indicating job-source risk signifi-
cantly affects recommendation acceptance.

B Trust Score B Recommendation Acceptance Rate
10

0.6

061
041
0.21
0.0 : S St

Low-risk Positions Medium-risk Positions High-risk Positions  Unknown-source Pasitions

Score

Fig. 9. Trustworthiness Assessment Results under
Different Job Source Risks.

DP-TCERS incorporates job-source reliability and
security-risk penalties into ranking, avoiding recommend-
ing low-trust jobs merely because job text matches user
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skills.

3.1.8. System Latency in High-Concurrency Scenarios

Fig. 10 compares average response latency of single-node,
distributed, and DP-TCERS-with-cache recommendation
across concurrent-user scales. Differences are small at 100
users, but at 10,000 users latency reaches 1486 ms for single-
node, 517 ms for distributed, and only 294 ms for DP-
TCERS with cache.

1E0D

—— Single-Node Recommendation
1 -#@- Distributed Recommendation 1486
- DP-TCERS with Cache

Average Response Latency (ms)

¥ 5588

=

100 500 1000 2000 5000 10000
Number of Concurrent Users

Fig. 10. Average system response latency for different
numbers of concurrent users.

This shows single-node deployment cannot scale to high
concurrency, while DP-TCERS cuts latency via distributed
retrieval, caching, and parallel inference — crucial during
graduation-season surges.

The latency comparison used the same request pat-
tern and retrieval configuration for all systems; values are
service-simulation estimates requiring validation on a con-
crete deployment stack before production use.

3.1.9. Ablation Experiments

Fig. 11 shows performance after removing each module:
removing DP slightly raises NDCG@10 (0.765—0.773) but
sharply raises attack success (0.219—0.438); removing trust
evaluation drops Trust Score (0.842—0.706); removing at-
tention matching drops NDCG@10 to 0.733 ; removing
caching raises latency ( 74 — 126 ms ); and removing
source reliability drops Trust Score to 0.751.

Each module thus plays a distinct role: differential
privacy reduces attack risk, trust assessment improves
reliability, attention matching improves accuracy, and
caching/distributed service improves response efficiency.

3.1.10. Noise Scale Sensitivity Analysis

Fig. 12 shows the noise scale’s impact: as it increases from
0.2 to 1.2, Precision@10 falls from 0.784 to 0.724 while at-
tack success rate falls from 0.362 to 0.181 — more noise
strengthens privacy but weakens matching.

mm NDCG@10 mmm Trust Score MMM Attack Success Rate  —e— Average Latency (ms)
w—- _— —_— 200

0.842 0.843 0.830 0.839

0.8 160

0.6 120
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04 80

move
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0.2 40
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0.0

Full Model Remove Remove o Remave Remove Job Source
(DP-TCERS)  Differential Privacy  Trust Assessment  Attention Matching  Caching Reliability
Module Module Module Module

F

d. 11. Overall performance comparison under different
module ablation conditions.
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0.%0
0.85 1
Sosod
A -
c T——
5075 —,—
o T T
-
Y
Soo4 : . .
0.65
£ 0.2 0.4 0.6 0.8 1.0 1.2

Noise Level

Fig. 12. Impact of Noise Scale on Recommendation
Accuracy and Attack Success Rate.

Between 0.6 and 0.8, a good balance is achieved between
performance and defense, so we selected a noise coefficient
of 0.8 — confirming DP-TCERS's privacy parameters are
chosen through sensitivity experiments rather than arbi-
trarily.

3.2. Discussion
3.2.1. Balance between Privacy Protection and Recommendation
Utility

Differential privacy causes some acceptable performance
loss: DP-TCERS'’s Precision@10 drops from 0.786 to 0.773
and NDCG@10 from 0.773 to 0.765 versus Non-DP Match-
ing, while member-inference success drops from 0.438 to
0.219 — a worthwhile trade given how sensitive job seekers’
preferences and salary expectations are.

3.2.2. The Importance of Trustworthy Recommendations for Em-
ployment Platforms
Unlike entertainment or product recommendations, job
recommendation directly affects careers and recruitment ef-
ficiency, so source reliability and security-risk identification
matter. DP-TCERS’s Trust Score significantly exceeds tradi-
tional and accuracy-oriented baselines, suggesting popular
positions should not dominate at the expense of unpopular
but well-matched ones.
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Employment recommendations also require group-level
fairness monitoring — examining whether different majors,
education levels, regions, or job-intention groups receive
comparable exposure to qualified positions, and combining
trust scoring with fairness constraints to avoid disadvan-
taging less-represented groups.

3.2.3. Scalable Information System Attributes

This study models job recommendation as a scalable in-
formation system: DP-TCERS maintains low latency at
10,000 concurrent users with throughput scaling by node
count, confirming deployment feasibility beyond offline
validation.

3.2.4. Applicable Boundaries and Improvement Directions

This paper has limitations: data are simulator-generated
and need real-platform validation; values lack repeated-
run confidence intervals; the framework covers differen-
tial privacy and trusted scoring but not federated learning
or trusted execution; fairness constraints are conceptual;
source-reliability scoring cannot verify factual accuracy;
and future systems should detect generative-Al content
while retaining privacy and auditing [15].

4. Conclusions

This study proposes DP-TCERS, a differential-privacy
trusted computing framework for industrial talent recom-
mendation. Key conclusions:

e DP-TCERS is designed for large-scale employment sys-
tems, jointly addressing privacy, matching accuracy,
credibility, and scalability.

¢ Feature- and training-layer differential privacy re-
duces leakage risk from profiles, behavior, and gra-
dients, while attention-based dual-tower matching im-
proves effectiveness.

® A trust score combining source reliability, matching
consistency, interpretability stability, and security risk
strengthens credibility, aided by distributed retrieval,
caching, and parallel inference.

¢ DP-TCERS maintains high accuracy while signifi-
cantly reducing privacy-attack success and latency
under high concurrency, providing secure, reliable,
scalable support for industrial talent recruitment and
public/corporate platforms.

¢ Future research will combine real employment data,
federated learning, and trusted auditing to improve
practicality in cross-institutional scenarios. These re-
sults are framework-level validation; external data

validation, repeated benchmarks, and governance pro-
cedures are still required before use in high-stakes
employment decisions.
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