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Abstract

In wireless sensor and actuator networks, events ordering is an important issue since the

ordering of monitored events actuator received could determine the correct interpretation of what

event is occurring in the monitored environment. In the real situation, events may belong to different

groups. Each group may be co-related with other groups based on the time ordering, such as the

group-related events ordering we defined. However, the existing events ordering algorithms addressed

nothing for group-related events ordering. Hence, we proposed a group events ordering by double

confirmations, GOBDC, to treat the group-related events ordering in correct group order. Simulation

results demonstrated that the rate of the correct events ordering of GOBDC could be up to 100%. Once

the number of events or the probability of event with a delay increased, GOBDC still guaranteed the

rate of the correct events ordering to be 100%.

Key Words: Wireless Sensor and Actuator Networks, Events Ordering, Correct Interpretation,

Group-related Events Ordering, Double Confirmations

1. Introduction

Wireless sensor and actuator networks (WSAN) is a
new kind of heterogeneous wireless sensor networks
(WSN). It is composed with a large number of sensors
and few of powerful actuators. Sensors are low cost and
low power devices with limited sensing, computing, and
wireless communication. Actuators are equipped with
the powerful processing capabilities, transmission ra-
dius, and battery energy. Sensors gather and send the in-
formation to actuators. Actuators take decisions and per-
form the appropriate actions based on the received data.
Hence, WSAN can perform both sensing and acting the
environmental events [1,2].

Based on different types of applications, WSAN was
classified into semi-automated and automated architec-
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tures [1,3,4]. The merit of semi-automated architecture
is not required to develop new algorithms or protocols
for communication and coordination. Nevertheless, ac-
tions may delay to be taken by actuator waiting com-
mands from the sink.

In the automated architecture, sensors gather and for-
ward the sensed data to the appropriate actuators. The
actuators take the required decisions and perform the
proper directly actions based on the sensed data. Sensors
thus could reduce energy consumption without for-
warding data to the sink through multiple hops. The la-
tency of taking actions could be reduced and the life-
time of network could be prolonged. Therefore, we used
the automated architecture in this paper.

Since actuators could take actions for the sensed data
directly, an attractive application of WSAN was to moni-
tor the physical environments subjected to critical con-
ditions [5—8]. Context may be composed by more inter-
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related events. Once events are related to each other,
events ordering becomes important since incorrect or-
dering of events may cause incorrect actions and serious
losses in some applications, e.g., tracking moving objects
or monitoring fire. Whenever the relation among events
was regarded as temporal, the time ordering of events
occurring was critical to process them timely and cor-
rectly [5—-8]. Hence, how to keep the track of events oc-
curring accurately is requisite in WSAN. For example,
the correct direction in which the object is moving can be
tracked and determined by gathering its relative order of
object moving and passing by different locations over
time.

In the applications for events ordering, the correct
events ordering could lead to perform the correct actions
by actuators. For example, a correct path of man moving
and passing by sensors 1, 2, and 3 (denoted as S}, S,
and S3) sequentially is shown in Figure 1(a). Given that
delays make the later event from S prior to former one
from S, to arrive at the collected node. An incorrect path
was thus decided as 1-3-2, as shown in Figure 1(b). This
error path may mislead the rescue team to move with an
opposite direction compared to the actual path, 1-2-3.

However, events may be divided into different kinds
of ones, such as smoke and motion detection, in a fire
rescue application. A group was defined as a kind of
events. These kinds of events were defined as the group-
related events and may have the group correlation among
them. In a fire rescue application, the ordering of smok-
ing and motion detection captured by different source
sensors may be related to each other. For example, once a
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fire is happened, the ordering of smoking events showed
the fire path and the ordering of motion detection events
showed the moving path of the escaped people. The res-
cuers need to consider both of the ordering of smoking
events and that of motion detection events to determine
the optimal rescuing path. Therefore, the group-related
events ordering is important for the events ordering ap-
plications.

For example, in the above fire rescue application,
two groups are defined, such as smoking group and mo-
tion detection group, respectively. Ordering of the events
belonged to different groups was defined as the group-
related events ordering in this paper.

However, the existing events ordering solution, such
as ordering by confirmation, OBC [5-8], addressed
nothing for group-related events ordering. In fact, events
may belong to different groups. Each group may be co-
related to another one. Therefore, we proposed a group
events ordering by double confirmations, GOBDC, to
guarantee the rate of the correct events ordering up to
100% for group-related events ordering.

Experiments were conducted to measure and com-
pare the performance of ordering by simulation. The re-
mainder of the paper was in the following sections. Sec-
tion 2 presented the related work. Section 3 stated our
scheme. Section 4 showed the simulation results. Section
5 concluded the paper, finally.

2. Related Work

In some applications of WSAN, the ordering of

AA

(@ : Sensor i —» : Moving path of man ----»: Correct events ordering — »: Incorrect events ordering

(@)

(b)

Figure 1. (a) Correct ordering; (b) Incorrect ordering.
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events arrived at actuator needed to be the same as that
of events captured from source sensors. Hence, to keep
the ordering among events accurately becomes an im-
portant issue in WSAN. Unfortunately, the sequence of
events may be fail due to the delays of transmitting
events along the routing path to actuator from (i) mes-
sage transmission, (ii) competition for accessing the
communication medium, (iii) multiple hops along rout-
ing paths, (iv) MAC layer protocol, and (v) dynamic to-
pology of networks [5—8]. To make the correct ordering,
an actuator needs to ensure none of prior messages still
in transit over the network while the received events are
processing in order.

In [9,10], the authors proposed a causal ordering
based on a “happened before” relation. The subscripts i
and j were defined as the i-th and j-th events captured by
source sensors, where i <j. Once event 1 (e) is happened
before e,, e; needs to be processed before e, even if any
possible violation of event ordering at a receiver site.

The delaying techniques assumed an upper bound of
delay D in which events could be routed back to the col-
lected node, such as sink [11]. Here, D was defined as
the maximum time taken by one sensor for sending an
event to a collected node. The collected node kept a list
of sensed events. After an elapsed time equals to D, the
events ordered in the list are handed out to application in
order. However, it is difficult to define an optimal D
since the delay often varies over time. If D is longer, the
collected node may waste redundant idle time on waiting
events. A shorter D may result in missing some prior
events that still are in transit.

To solve the above problems, a temporal message or-
dering in sensor networks, TMOS, was proposed [12].
However, TMOS needed to consume more energy be-
cause it constructed logical rings to forward the same
messages in clockwise and anti-clockwise directions
along the logical ring. It also used a longer time to con-
firm the messages along the m of nodes ring. In addition,
it is not straightforward to construct a logical ring in sen-
sor networks. Therefore, an ordering by confirmation,
OBC, in WSAN was proposed [5—8].

OBC was a typical algorithm for ordering events in
WSAN. It is based on the FIFO property of channels.
Firstly, it constructed a tree cluster that each actuator
acted as the cluster header and each sensor within this

cluster transmitted the information of events to cluster
header by PEQ [13]. When an actuator received an event
i (e)), it broadcasted a temporal acknowledgment (74 CK)
immediately to all leaf nodes. Each leaf node then re-
plied TACK to the actuator along the original routing
path. When the actuator received T4 CKs, the actuator de-
fined that earlier events had been received completely, if
any. These ordered events in the actuator’s buffer will be
removed in sequence. In OBC, none of nodes sent a du-
plicate event to the actuator, and none of logical rings
was needed, such as TMOS.

However, OBC cannot guarantee that all co-related
events could be treated in correct order once the number
of events increased or the acknowledgment delayed. To
address this issue, an event ordering by double confir-
mation, OBDC, was proposed [14]. In OBDC, the pro-
perty of channels was FIFO. Sensors and actuators were
clustered by PEQ [13]. While the actuator received ¢;, it
will broadcast a conformation i (m;) to all leaf sensors.
The m; was the corresponding confirmation message for
e;. The 7, was defined as the timestamp of'e; captured by
the source sensor. The 7, was defined as the happened
timestamp of m; as same as ¢, . While the actuators re-
ceive all m; from the leaf sensors, the events which their
timestamps were less than or equal to #, were treated in
order.

We illustrated an example for OBDC. In Figure
2(a), Sy; detects and sends e, to the actuator, and then
S17 sends e; to the actuator. Assumed that e; arrives at
actuator pervious to ey due to the delay of ey, as shown
in Figure 2(b). Next, the actuator broadcasts m; to leaf
sensors (e.g., S3, 87, S11, S14, S15, S21, S22, S23, S24, Sas, and
S56), as shown in Figure 2(c). Once e, arrives at actuator,
actuator will save e; and ¢y sequentially and sort them
decreasingly in buffer. Leaf sensors received m; must
route m, back to the actuator along the cluster topology.
While the actuator receives all m; from its one-hop
neighboring sensors (i.e., Sy, Ss, Sg, S12, S16, and Sy7), it
will remove ¢ and e; orderly from buffer and hand them
out to application, as shown in Figure 2(d). Although e,
arrives in actuator previous to ey, OBDC still could treat
eo and e, in order to avoid generating an incorrect events
ordering. To understand OBDC easily, the correspond-
ing time sequence was shown in Figure 3.

However, OBC and OBDC addressed nothing for
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OBDC Buffer

(b) The e arrives at actuator after e; due to delay

OBDC Buffer

OBDC Buffer

ever«fee]

(d) Actuator hands events out to application once receiving all m;

Figure 2. Example of OBDC.

Ordering of events captured A i
by source sensors tlo

Ordering of events arrived f 0
at actuator '

Ordering of confirmation messages |
broadcasted by actuator f}

Ordering of all confirmation messages
arrived at actuator tIS

Ordering of events treated by actuator
Is
Figure 3. Time sequence diagram of events ordering for OBDC.

group-related events ordering. In fact, events may be-
long to different groups and each group may be related to
other groups. Hence, we proposed GOBDC to ordering
group-related events in correct order.

3. Group Events Ordering by Double
Confirmations

In WSAN, to design an events ordering algorithm is
an important issue since actuators need to interpret
events in correct order. Without any delay, the ordering
of events arrived at actuator should be identical to that
of events captured by source sensors. However, delay is
prone to be caused by transmission medium accessing,
network dynamics, and signal interference in wireless
network.

In OBDC [14], an actuator needed to broadcast a
corresponding confirmation message to all leaf sensors
when the actuator received an event from source sensors.
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Once the non-leaf sensors received the corresponding
confirmation message, they discarded to broadcast the
confirmation message.

The sequence number for each event was assigned
by time-synchronization. However, it only showed the
ordering of events captured by the source sensors. While
the delay existed in network, the latter events may arrive
at the actuator before the prior events. Since the actua-
tor cannot know whether any prior events were still in
transit over network, the actuator may treat the latter
events immediately. In this situation, the actuator may
perform the incorrect actions because the ordering of
events treated by the actuator was different from that of
events captured by the source sensors. Hence, the events
ordering issue cannot be only solved by the time-synchro-
nization.

If ¢; is delayed to be sent back, the later e; may arrive
in actuator before the delayed e¢; (i <j). It is due to the
unique path and the property of FIFO channel. How-
ever, OBDC could not guarantee the rate of the correct
events ordering up to 100% for group-related events or-
dering. Hence, we proposed GOBDC to guarantee the
rate of the correct events ordering up to 100% for group-
related events ordering.

3.1 Definition of Events Ordering

Here, (e; — ¢;); was defined that e; was happened
before ¢;; (e; = ¢;), was defined that e; arrived at actuator
before e;; and (e; = ¢;), was defined that e; was treated
before e;. The subscripts 4, a, and ¢ were defined as the
“happened”, “arrived”, and “treated”, respectively. The
m; was the corresponding confirmation message for e;.
Thet, and?, denoted the happened timestamp of e; and
m;.

For group-related events ordering, e;; was defined
that the order of event was i and this event belongs to
j th group. The ey, ; was defined as that the event be-
longs to last event of the j ™ group in the buffer. The (e
— ¢; 1), must be true firstly and then (e; ; — ¢4 ;), must be
true, i <j < k. The m;; was the corresponding confirma-
tion message for e; ;. The 7, ~and 7, ~denoted the hap-
pened timestamp of e; ; and m; - '

3.2 Our Scheme GOBDC
OBC and OBDC only considered (e; ; = e ;); with-

out addressing (e; ; = e; «),. Once it had the group order-
ing relation among events, they could not interpret these
events in correct order. Since events ordering may be
group-related, GOBDC was designed to guarantee the
rate of the correct events ordering up to 100% for group-
related events ordering.

GOBDC was based on FIFO property of channels. A
pre-configuration clustering was needed. In OBDC [14],
it assumed that each sensor could be covered by at least
one actuator. Routing path between any two sensors must
be existed. Hence, all sensors could be clustered by PEQ
[13]. In fact, no one could guarantee that each sensor
could be covered by at least one actuator and routing
path between any two sensors was existed. To address
this issue, we proposed a coverage and connectivity
aware clustering algorithm within k-hops, CCAC-%. In
CCAC-#k, it proved that all sensors could be covered by at
least one actuator and no isolated sensor existed. Hence,
in this paper, we constructed a cluster topology by
CCAC-£k [15] around an actuator being as cluster header
of cluster. Each sensor was given to be covered by at
least one actuator for transmitting events in this cluster.
To understand the process of GOBDC easily, we illus-
trated in the following examples.

In Figure 4, while ey, arrived at actuator, mg, was
broadcasted to all leaf sensors by the actuator. When the
actuator received all mg, only f, , was less than Ly o
Hence, only ey was treated in #4,. While ey ; arrived at the
actuator, m,; was broadcasted to all leaf sensors. After
the actuator received all m , eg; and e; ; were in buffer.
Since only f, was less than Ly, » €01 Was treated in 5.
In the same way, the ordering of events treated by actu-
ator in OBDC, (eg 0 —> €91 —> €11 —> e1,0 —> €20 —> €21)s 1S
incorrect, since ey ; and e; ; are treated before e . It was
caused that OBDC addressed nothing for group-related
events ordering.

In GOBDC, it considered both of events ordering
and groups ordering. Hence, ey, was not treated in ¢,
because the e, Was not treated. It violated the rule
that (e; ; = e; 1), must be true firstly and then (e; ; -
erj): must be true, i <j < k. Hence, ey was not treated
in t;3. In the same way, ordering of events treated by
actuator in GOBDC was correct, such as (ego —> €10 =
€20 —> €01 —> €11 —> ez1),. It showed that GOBDC could
ensure the rate of the correct events ordering up to
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Figure 4. Group-related events ordering in GOBDC and OBDC.

100% but OBDC could not for group-related events or-
dering.

In OBDC, it addressed nothing for the group-related
events ordering. Hence, the events in the same group
could be treated in correct order. However, the events in
different groups may be treated in incorrect order, as
same as OBDC. Hence, the rate of the correct events or-
dering for group-related events ordering in OBDC and
OBDC all could not be up to 100%.

The flow chart of GOBDC was shown in Figure 6.
In OBDC, it only addressed the events ordering without
the groups ordering. In GOBDC, it considered the events
ordering and groups ordering, jointly. While all confir-
mation messages from the leaf sensors arrived at actua-
tor, the additional blocks needed to be processed for en-
suring the groups ordering, such as the grey blocks, as
shown in Figure 5. Hence, GOBDC required more time
to treat events in correct group-related events ordering,
especially while the number of groups increased. How-
ever, GOBDC could guarantee the rate of the correct
events ordering for group-related events ordering up to
100%.

Once the number of groups was set to one, OBDC
was just a special case of GOBDC. Hence, GOBDC
could be also applied for non-group-related events or-
dering and the overhead of GOBDC for non-group-re-
lated events ordering was only a little increment.

Although GOBDC could solve the group-related
events ordering problem, it may spend more time to com-
plete it. Once the number of different groups or the fre-

quency of delay in network increased, the time of treat-

ing the events also increased. It was the limitation of
GOBDC.

4. Simulation Results

In the baseline WSN simulation, NS2, OPNET, and
OMNET are the general simulators. However, the docu-
mentation is constrained and usually lags behind the pre-
sent simulator release. Moreover, these simulators have
mixed compilation and interpretation. Therefore, it is
difficult to analyze or understand previous codes when
using different versions. Few of them could study the
simulation scenario trace files for performance evalua-
tion. However, the people may evaluate different results
for the same performance metrics. In addition, these tools
constrained the number of nodes and required the large
amount of memory. Once the number of nodes exceeds a
few hundred, the simulation may be very slow or not
even run [16]. Finally, they cannot be applied for the spe-
cial issues in WSAN, such as events ordering. Hence,
many authors [17] have built their own simulators.

The effectiveness of our proposal is effective through
simulator we coded in a C# language with the NET plat-
form. The performance of GOBDC was measured and
compared with OBC and OBDC by the simulator. In this
section, we will set required simulation parameters, de-
fine performance metrics, and analysis the experimental
results, respectively. Then we will analyze and discuss
the experimental results. Simulation parameters and the
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corresponding value(s) were listed in Table 1.

The real scenario could consist of many sub-regions
of sensors with different number of nodes. In each sub-
region, the sensors were clustered by an actuator by
CCAC-k [15]. Since the processing of group-related
events ordering in each sub-region was the same, the si-
mulation scenario was for a sub-region that one actuator
was included in the simulation. To compare GOBDC

O
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Broadcast m; to leaf sensors
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buffer was maximal.
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Each e;; was treated if
I, <l
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€lastx Was treated

Yes
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i <t

Cik+l Mk

Yes

Cm

Figure 5. Flow chart of GOBDC.

with OBC and OBDC fairly, most of the simulation pa-
rameters were defined based on OBC [5-8] and OBDC
[14], such as the simulation area, number of sensors,
transmission radius of sensor, number of events (N),
period time for generating a event (7,), one hop delay,
delay time (7,), packet size (S), and energy consumption
per byte (E) were defined as listed in Table 1. Based on
CCAC-k, the value of k£ was set to 4. Hence, the trans-
mission radius of actuator was set to 80 m. Since the
number of events (V) could affect R., we evaluated R, in
different NV from 20 to 80. In the same way, the proba-
bility of events with a delay in each link (P) was also an
important factor for R.. Hence, we evaluated R, in dif-
ferent P from 20% to 80%. To evaluate R, for group-re-
lated events ordering, the number of events in a group
(Ng) was defined from 1 to 10. Once N, increased, the
number of groups (NVG) may also increase.

4.1 Performance Metrics

Rate of correct event ordering (R.) is the major me-
tric in the events ordering since an error event ordering
easily misleads actuator to perform fail actions that fur-
ther cause serious losses or damage. As defined in (1), R.
is defined as the number of correct ordered events (V)
divided by N as (1).

R =2 4 100% )
N

4

Table 1. Simulation parameters

Parameter name Value (Units)
Simulation area 100 x 100 (m?)
Number of sensors 50
Transmission radius of sensor 20 (m)
Transmission radius of actuator 80 (m)
Number of events (V) 20, 40, 60, 80
Period time for generating a event (7y) 50-100 (ms)
One hop delay 20 (ms)
Delay time (7y) 500-1500 (ms)
Packet size (S) 50 (Bytes)
Energy consumption per byte (£) 400 (nJ/Byte)
Probability of events with a delay in 20%, 40%, 60%,
each link (P) 80%
Number of events in a group (V) 1-10
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4.2 Experimental Results

R, of GOBDC was always up to 100%, but R, of
OBDC and OBC were below 40% averagely, as shown
in Figures 6(a)—(d). Next, we varied N to evaluate R, of
OBC, OBDC, and GOBDC, respectively. In Figures
7(a)—(d), it showed that R. of GOBDC always kept on
100%, but R. of OBC and OBDC were below 40%.
Once N increased, R, decreased. It proved that GOBDC
could ensure that R, could be up to 100% in group-re-
lated events ordering.

The difference of R, under GOBDC, OBDC, and
OBC were larger while N increased. It was caused that
OBDC and OBC addressed nothing for group-related
events ordering. It showed that GOBDC could outper-
form OBDC and OBC regarding to R. even though N or
P increased over time.

In our simulation, each point estimate was calculated
under 1000 rounds. For example, in Figure 6(a), R, of
OBDC was calculated as 32.5% and 31.9%, respectively,
in the average case scenario and worst case scenario after
1000 rounds. In the same way, the standard error of R. of
GOBDC, OBDC, and OBC all could be within 1%. The
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confidence interval of R, of them was 95%.

In OBC and OBDC, they never considered the
group-related events ordering. Hence, R. in OBC and
OBDC were lower than that in GOBDC. In our simula-
tion, the maximal N, was 10 and the minimum N, was 1.
The probability of each event belonged to a different
group was random. Once the number of events (V) in-
creased, the number of groups (NG) may also increase.
For example, if N was set to 2, the maximal NG was 2
and the minimum NG was 1. In our simulation, the maxi-
mal N was 80 and the minimum N was 20. Hence, the
maximal NG may be 80 and the minimum NG may be 2.
Once NG increased, R. in OBC and OBDC decreased.
Hence, R, in GOBDC was over the much low precision
of OBC and OBDC for group-related events ordering.

5. Conclusions

WSAN is a new type of heterogeneous wireless sen-
sor networks, where sensors gather environmental infor-
mation and actuators take actions based on the sensed
data from sensors. The past researches always assumed
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that events are not co-related to each other. Hence, most
of proposals in WSAN focused on reducing energy con-
sumption and transmission time for routing protocols.
Events are interpreted by actuators independently. How-
ever, events may be time-related based on the ordering
of occurrences of events, since delay in wireless network
is prone to be caused, such as network medium access,
MAC layer protocol, and dynamic network topology, re-
spectively. Once events are time-related, the correct or-
dering of events becomes important since actuators may
take error actins due to incorrect events ordering.

In the existing solutions for ordering events, such as
OBC and OBDC, only the complete-related ordering was
considered. However, the co-related events may belong
to different groups. Each group may be related to other
groups. In this paper, this kind of ordering was defined
as group-related events ordering. To address the group-
related events ordering issue, GOBDC was proposed in
this paper. Differed from OBC and OBDC, GOBDC
could guarantee R, up to 100% for group-related events
ordering.

The simulation results demonstrated that R, of
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Figure 7. (a) R. (P =20%); (b) R. (P = 40%); (c) R. (P = 60%); (d) R. (P = 80%).

GOBDC was always up to 100%, but R. of OBC and
OBDC was below 40% even if N or P varied for group-
related events ordering. It proved GOBDC could be ap-
plied for the group-related events ordering.

In the real environment, the relation of events order-
ing may include other kind of ordering. Therefore, we
will further investigate other events ordering issues and
propose more efficient events ordering algorithms to ad-
dress these issues.
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