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To address the challenges of lagging situational awareness and insufficient risk assessment accuracy brought
about by the high proportion of renewable energy grid integration and the increasingly complex grid topology,
this paper proposes a power system situational awareness and risk assessment method integrating graph neural
networks (GNNs), multimodal perception, and human-machine collaboration. First, a multimodal perception
data system is constructed, which integrates multi-source information such as measurement data, text data, and
image data. Heterogeneous data fusion is achieved through data preprocessing and feature alignment. Then, an
attention-based graph neural network model (Attention-GNN) is designed. Utilizing the graph structure to
adapt to the grid topology characteristics, it mines the deep correlation between multimodal features and grid
situational awareness, so that can enable dynamic updates of situational awareness. Next, a human-machine
collaborative risk assessment framework is established. The machine model outputs an initial risk level, which is
then corrected and optimized by incorporating domain expert experience, constructing a dual-drive assessment
mode of "data-driven + knowledge-guided". Finally, experimental verification is conducted based on a real
power grid dataset and a simulation platform. Experimental results show that the method proposed in this
paper achieves a situational awareness accuracy of 93.2% and a single-step inference time of 28.4 ms, which can
meet the real-time requirements (approximately 35 FPS) for video inspections conducted by drones or fixed
cameras. The accuracy of human-machine collaborative risk assessment reaches 95.6%, with an accuracy of
92.3% in extreme scenarios. Even with a 40% renewable energy penetration rate, the accuracy remains at 89.5%.
In a six-month pilot project in a provincial power grid, the risk identification coverage increased from 53% to
97%, with an average early warning time of 3.2 minutes, which can prevent approximately five potential power
outages and reduce direct economic losses by approximately 8 million yuan. This research provides effective
technical support for the safe and stable operation of power systems.
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randomness, volatility, and intermittency of new energy
sources lead to rapidly changing grid operation. For exam-
ple, in 2023, a power grid in a certain region of Northwest
China experienced frequency fluctuations to 49.2Hz due
to a sudden drop in photovoltaic output; in 2024, a power
grid in East China experienced a chain reaction caused by
line tripping due to a typhoon. Both examples demonstrate
that traditional situational awareness methods relying on
single measurement data are insufficient to fully capture
the dynamic characteristics of the system, and the risk as-
sessment results are lagging and one-sided, easily leading
to safety and stability problems [2]. Furthermore, the digi-
tal transformation of the power grid has generated massive
amounts of multimodal data, and how to mine the value
of this data to achieve accurate situational awareness has
become a core pain point for the industry.

Situational awareness and risk assessment are the core
links to ensure the safe operation of the power system. The
core requirement is to grasp the system’s operating sta-
tus in real time and comprehensively, and to accurately
identify potential risks [3]. Multimodal sensing technology
can integrate multi-source data such as measurement, text,
and images, breaking through the information bottleneck
of single data. Graph neural networks, with their advan-
tages in processing non-Euclidean data, are adapted to
the graph structure characteristics of the power grid topol-
ogy. Human-machine collaboration can integrate the data
analysis capabilities of machines with the experience and
knowledge of experts, which can improve the reliability of
decision-making in complex scenarios [4].

Therefore, researching situational awareness and risk
assessment methods based on multimodal perception and
human-machine collaboration using graph neural net-
works is of significant theoretical and engineering impor-
tance for improving the safe and stable operation of power
systems. This research uses multimodal data as a founda-
tion, preprocessing and fusing it before inputting it into
a graph neural network model. Combined with human-
machine collaboration, accurate assessment is achieved.
Through experimental and engineering verification and
iterative optimization, a feasible technical solution is ulti-
mately developed.

2. Related work

In terms of power system situational awareness, Chen et
al. [5] used BiLSTM and CRF technology to extract entities
and relationships from the security database to construct a
knowledge graph, and combined it with network scanning
and monitoring data to integrate topology, environment,
and vulnerability information, thereby identifying situa-

tional elements. This method calculates the maximum pos-
sible attack path based on detected attacks and evaluates its
probability of occurrence, net benefit, and coverage. Sahu et
al. [6] established an initial Bayesian attack graph based on
the actual power grid cyber-physical model. This method
defines attack state nodes and state transition edges, sets a
prior probability distribution, and uses collected data to up-
date the posterior probability through Bayesian inference,
thereby calculating the probability of security vulnerabil-
ity events. However, the prior distribution of this method
depends on expert experience and is difficult to update
adaptively in scenarios where the power grid operation
mode changes frequently, which limits its applicability in
actual dynamic power grids.

In data-driven event detection research, based on PMU
streaming data, Das et al. [7] established a core framework
encompassing heterogeneous data processing, situational
awareness, fault localization, and resilience assessment;
they utilized Principal Component Analysis (PCA) to ana-
lyze bus state similarity and Local Outlier Factor (LOF) for
event identification. While PCA projects high-dimensional
measurement data into a low-dimensional principal com-
ponent space and LOF detects anomalies by comparing the
local density deviation of a sample against its k-nearest
neighbors, such methods rely on extensive historical bus
measurement data and labeled samples for model training.
Given the low frequency of event occurrences in actual
systems, a scarcity of training data can introduce model
bias and compromise detection accuracy. Wei et al. [8] used
Extreme Learning Machine (ELM) to achieve online detec-
tion of multiple perturbations. However, the single hidden
layer structure of ELM has limited expressive power when
facing complex nonlinear perturbations in the scenario of
high penetration rate of new energy. Moreover, its ran-
domly initialized input weights and biases lack stability
and adaptability in the scenario of multimodal data fusion.

Regarding the application of graph neural networks in
time series prediction, Zheng et al. [9] investigated the
application of adversarial graph neural networks to mul-
tivariate time-series anomaly detection, employing graph
attention mechanisms to capture complex inter-series de-
pendencies. Khemani et al. [10] provided a comprehen-
sive review of the concepts, architectures, techniques, chal-
lenges, and applications of graph neural networks, system-
atically outlining the evolution and applicability of variants
such as GAT. Zheng et al.[11] further designed a prediction
model that integrates graph attention mechanisms. By dy-
namically learning the correlation between sequences and
adaptively allocating weights, the prediction accuracy was
improved, especially suitable for multivariate electricity
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prediction scenarios.

In summary, existing research has three major short-
comings: First, the multimodal data fusion methods are
simplistic and fail to fully utilize complementary informa-
tion between modes. Second, graph neural network models
have not optimized the correlation between multimodal
features and power grid status. Existing models such as
GAT only focus on spatial dimension attention and have
not incorporated temporal evolution features into a unified
modeling framework. Third, the human-machine collab-
oration mechanism lacks deep integration and is difficult
to adapt to the risk assessment needs in complex scenarios.
Therefore, this paper proposes a comprehensive approach
integrating these three technologies to address the short-
comings of existing research.

3. Relevant theoretical basis

3.1. Core concepts of power system situation awareness

and risk assessment

Situational awareness and risk assessment of power sys-
tems are core technologies for ensuring the safe operation
of power grids. They form a progressive closed loop of
"perception-assessment-decision," exhibiting new techni-
cal characteristics in scenarios with a high proportion of
new energy grid connection [12]. Situational awareness
follows a three-layer architecture of "data acquisition-state
understanding-trend prediction." It needs to integrate mea-
surement, text, image, and topological multimodal data.
Simultaneously, it needs to accurately capture the physi-
cal state of the power grid, analyse semantic information,
identify equipment visual characteristics, and adapt to dy-
namic topological changes. Risk assessment, based on sit-
uational results, constructs a three-level indicator system
of "equipment-system-environment." Risk levels are quan-
tified through "indicator normalization-weight allocation-
comprehensive scoring," with the core being the integration
of objective weights from the AHP-entropy weight method
and subjective judgments from expert experience. The
two achieve synergy through "data interoperability and
model linkage," thereby solving the problem of disconnect
between perception and assessment.

The randomness and volatility of high-proportion new
energy sources present three core challenges, forming the
core starting point for the design of this method [13]. First,
there is the challenge of dynamic adaptation. Fluctuations
in new energy output led to frequent changes in topology
and power flow, requiring improvements in the model’s
real-time modelling capability for dynamic topology. Sec-
ond, there is the challenge of uncertainty quantification.
Short-term prediction errors in new energy sources result

in a wide-tailed risk distribution, which traditional deter-
ministic methods struggle to accurately characterize. Third,
there is the challenge of multimodal fusion. Scenarios such
as equipment failures often manifest as cross-modal cor-
relations of measurement anomalies, image defects, and
text alarms, requiring the correlation and complementary
interpretation of multi-source information. These charac-
teristics and challenges underscore the technical necessity
of multimodal fusion, dynamic topology modelling, and
human-machine collaboration.

3.2. Core theory of graph neural networks

Graph neural networks use graph G = (V, E) as the data
structure, where V is the set of nodes corresponding to
power grid devices, and E is the set of edges correspond-
ing to device connection relationships. Node embedding
updates are achieved by aggregating the features of neigh-
bouring nodes [14]. The core difference between different
GNN variants lies in the feature aggregation method.

Graph Convolutional Networks (GCNs) use fixed
weights to aggregate neighbor features, as shown in Eq. (1).
They are computationally efficient but cannot adapt to
changes in topology.
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Where hf(;lﬂ) is the feature vector of node v in layer
I +1, N(v) is the neighbour set of node v, WO and b1 are
the weight matrix and bias term, respectively, ¢ is the ac-
tivation function, and LeakyReLU is chosen in this paper.
1/+/IN(v)|[N(u)] is the normalization coefficient, used to
balance the feature contributions of nodes with different
degrees. The core assumption of GCN is that the topol-
ogy of the graph is fixed and unchanging. This poses a
significant limitation in scenarios where the topology of
power systems changes frequently. When lines are put
into service or deactivated or the network is reconfigured,
GCN needs to recalculate the normalization coefficients or
even retrain the model, making it difficult to meet real-time
requirements.

Graph Attention Network (GAT) achieves weighted
aggregation by introducing attention coefficients wy,, as
shown in Eq. (2). However, focusing solely on spatial at-
tention fails to capture the evolutionary patterns in the

temporal dimension.
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Where ay, is the spatial attention coefficient of node
v to its neighbour node u; || is the feature concatenation
operation; W is the feature transformation weight matrix;
a' is the attention weight vector; LeakyReLU is used to
alleviate the gradient vanishing problem; the numerator
exp() amplifies the attention difference, and the denomi-
nator exp() is a normalization term to ensure that the sum
of the coefficients is 1 . The limitation of GAT is that its at-
tention calculation only targets different spatial neighbors
at the same time, without considering the characteristic
correlation of the same node at different historical times.
Therefore, it is difficult to cope with the temporal evolution
caused by the fluctuation of new energy sources.

The Attention-GNN model used in this paper addresses
the temporal volatility of power systems by introducing
a time attention coefficient on the basis of GAT, which
can construct a "space-time" dual-dimensional attention
mechanism. Spatial attention quantifies the contribution
of different neighboring nodes to the target node, while
temporal attention quantifies the contribution of different
historical moments to the current situation. These two ap-
proaches are calculated independently and then weighted
and fused to achieve deep integration of topological associa-
tion and temporal evolution features [15], which effectively
improves the modelling accuracy in dynamic scenarios.

3.3. Multimodal sensing data fusion theory

Multimodal data fusion is divided into three layers: data
layer, feature layer, and decision layer [16]. The technical
characteristics of each layer are compared in Table 1. Data
layer fusion needs to solve the problem of spatiotemporal
alignment of heterogeneous data. The information utiliza-
tion rate exceeds 90%, but the robustness is poor. Decision
layer fusion has high computational efficiency, but serious
information loss. Feature layer fusion extracts cross-modal
common features through deep learning models, taking
into account 70%-90% information utilization rate and mod-
erate robustness, thereby adapting to the heterogeneous
characteristics of multimodal data in power systems.

This paper employs a feature-layer fusion strategy. Its
core advantage lies in its adaptability to the spatiotemporal
resolution differences of multimodal data, avoiding the
spatiotemporal alignment challenges of data-layer fusion.
Simultaneously, it retains over 70% of the original infor-
mation and allows for the mining of cross-modal associa-
tions between measured text images using deep learning.
To address the modality imbalance problem, namely the
degradation of fusion performance when the data quality
of a certain modality is reduced or missing, this paper in-
troduces a modality attention gating unit (see Section 4).

By dynamically adjusting the weights of each modality, the
remaining modality weights are automatically increased to
more than 80% when a single modality is missing, which
significantly enhances the fusion robustness and ensures
that the total weight of the weak modality is not less than
0.4, thus avoiding the excessive dominance of the domi-
nant modality in the fusion results.

4. Construction of multimodal sensing data system
for power systems

4.1. Multimodal data preprocessing methods

To address noise and missing values in the measurement
data, an "adaptive filtering + interpolation completion”
method is employed. Kalman filtering is used to remove

measurement noise, and the filtering equation is as follows:

Rpk—1 = Afg_qk—1 + Bug—q 3)
Lk = Erpe—1 + Kk (Zk - ka\kq) 4

Where £y, represents the filtered state value at time
k, Ky represents the Kalman gain, A represents the state
transition matrix, B represents the control input matrix,
uyx_1 represents the system control input at time k — 1, z
represents the original measurement observation at time k,
and H represents the measurement matrix.

For missing data, an interpolation method based on
spatiotemporal correlation is used to fill in the missing
data by using contemporaneous data of adjacent nodes and
historical similar data. To verify the robustness of the pre-
processing method, we tested the completion accuracy at
different missing rates ( 10%, 20%, and 30% ), with interpo-
lation relative errors of 2.3%,4.1%, and 6.7%, respectively,
indicating that the completion effect is acceptable when the
missing rate does not exceed 30%. For extreme missing
rate scenarios (>30%), the model automatically reduces the
measurement modality weights through a modal attention
gating unit, instead relying on text and image modal infor-
mation to ensure the effectiveness of the overall evaluation.

To address the heterogeneity of text data, a "structured
extraction + semantic encoding" approach is adopted. Key-
word is directly extracted from structured text, and se-
mantic encoding is performed using the BERT model for
unstructured text. The text is converted into feature vectors
to achieve semantic information quantification [17].

For equipment inspection images, a four-level process-
ing flow of "image enhancement + target detection + fea-
ture extraction + state quantization” is adopted. For image
enhancement, adaptive histogram equalization is used to
improve the contrast of images with insufficient lighting,
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Table 1. Hierarchy of Multimodal Data

Fusion Layers Core Methods Information Utiliza- Robustness Computational Efficiency Applicable Scenarios
tion

Data Layer Spatiotemporal align- 90%* Poor Low Same-resolution data
ment + direct concate-
nation

Feature Layer  Deep learning + feature 70-90% Medium Medium Heterogeneous multi-
mapping modal data

Decision Layer Weighted voting + 50-70% High High Real-time decision-

probabilistic fusion

making scenarios

and Gaussian filtering is used to remove noise and im-
prove image clarity [18]. In the context of object detection,
a YOLOv8 model specialized for power equipment is em-
ployed to detect equipment regions, thereby enhancing
both recall and precision. Regarding feature extraction,
the ResNet50 model is utilized to extract image features,
outputting 2048-dimensional feature vectors, while atten-
tion pooling is applied to highlight features associated with
fault regions. During the state quantification process, an
equipment state scoring system is established; state scores
are calculated based on the cosine similarity between the
extracted feature vectors and standard state vectors, effec-
tively reducing quantification errors.

4.2. Spatiotemporal alignment and feature fusion of mul-
timodal data

After preprocessing, multimodal data needs to undergo
spatiotemporal alignment to eliminate dimensional differ-
ences between heterogeneous data, followed by feature
fusion to mine cross-modal correlation information. To in-
tuitively illustrate the entire process from preprocessing to
fusion, a flowchart of multimodal data processing and fu-
sion is presented in Fig. 1, which clearly shows the parallel
processing paths and fusion logic of each modality of data.

As shown in Fig. 1, measurement, text, and image data,
after feature extraction using the preprocessing methods
described above, are entered into the spatiotemporal align-
ment stage along with the topological data. Furthermore,
feature fusion generates features of a unified dimension,
providing standardized input for subsequent graph neu-
ral network modelling. The entire process takes < 20 ms,
meeting real-time requirements.

Time alignment is based on the PMU data sampling
time, and linear interpolation is used to unify other modal
data to a 50Hz time scale. Spatial alignment is based on the
grid topology node number, associating measurement data,
text data, and image data with the corresponding topology
nodes to achieve a one-to-one mapping between data and
nodes.

P%‘ Input: Raw multimodal data |7
prdcessing
: v

Text data

=

Measurement data

v v v

Regular expression CLAHE
for structured enhancement +
keyword extraction Gaussian filtering

! v v

Spatiotemporal BERT semantic YOLOVS device

interpolation for : i
ok encoding target detection
missing values

, v v

CNN for temporal TF-IDF+Isolation ResNet50 feature
feature extraction forest denoising extraction

v
i -

Feature standardization
Multimodal feature pool (to be fused)

Image data

Kalman filtering for
noise reduction

v

Fig. 1. Flowchart of multimodal data processing and
fusion

In this process, measurement data focuses on "denoising,
completion, and temporal feature extraction" to address
real-time and completeness issues. Text data is processed
through "structured extraction, semantic quantization, and
denoising" to transform unstructured information. Image
data is processed through "enhancement, detection, and
feature extraction” to extract visual state information from
the device. After preprocessing, these three types of data
form standardized features, laying the foundation for sub-
sequent fusion.

Feature fusion employs a strategy of "modality-specific
features + cross-modality common features". First, specific
features are extracted from the data of each modality. Then,
a multimodal feature fusion layer is constructed, which
concatenates the features of each modality and maps them
to a unified dimension through a fully connected layer. A
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modal attention gating unit is embedded in the fusion layer.
Its core mechanism is as follows: Let each modal feature
be hy(m = 1,2,3). Dynamic weights «y, are calculated
through a gating network, then normalized by Softmax
and summed using weighted averages. At each time step,
this gating unit dynamically adjusts the weights based on
the input quality of each modality. When continuous data
loss occurs, the weights of the measurement modalities
are automatically reduced, while the weights of the text
and image modalities are correspondingly increased, en-
suring the stability of the fused features in single-modal
degradation scenarios.

5. Design of a situational awareness and human-
machine collaborative risk assessment model
based on attention-gnn

5.1. Attention-GNN situational awareness model

To achieve deep integration of power grid topology corre-
lation and temporal evolution characteristics, an Attention-
GNN model with a hybrid architecture of "graph attention
+ temporal attention + bidirectional LSTM" is designed. The
structural parameters of each layer are shown in Table 2.
The model ingests dynamic grid graphs and historical time-
series features via an input layer; following multi-layer
feature aggregation, it outputs situational assessment re-
sults at both node and system levels. With a single-step
inference time of 28.4 ms, it meets the real-time require-
ments for video inspections conducted by drones or fixed
cameras.

The hierarchical structure of the Attention-GNN model
is shown in Fig. 2.

As shown in Fig. 2, the model input layer incorporates
the dynamic power grid graph Gt and historical T = 10-
step multimodal features, achieving joint input of static
topology and dynamic temporal features.

The graph attention layer employs a two-head attention
mechanism to aggregate neighbour features, and its first-
order spatial aggregation formula is:

hg;l) =0 ( Z lxvuwlhu) )

ueN(v)

Where wy,, is the spatial attention coefficient, W is the
aggregation weight matrix, and ¢ is the LeakyReLU activa-
tion function. This layer focuses only on the contributions
of neighbors at different spatial locations at the same time.

The temporal attention layer introduces a temporal at-
tention coefficient B to reflect the importance of features
at different historical step sizes. The modified formula is
as follows:

Input layer
Gt dynamic graph#T-step historical features

Node embedding

v
Graph attention layer

v

First-order spatial aggregation
v
Second-order temporal
aggregation

v

Temporal attention layer

Y

Self-attention mechanism

v

Temporal fusion layer

v
Bidirectional LSTM

y

Output layer
v

Fully connected layer: Feature
dimensionality reduction

v

Softmax
! Model trai%[ing module

Graph pooling
v

Cross-entropy loss calculation

v

Adam optimizer + cosine
annealing learning rate

v

Parameters update

Fig. 2. Hierarchical structure of the Attention-GNN model

T-1
WP = o ( Y BuxWohlY (- k)) ©)
k=0

WHere, Z{:_Ol Buk = 1 represents the weighted fusion
of features with different historical step sizes. This layer is
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Table 2. Structural Parameters of Each Layer in the Attention-GNN Model

Network Layer Core Structure Input Dimension Output Dimension Number of Parameters Activation Func-
tion
Input Layer Node embedding 512 512 0 -
Graph Attention Layer Two-head atten- 512 512 512 x 512 x 2 LeakyReLU
tion
Temporal Attention Layer Self-attention 512 x 10 512 512 x 3 Sigmoid
Temporal Fusion Layer Bidirectional 512 512 (5124 512) x 2048  Tanh
LSTM
Output Layer Fully connected + 512 3 (state classification) 512 x 3 Softmax
Softmax

decoupled from the graph attention layer. The graph atten-
tion layer outputs the spatial aggregation features, while
the temporal attention layer simultaneously calculates the
attention weight for each node along the time dimension.
The two components are fused by element-wise multiplica-
tion followed by addition. Specifically, the spatial aggrega-
tion result H; € RV*4 and the temporal aggregation result
H; € RN*4 are fused using a gated method:

Hing = 7 © Hs + (1 - ')/) © Hi, @
where 7 is a learnable fusion gating parameter. This decou-
pling design allows the spatial and temporal contributions
to be quantified separately. In the ablation experiments,
either branch can be removed independently to determine
the performance contribution of each branch.

The temporal fusion layer captures long-term temporal
dependencies through bidirectional LSTM, enhancing the
modelling of situational evolution patterns [19].

The output layer outputs node states via a fully con-
nected layer and a Softmax function, and obtains system-
level situational results after graph pooling.

Model training employs the cross-entropy loss function
to quantify state classification errors and the Adam opti-
mizer for iterative parameter updates. The learning rate
is dynamically adjusted using a step decay strategy: the
initial learning rate is set to 0.001 and multiplied by a decay
factor of v = 0.1 every 10 training epochs, it can ensure
rapid model convergence while preventing overfitting.

5.2. Design of a human-machine collaboration risk as-
sessment framework

Based on the situational awareness results, a three-level
risk indicator system of "equipment-system-environment"
was constructed. Among them, equipment-level indicators
include equipment overload rate, voltage deviation, and
temperature deviation. System-level indicators include fre-
quency deviation, power angle stability, and power flow

limit exceedance rate. Environmental-level indicators in-
clude wind speed, light intensity, and extreme weather
level, etc [10].

The initial weights of each indicator were determined
using the Analytic Hierarchy Process (AHP) and then cor-
rected using the information entropy method to obtain the
objective weight wy,.

A risk assessment sub-model is constructed by first nor-
malizing each indicator, then calculating the risk value Ry,
through weighted summation, and finally classifying the
risk level into 5 levels (1-5), with higher levels indicating
greater risk. The risk value calculation formula is as fol-
lows:

M
R=Y Wy xu @)
m=1

Where x,,, is the normalized indicator value, and M is
the total number of indicators. A closed-loop mechanism
is designed: "Machine Initial Assessment-Expert Interac-
tion Correction-Model Feedback Optimization". First, the
machine outputs an initial risk level and the weights of
each indicator, along with a heatmap of the contribution of
each indicator. Second, experts adjust the weights based
on the scenario characteristics, providing the subjective
weights (W, ). The entropy weight method is used to fuse
the objective and subjective weights; the fusion formula is:

Wi - Wiy

Z%:l Wm . Wm’
Finally, the risk level is recalculated based on the fusion

Wi = (8)

weights, and the expert adjustment results are fed back
to the model as labels to optimize the model parameters
through transfer learning [20].

To clearly present the entire logic of "data-modelling-
evaluation-optimization", the overall flowchart of the
model is shown in Fig. 3. The closed-loop operation of
the process ensures real-time performance and accuracy.

As shown in Fig. 3, the multimodal data, after prepro-
cessing and fusion, drives dynamic power grid modelling
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Fig. 3. Overall Model Flow

and Attention-GNN situational awareness. The human-
machine collaboration mechanism corrects machine evalua-
tion biases, and the feedback optimization module enables
continuous model iteration. This forms a dual-drive model
of "data-driven + knowledge-guided," adapting to complex
dynamic power grid operation scenarios.

6. Experimental verification and result analysis

6.1. Experimental data and environment setup

The experiment combines actual operational data from a
provincial power grid with PSASP simulation data. The
actual data includes PMU data (100 nodes) from January to
March 2024, SCADA data, dispatch logs, and 1000 equip-
ment inspection images. The simulation data is based on
a PSASP-constructed IEEE 300-node system with a 30%
renewable energy penetration rate, generating data for 20
typical scenarios, including load fluctuations, renewable
energy output fluctuations, and equipment failures. The
dataset is divided into training, validation, and test sets in
a 7:2:1 ratio.

Hardware environment: CPU: Intel Xeon Gold 6330,
GPU: NVIDIA A100, RAM: 128GB. Software environ-
ment: Python 3.9, PyTorch 2.0, TensorFlow 2.10, OpenCV
4.6. To ensure fairness in model comparison, all base-
line models and the Attention-GNN model presented

in this paper adopted the same hyperparameter search
space and tuning strategy. Specifically, all models under-
went hyperparameter tuning through grid search, with
the search space uniformly set as follows: number of lay-
ers {2,3,4}, number of hidden units {128, 256,512}, learn-
ing rate {0.0005,0.001,0.002}, number of training epochs
{100,200, 300}, and optimizer {Adam, SGD}. All models
used the same data partitioning (random seed 42), the same
loss function, and the same evaluation metric; each hyper-
parameter combination was run independently three times,
and the parameters corresponding to the optimal result on
the validation set were used as the final settings. The final
hyperparameters of each model are shown in Table 3.

Situational awareness evaluation metrics mainly in-
clude: Accuracy, Precision, Recall, and F1 score. Risk assess-
ment evaluation metrics mainly include: Mean Absolute
Error (MAE), Root Mean Square Error (RMSE), and Risk
Level Identification Accuracy. Computational efficiency
metric: Single-step inference time.

6.2. Experimental results and analysis of situational
awareness model

To fully verify the model performance, three types of ex-

periments were designed [20]:

1. Benchmark comparison experiment: comparing the
Attention-GNN 1in this paper with traditional models;

2. Ablation experiment: verifying the role of core mod-
ules such as multimodal fusion, temporal attention,
and graph attention;

3. Scene adaptability experiment: testing the model per-
formance under different new energy penetration rates
and topology change frequencies.

All experiments used 5-fold cross-validation, and the
results are averaged.

6.2.1. Benchmark comparison experiment

To verify the effectiveness of the model in this study, the
Attention-GNN model in this paper is compared with
LSTM, GCN, GAT, and GraphSAGE. The results are shown
in Table 4.

As shown in Table 4, the GCN, GAT, and Attention-
GNN models based on graph model theory outperform the
LSTM sequence model overall, demonstrating the impor-
tance of power grid topology information. The Attention-
GNN model used in this study achieves the highest ac-
curacy, improving upon LSTM by 10.9 percentage points.
The model in this paper improves accuracy by 4.3 per-
centage points compared to GAT, mainly because it intro-
duces a temporal attention mechanism, thus addressing the
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Table 3. Final Hyperparameter Settings for Each Comparison Model

Model Layer Hidden Unit Number Learning Rate Epochs Optimizer Other Key Parameters

LSTM 2-layer stack 256 0.001 150 Adam  Dropout=0.2

GCN 3-layer 256 0.001 200 Adam  Dropout = 0.2

GAT 3-layer 256 0.001 200 Adam  Number of attention heads = 4,
dropout = 0.2

GraphSAGE 3-layer 256 0.001 200 Adam Number of sampled neighbors = 10,
dropout = 0.2

Attention-GNN  3-layer 512 0.001 200 Adam  Number of attention heads = 2, T =
10, dropout = 0.2

Table 4. Comparison Results with the Traditional Model
Models Accuracy (%) Precision (%) Recall (%) F1 Score (%) Single-Step
Inference Time
(ms)

LSTM 82.3+1.2 79.5 78.2 81.2 18.5

GCN 85.7+0.9 83.1 82.5 84.5 22.3

GAT 88.9+0.7 86.8 85.3 87.8 25.6

GraphSAGE 88.1+0.8 85.2 84.7 86.3 26.9

Attention-GNN 932405 91.5 90.8 92.6 28.4

problem of insufficient utilization of temporal features. Al-
though GraphSAGE can dynamically sample neighbour’s,
it does not incorporate multimodal data, and its accuracy is
still 5.1 percentage points lower than the model in this
paper. Regarding single-step inference time, although
Attention-GNN is 2.8 ms slower than GAT, the 28.4 ms
latency still meets the requirements for near real-time pro-
cessing of video and image data (approximately 35 FPS),
which can make it suitable for applications such as drone
inspections and fixed-camera surveillance. It should be
noted that the period of a 50 Hz electrical signal in power
systems is 20 ms; the proposed method is designed for deci-
sion support in situational awareness and risk assessment,
rather than for millisecond-level real-time control scenarios
such as relay protection.

6.2.2. Ablation test

To verify the effectiveness of the three core modules-
multimodal fusion, temporal attention, and graph
attention-this study designed an ablation experiment. The
"graph-free attention" variant is defined as follows: it re-
tains the temporal attention mechanism, but the graph at-
tention layer is replaced by a mean aggregation operation,
that is, a simple average weighting of all neighbor features
is performed, instead of dynamic weighting through atten-
tion coefficients. The results are shown in Table 5.

As shown in Table 5, removing the multimodal fusion
module reduced the model accuracy by 7.8 percentage

points, with anomaly recall decreasing by 10.2 percentage
points, demonstrating that single measurement data cannot
comprehensively capture device status. Removing the tem-
poral attention module reduced accuracy by 4.5 percentage
points, with an 8.3% decrease in accuracy under topology
change scenarios, demonstrating the importance of tempo-
ral features for dynamic situational awareness. Replacing
graph attention with mean aggregation resulted in a 3.2
percentage point decrease in accuracy, and a 12% decrease
in accuracy for identifying associated faults such as device
overload in topology change scenarios. This demonstrates
the necessity of dynamic weighted aggregation for extract-
ing associated features. Completely removing neighbor
aggregation (only self-features) further reduced accuracy
to 86.8%, proving that topological association information
can provide effective gains even through simple mean ag-
gregation. Regarding the decoupling contribution of spatial
and temporal attention, in topology change scenarios, the
performance decrease caused by removing temporal atten-
tion (8.3%) is greater than the decrease caused by graph
attention averaging (2.7%), indicating that capturing tem-
poral evolution patterns is more critical than refined spatial
weighting when facing frequent topological changes. The
synergistic effect of the three modules optimizes model
performance.
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Table 5. Results of the ablation experiment

Models Accuracy(%) Recall(%) Accuracy in topology change scenarios(%)
Attention-GNN 93.2 90.8 90.9
No multimodal fusion 85.4 80.6 83.5
No temporal attention 88.7 86.3 82.6
No graph attention (mean aggregation) 89.0 87.1 88.2
No neighbour aggregation (feature-only) 86.8 84.0 84.7

6.2.3. Scene adaptability experiment

To verify the scenario adaptability of the model in this
study, scenarios with different new energy penetration
rates (10%, 20%, 30%, and 40%) are designed based on
the IEEE 300-node system with a baseline new energy pen-
etration rate of 30% to verify the accuracy of the model.
The results are shown in Fig. 4.

T T
—@—LSTM —#— GCN
——GAT —&— Attention-GNN

92-

90-

88

Accuracy (%)

7 I I L I
10 20 30 40
New energy penetration rate (%)

Fig. 4. Comparison of model accuracy under different new
energy penetration rates

As shown in Fig. 4, the accuracy of all models decreased
as the penetration rate of new energy sources increased.
However, the Attention-GNN model in this paper showed
the smallest decrease, maintaining an accuracy of 89.5%
even at a penetration rate of 40%, which is 4.8 percentage
points higher than GAT, demonstrating the adaptability of
multimodal fusion to volatility.

To verify the model’s adaptability to topological dy-
namics, topological change scenarios were designed using
simulated switch actions. Scenarios with different topo-
logical change frequencies (1 time/hour, 5 times/hour, 10
times/hour, and 15 times/hour) are designed to verify the
model’s adaptability, and the results are shown in Fig. 5.

As shown in Fig. 5, when the topology change frequency
is increased to 15 times/hour, the accuracy of Attention-
GNN still reaches 90.1%, which is 2.3 percentage points

higher than GAT’s 87.8%, and the decrease is only 1.5 per-
centage points, while GAT’s decrease is 3 percentage points,
demonstrating the synergistic advantage of dynamic topol-
ogy update and temporal attention mechanism.

96— - -

0 AtteutionwGNY

932

oL

20.1

8.0 88.1)

1 timeshour 5 times'l 10 times/our 15 times/our

Topology chmge frequency

Fig. 5. Comparison of model accuracy under different
topology change frequencies

6.3. Experimental results and analysis of human-machine
collaborative risk assessment

6.3.1. Comparison of machine risk assessment models

To verify the risk assessment effectiveness of this model,
the risk assessment sub-model in this paper is compared
with the traditional AHP-entropy weight method and BP
neural network model. The results are shown in Table 6.

Table 6 shows that the MAE of the machine learning
model presented in this paper is reduced by 28% compared
to the BP neural network, while the risk level identification
accuracy is improved by 4.9 percentage points. Analysis re-
veals that the high-precision situational features output by
the Attention-GNN provide reliable input for risk assess-
ment, significantly improving upon the manual features
used in the BP neural network. Furthermore, the risk indi-
cator weights, after being corrected using the AHP-entropy
weighting method, effectively enhance the correlation be-
tween objective weights and actual risks, better aligning
with the key points of power grid safety operation.
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Table 6. Comparison of risk assessment effects of different models

MAE RMSE Risk level identification accuracy (%)

Models
AHP-entropy weight method ~ 0.32
BP neural network 0.25
Our model 0.18

0.45
0.36
0.27

80.1
85.3
90.2

6.3.2. Verification of human-machine collaboration effect

To verify the effectiveness of human-machine collaboration
in this model, three sets of comparative experiments were

"non

designed: "machine-independent evaluation", "traditional
human-machine collaboration", and "human-machine col-
laboration in this paper". Five power grid dispatching
experts were invited to participate in collaborative correc-
tion. The experimental scenarios included 10 typical risks
such as equipment overload, voltage exceeding limits, fre-
quency fluctuations, and N-1 faults. The results are shown

in Table 7.

In this paper, "traditional human-machine collabora-
tion" refers to an expert correction mode based on a fixed
rule base. The system presents correction suggestions to ex-
perts according to predefined rules, such as "increasing the
weight by 0.1 if the voltage exceeds the limit by more than
5%." Experts can only fine-tune the weights within the pre-
set framework; the system does not provide visual analysis
of the contribution of each indicator, nor does it support
dynamic weight adjustment. When the actual operating
scenario exceeds the coverage of the rule base, the expert’s
correction operations are limited by the rule framework,
which may introduce subjective bias and lead to a decrease
in evaluation accuracy. This negative result precisely re-
veals the limitations of the traditional collaboration mode
and highlights the improvement value of the proposed
"visual interactive interface + dynamic weight adjustment
mechanism." In contrast, the proposed method visually dis-
plays the contribution of each indicator through heatmaps,
dynamically updates weight allocation, and supports free
adjustment by experts, reducing the correction time from
180 seconds to 15 seconds and improving accuracy by 8.1
percentage points.

As shown in Table 7, the human-machine collaborative
assessment method presented in this paper significantly
outperforms the other two methods in all indicators. The
risk level identification accuracy reaches 95.6%, an improve-
ment of 5.4 percentage points compared to machine-only
assessment and 8.1 percentage points compared to tradi-
tional human-machine collaboration. In extreme scenarios,
the accuracy of the proposed method reaches 92.3%, 14.6
percentage points higher than traditional human-machine
collaboration. This is because the dynamic weight adjust-

ment mechanism can quickly adapt to unknown scenarios,
while traditional rule bases cannot cover extreme cases.
The average expert correction time is 15 seconds, a 91.7%
improvement compared to the 3 minutes of traditional
human-machine collaboration. This is because the inter-
active interface visually displays the contribution of each
indicator, assisting experts in making rapid decisions.

6.4. Verification of engineering practicality

A pilot application of the project was conducted at a provin-
cial power grid dispatch centre for a period of six months
(April-September 2024). The pilot covered 20 220kV and
above substations, 40 power lines, and 15 renewable en-
ergy power plants, with a total of 1.2TB of multimodal data
accessed. During the pilot period, the model operated sta-
bly 24 in 7-day, with an average CPU utilization of < 30%
and memory usage of < 8 GB, meeting the operational
requirements of the dispatch center.

The specific application effects are as follows:

1. Risk identification effect: A total of 32 potential risks,
including equipment overload, voltage exceeding lim-
its, frequency fluctuations, and equipment failures, are
identified, 15 more than the traditional system (10 of
which were potential risks). The risk identification
coverage rate increases from 53% in the traditional
system to 97%.

. Early warning timeliness: The average early warning
time reached 3.2 minutes, an improvement of 113%
compared to the traditional system ( 1.5 minutes). The
early warning time for risks related to new energy is
the longest (average 4.1 minutes).

. Decision support effect: Based on the risk assessment
report output by the model, the time for dispatchers to
formulate prevention and control measures is reduced
from an average of 10 minutes to 3 minutes, and the
accuracy rate of measure implementation increases
from 82% to 95%.

. Economic benefits: During the pilot period, based on
model-based early warnings, dispatchers took timely
preventative measures, which resulted in the avoid-
ance of approximately five potential power outages
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Table 7. Human-computer collaboration effects in different scenarios

Evaluation method MAE RMSE Risk level identification Accuracy in extreme Expert
accuracy (%) scenarios (%) correction time

(s)

Machine-independent 0.18+0.03 0.27 £0.04 90.2 78.5 —

evaluation

Traditional human—machine 0.22+£0.05 0.31+0.06 87.5 77.7 180 £ 20

collaboration

Human-machine collaboration =~ 0.124+0.02  0.18 £0.03 95.6 92.3 15+£5

in this paper

and a reduction in direct economic losses of approxi-
mately RMB 8 million (calculated based on the histor-
ical average loss per power outage and the effective-
ness coefficient of dispatch measures). The program
also reduced the workload of dispatchers by 30%.

Fig. 6 shows typical operational data during the pilot
period. It can be seen that the model maintains a risk iden-
tification accuracy of over 94% during peak load periods of
10:00-12:00 and 18:00-20:00, and during periods of fluctuat-
ing renewable energy output of 9:00-11:00 and 14:00-16:00,
so as to demonstrate good adaptability.

9 T T

New energy
fluctuations

T T
New enerzy

peak load fluctuations

peak load

95.7 5
5 95.5
95.4 ERs

— Our

Traditional
|

system

Accuracy (%)

8:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00
Time

Fig. 6. Changes in risk identification accuracy on typical
days during the pilot period

7. Conclusion

Combining theoretical modelling and engineering verifica-
tion, this paper proposes a power system situational aware-
ness and risk assessment method based on graph neural
networks (GNNs) and human-machine collaboration. By
integrating theoretical modelling, experimental verifica-
tion, and engineering pilot projects, a "four-dimensional
integrated" multimodal perception data system is con-
structed. An Attention-GNN situational awareness model

is proposed, and a dynamic human-machine collaborative
risk assessment framework is established. Validation re-
sults demonstrate that the model achieves a situational
awareness accuracy of 93.2% and a single-step inference
time of 28.4 ms (approximately 35 FPS, which can meet
near-real-time processing requirements for applications
such as drone inspections and video surveillance). It main-
tains an accuracy of 89.5% even with a 40% new energy
penetration rate, balancing precision with real-time perfor-
mance. The developed interactive visualization interface
reduces the average expert correction time to 15 seconds-
an efficiency gain of 91.7%-while achieving collaborative
assessment and extreme-scenario accuracies of 95.6% and
92.3%, respectively; these figures represent improvements
of 5.4 and 13.8 percentage points over standalone machine
assessments. Furthermore, the model’s engineering pi-
lot project demonstrates significant effectiveness. In a six-
month pilot project in a provincial power grid, the risk
identification coverage rate increased from 53% to 97%, the
average early warning was 3.2 minutes in advance, five
power outages were avoided, direct losses were reduced
by 8 million yuan, and dispatch decision-making efficiency
was improved by 70%, thus verifying the engineering ap-
plication value of the method.

However, this study still has shortcomings. Multimodal
data annotation is costly, image and text data annotation
requires the participation of professionals, the computa-
tional efficiency of the model in ultra-large-scale power
grids needs to be improved, and the completion accuracy
in extreme missing rate (>30%) scenarios needs further op-
timization. These issues need to be addressed in future
work. These issues need to be addressed in future work.
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