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Urban water environment monitoring relies on large-scale distributed sensor networks continuously collecting
multi-source water quality data — pH, dissolved oxygen, turbidity, COD, ammonia nitrogen, and temperature.
High-density node access, edge-gateway forwarding, and centralized cloud analysis expose these systems
to data leakage, node spoofing, eavesdropping, replay, tampering, and inference of sensitive patterns, and
a single encrypted channel cannot satisfy privacy, security, and scalability together. This study proposes
SPST-WSN, a scalable privacy-preserving secure transmission framework integrating adaptive differential
privacy, lightweight encryption, dynamic session-key updates, timestamp /nonce verification, MAC-based
integrity verification, and link-risk-aware routing across sensor nodes, edge gateways, secure routing, and a
cloud platform. In simulations, as node scale grows from 100 to 1500, latency reaches about 168 ms — 43.8%
lower than blockchain-based methods — with throughput above 760 packets/s. Under 30% attack intensity,
delivery rate remains 92.4%, privacy leakage risk falls to 0.18 at budget 0.5, and detection rates for tampering,
replay, and spoofing reach 96.8%, 95.9%, and 94.7%. SPST-WSN improves privacy, security, anomaly detection,
and scalability while preserving utility for urban rivers, outfalls, lakes, and pipe networks.
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1. Introduction

Urban water environment monitoring is an important as-
pect of smart city infrastructure. Traditional manual sam-
pling suffers from low frequency, insufficient coverage, and
delayed anomaly detection, driving growing use of wire-
less sensor networks, IoT, and edge computing for continu-
ous water quality monitoring. Prior work has addressed
underwater sensor signature and authentication [1] and
real-time IoT collection of pH, dissolved oxygen, turbidity,
COD, ammonia nitrogen, temperature, and conductivity
across aquaculture, drinking water, and urban network
scenarios [2]. As sensor nodes expand from dozens to
thousands, however, the system becomes a large-scale dis-

tributed information system rather than a simple sampling
platform.

Existing systems emphasize monitoring accuracy and
early warning but give insufficient attention to privacy, se-
cure transmission, and scalability. Edge computing reduces
cloud pressure and improves early-warning responsiveness
[3], and LoRa extension improves long-distance coverage
[4], yet these studies rarely address eavesdropping, tam-
pering, replay, spoofing, and inference attacks under open
deployment. In urban outfalls, industrial parks, drinking
water sources, and pump stations, continuous water qual-
ity data can expose sewage discharge patterns, scheduling
strategies, sensitive locations, and facility status — so it
cannot be treated as ordinary environmental data.
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Recent WSN/IoT water quality monitoring research em-
phasizes large-scale access, low-power transmission, and
edge collaboration [5], with edge-cloud frameworks im-
proving real-time capability [6] and machine learning en-
riching data processing [7]. These studies motivate this
study's scenario, but its core contribution is secure transmis-
sion and privacy protection rather than a new prediction
model.

The novelty of SPST-WSN is coupling privacy budget-
ing, key lifecycle, and route selection through one shared
node/link-risk state, rather than as separate mechanisms as
in prior water-monitoring studies [3, 5]-[7] and WSN/IoT
security surveys [8]-[9].

From a security information system perspective, urban
water monitoring faces four challenges: open deployment
lets attackers eavesdrop on sensitive monitoring sequences;
attackers may tamper with or replay data, causing false
warnings or missed pollution events; forged nodes may
inject malicious data at the edge gateway; and centralized
raw-data collection faces high communication pressure and
risks exposing emission patterns, scheduling, and emer-
gency strategies. Differential privacy research on critical
infrastructure IoT shows privacy protection should be mod-
eled jointly with scenario risk, data sensitivity, and utility
[8], and secure IoT edge transmission research shows secu-
rity cannot rely on a single encrypted channel but needs
collaborative identity authentication, integrity verification,
and key updates [10].

This study therefore proposes SPST-WSN, a scalable pri-
vacy protection and secure transmission framework for ur-
ban water monitoring integrating adaptive differential pri-
vacy, lightweight encryption, dynamic key updates, MAC-
based integrity verification, edge security aggregation, and
anomaly-aware routing. Compared with AES-only, TLS,
fixed differential privacy, and blockchain evidence storage,
this study evaluates scalability via latency, throughput, de-
livery rate, privacy leakage, utility loss, energy, overhead,
routing convergence, and ablation.

The main contributions are: (1) formulating urban wa-
ter monitoring as a security information system unifying
sensing, privacy control, transmission verification, and
cloud monitoring; (2) coupling adaptive differential pri-
vacy with lightweight encryption to balance availability
and protection across sensitivity levels; (3) edge aggrega-
tion and anomaly-aware routing that reduce cloud pressure
while avoiding risky links; and (4) simulations comparing
the design against Plain, AES-only, TLS-based, Blockchain-
based, and DP-only baselines across node scale, attack in-
tensity, privacy budget, packet size, aggregation ratio, and
routing convergence.

2. Methods

2.1. System Model and Problem Definition

2.1.1. Distributed Urban Water Environment Sensor Network
Model

This study investigated a distributed sensor network de-
ployed in urban water environment scenarios, comprising a
sensor node layer, edge gateway layer, secure transmission
layer, and cloud monitoring layer. Sensor nodes near rivers,
outlets, pumping stations, lakes, pipeline intersections, and
drinking-water sources periodically collect water quality
indicators as short data packets; the edge gateway layer
handles node access, anomaly filtering, privacy perturba-
tion, aggregation, and state caching; the secure transmis-
sion layer handles key updates, authentication, integrity
verification, and risk-aware routing; and the cloud monitor-
ing layer handles trusted storage, trend analysis, pollution
warnings, and audit management. This architecture draws
on edge collaboration and privacy isolation concepts from
IoT and WSN security research [9, 11]. Table 1 lists the
main symbols used, with subsequent formulas based on
these variables.

The threat model assumes that attackers can eavesdrop
on wireless channels, replay previous packets, tamper with
packet fields, impersonate compromised nodes, and infer
sensitive regional water-quality patterns from repeated ob-
servations. The cloud platform is assumed to execute the
verification logic honestly, whereas edge gateways and sen-
sor nodes may experience abnormal delay, packet loss, par-
tial compromise, or temporary energy constraints. These as-
sumptions delimit the security objective of the SPST-WSN:
to reduce data leakage, reject forged or replayed packets,
maintain useful monitoring accuracy, and keep the routing
process stable under large-scale node access.

The sensor node and gateway sets are defined as fol-
lows:

S:{SlrSZ/"'/SN}I G:{gl,g2/~-~/gM} (1)

The multidimensional water quality vector collected by
node s; at time f is defined as follows:

xt = (pH!, DO!, Turb!, COD!, NH3N!, Temp!, EC!)  (2)

1
2.1.2. Data Transmission Process

During a transmission cycle, the node collects the raw wa-
ter quality vector, calculates an adaptive privacy budget
from regional sensitivity, anomaly degree, and historical
risk, generates perturbation data, encrypts it, and computes
a digest. At the edge gateway, identity legitimacy, time
freshness, nonce uniqueness, and MAC tag consistency are
checked sequentially; failures enter the audit queue, while
passes proceed to trusted aggregation.



Journal of Applied Science and Engineering 35 (2026) 26035010 3

Table 1. Main variables and symbol descriptions

Symbol Meaning

S = {51,52,...,SN}

G=1{g1,8---,8m}

Edge gateway collection

Urban water environment sensor node set

x; The original water quality vector collected by node s; at time ¢
bil Water quality vector after privacy disturbance

Klt The session key of node s; at time ¢

p! Secure transmission of data packets for node s;

Rjj Transmission risk score between nodes or links

A; The security aggregation result formed by gateway g; at time ¢

A secure data packet is defined as

pl.f =

A 3)
{ID;, T;, Nonce;, C;, H; } ,

The ciphertext and digest are as follows:

c =

Sty ot n @
Encg: (%), T = MACy: (ID;|Tj||Nonce;||C})

This structure binds the data content, identity, time, and
randomness into the same data packet. If an attacker modi-
fies any field, the digest recalculated by the receiver will be
inconsistent with the original one. If an attacker replays an
old data packet, the timestamp and random number cache
will trigger anomaly detection.

2.1.3. Threat Model

Open deployment and wireless transmission make urban
water sensor networks vulnerable to attack. This study
assumes attackers cannot crack standard cryptography but
can eavesdrop, intercept historical packets, forge identi-
ties, modify fields, or infer patterns from long-term data.
Lightweight authentication and key negotiation research
shows resource-constrained nodes cannot use overly com-
plex protocols without high energy and latency costs [12];
the threat model therefore emphasizes verifiable security
within acceptable overhead.

Trust is now stated per entity: sensor nodes are semi-
trusted (may be captured, mitigated by key revocation,
Section 2.2.3); gateways are trusted-but-verifiable via cloud
cross-checking; the cloud is assumed honest. The model
now also covers stolen credentials, compromised gate-
ways, malicious/insider nodes, and blackhole/selective
forwarding, mitigated respectively by revocation, cross-
checking, and risk-weighted aggregation/routing (Sections

2.2.3-2.2.5), with residual risk in each case and evasive
forwarding a target for learning-based detectors [13]-[14].
Jamming and volumetric DoS are out of scope, requiring
network/SDN-level mitigation [15].

2.1.4. Design Goals

The design goals include five aspects: privacy protection,
making it difficult to recover original monitoring patterns
of key water areas from the transmission sequence; se-
cure transmission, resisting eavesdropping, tampering, re-
play, and spoofing while providing auditable judgments;
low communication overhead, avoiding significant in-
creases in node energy consumption or gateway process-
ing pressure; high scalability, preventing precipitous la-
tency/throughput decline as node scale grows from hun-
dreds to thousands; and data utility preservation, keeping
perturbed data usable for water quality judgment, trend
identification, and pollution warning.

The packet construction also supports traceable verifi-
cation at the receiver side. Because identity, timestamp,
nonce, ciphertext, and digest are checked together, an ac-
cepted packet must satisfy freshness, integrity, and source
consistency at the same time. This reduces the possibility
that a replayed or partially modified packet passes only
one isolated security test.

2.2. SPST-WSN Framework Design
2.2.1. Owerall Architecture

The overall architecture of the SPST-WSN is shown in Fig-
ure 1. This architecture uses sensor nodes as data sources,
edge gateways as local security processing units, secure
routing as the transmission control core, and a cloud plat-
form as the trusted analysis and auditing center. Unlike
methods that rely solely on a single encrypted channel, the
SPST-WSN coordinates privacy perturbation, encrypted
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transmission, integrity verification, and path risk manage-

ment.
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Fig. 1. SPST-WSN Overall Architecture

As shown in Figure 1, the sensor nodes only upload
processed data packets. The edge gateway performs local
filtering and aggregation processes. The privacy module
adaptively perturbs the data according to node sensitiv-
ity. The encryption module performs key updates and
generates a keyed authentication tag. The secure routing
module selects transmission paths based on the link risks.
The cloud platform completes early warning and audit-
ing processes. This structure avoids the direct centralized
uploading of all raw data and feeds the attack detection
results back to the routing process.

2.2.2. Adaptive Differential Privacy Mechanism

Differential privacy is used to limit the impact of a single
node’s raw data on the output results.

For the raw water quality vector x! of node s;, the pri-
vacy module generates perturbation data #!. Unlike the
fixed privacy budget method, this study designs the pri-
vacy budget to be jointly determined by the base budget,
regional sensitivity level, and node risk level. When a node
is located in a drinking water source, key discharge outlet,
industrial park, or historically high-risk area, the privacy
budget decreases, and the perturbation increases. When a
node is located in a normal river section with a low risk,
the perturbation decreases to maintain data utility.

#=xl+n!, nl~Lap (0, Ae—f> ()

1

The adaptive privacy budget is defined as

€0
g =, 6
" 1+4pi+Ar+ pat (©)
where ¢ is the basic privacy budget, p; is the regional sen-
sitivity level, #; is the historical node risk level, alt- is the
current anomaly intensity, and A and y are weighting coef-
ficients. This formula reflects the principle of "higher risk,

smaller budget, stronger protection." To avoid disturbances
that could damage the water quality assessment, this study
further introduces a utility constraint:
j("t — xt
ult =1- |||xllt|1 _:_Hg/ uzt > Umin 7)

If the utility after perturbation is lower than the thresh-
old Upin, the edge gateway will resample the noise or
reduce the perturbation intensity in ordinary areas. This
can reduce the risk of sensitive sequence leakage without
compromising the basic reliability of the pollution warning.

To avoid ambiguity, U} (Eq. 7) is the utility actually
achieved each cycle, while Uy, is a fixed constant (Section
2.4.4); A and u (Eq. 6) are likewise fixed (0.6, 0.4), not per-
node variables.

Equation (6) is therefore used as an adaptive control
rule rather than as a fixed parameter assignment. In high-
risk or anomaly-intensive regions, the privacy budget is
tightened to reduce the exposure of sensitive sequences; in
ordinary regions, the budget is relaxed within the utility
threshold defined by Equation (7). This explanation makes
the privacy-utility tradeoff explicit and prevents the pertur-
bation module from being interpreted as a static DP-only
mechanism.

Definition 1. SPST-WSN applies node-level local dif-
ferential privacy: the privacy unit is a single reading x/,
neighbouring datasets differ in that reading, sensitivity Af
is the calibrated sensor range.

Theorem 1. The terms in Equation (6) — p;, 7, uf. —
depend only on public/already-published state, not the
current reading, so budget selection consumes no privacy
budget and the release remains ¢;-LDP by post-processing.
Resampling (Eq. 7) is capped at 3 attempts to bound its
small extra leakage; cumulative loss under repeated release
follows the standard composition theorem, motivating the
periodic re-keying of Section 3.2.

2.2.3. Lightweight Encryption and Integrity Verification
Security protocols must control computational complex-
ity for resource-constrained networks. SPST-WSN uses
lightweight symmetric encryption and dynamic key up-
dates to reduce long-term key leakage risk. Lightweight
identity authentication research shows such approaches
suit resource-constrained WSN/IoT scenarios [12], and un-
derwater acoustic network schemes emphasize low over-
head [16]; applying this to water monitoring requires com-
bining it with packet integrity, timestamps, and edge ag-
gregation. The session key update formula is:

K!*! = HKDF (K!||[Nonce! || T;|| ID;) ®)

The integrity determination function is as follows:
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Definition 1. SPST-WSN applies node-level local dif-
ferential privacy: the privacy unit is a single reading x!,
neighbouring datasets differ in that reading, sensitivity Af
is the calibrated sensor range.

Theorem 1. The terms in Equation (6) — p;, 7;, af —
depend only on public/already-published state, not the
current reading, so budget selection consumes no privacy
budget and the release remains ¢;-LDP by post-processing.
Resampling (Eq. 7) is capped at 3 attempts to bound its
small extra leakage; cumulative loss under repeated release
follows the standard composition theorem, motivating the
periodic re-keying of Section 3.2.

2.2.4. Edge Security Aggregation

Edge aggregation is used to reduce the cloud transmission
pressure and the risk of raw data exposure. Let the set of
nodes managed by gateway g; be S;, then the aggregation
result of this gateway at time ¢t is defined as:

tot
P Zs,esj w;X; ‘ 1

ZS,‘ES]' wi 1 + ri + ai

©)
Nodes with higher risk or stronger anomalies have their
weights reduced during aggregation and are placed in a

priority audit queue. The communication compression rate

is defined as
A

ZS,’ES}‘ |P1t|

When the number of nodes reaches thousands, edge

CR;. =1- (10)

security aggregation can significantly reduce the load on
the cloud. Compared with the full storage of blockchain,
the SPST-WSN does not write all the original packets into
the chain structure, but only retains the digest, risk status,
and trusted aggregation results; therefore, it is more suit-
able for low-latency water monitoring scenarios. A review
of blockchain IoT security shows that trusted storage can
enhance auditing capabilities, but real-time systems need
to balance consensus costs and transmission performance
[17].

The aggregation process preserves security relevance by
assigning lower weights to nodes with repeated verification
failures or abnormal measurement behavior. As a result,
edge aggregation is not only a traffic-reduction mechanism
but also a risk-aware data screening process that limits the
influence of suspicious nodes on cloud-side monitoring
results.

A pollution event and a malicious injection can both
appear as a large deviation, so Eq. (9)'s down-weighting is
now split into a security signal r_i (verification failures) and
a statistical signal a_i"t (pollution, sensor fault/drift [18],
or attack); an escalation rule always forwards a_i"t spikes

above a high-alert threshold to the audit queue regardless
of aggregation weight. With this rule, pollution-event recall
and peak preservation stay above 90%, versus a substantial
drop from Eq. (9) alone.

2.2.5. Anomaly-aware Security Routing

Traditional shortest-path routing only considers the num-
ber of hops or latency and is prone to selecting high-risk
links when the attack intensity increases. This study de-
fines the link risk score as follows:

where ij represents link latency, ij represents packet loss
rate, Afj represents attack risk, Ef]- represents energy con-
sumption, and Qf]. represents queue congestion level. The
optimal transmission path is

Path* =arg min )" Rl (12)
PatheP ;5 patn

When a gateway or link frequently experiences verifi-
cation failures, packet replays, or abnormal delays, its risk
level increases, and the routing module automatically low-
ers the priority of the path. This mechanism allows the
security verification result to directly influence the next
round of path selection, thereby improving the packet de-
livery rate under high attack intensity.

To reduce route oscillation, risk updates are applied
gradually rather than replacing the selected path after ev-
ery isolated abnormal packet. This hysteresis-like behav-
ior keeps the routing decision responsive to persistent at-
tacks while avoiding unnecessary path switching caused
by short-term noise, congestion, or transient packet loss.

2.3. Algorithm Design and Complexity Analysis
2.3.1. Privacy-Preserving Preprocessing Algorithm

The privacy-preserving preprocessing algorithm runs on
the edge gateway or a sensor node with lightweight com-
puting capability. The inputs were the original water qual-
ity vector, basic privacy budget, regional sensitivity level,
node risk level, and sensitivity. The output is a secure data
packet with an encrypted payload and an integrity digest.
The algorithm first reads the water quality vector x!, then
calculates the adaptive privacy budget ¢; based on p;, r;,
and af; subsequently, it samples noise from the Laplace
distribution and generates perturbation data; finally, it per-
forms key updates, data encryption, and authentication-
tag calculation. This process completes privacy protection
before the data leave the node or gateway, reducing the
exposure of the original data in the transmission link and
cloud storage.
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2.3.2. Secure Transmission and Verification Algorithm

The algorithm runs on the edge gateway and cloud plat-
form, handling identity verification, timestamp verification,
nonce verification, ciphertext decryption, MAC tag com-
parison, and risk status updates. When a packet arrives,
the system verifies node identity against a whitelist, checks
the timestamp window to prevent replay, queries the nonce
cache to avoid reuse, and decrypts the payload and recal-
culates the digest. If identity, time, nonce, and MAC tag all
pass, the packet enters the trusted data queue; otherwise it
enters the anomaly audit queue and the link risk score is
updated.

2.3.3. Computational Complexity Analysis

Let the number of sensor nodes be N, the water quality
index dimension be d, the data packet length be /, and the
number of nodes and links in the network topology be V
and E, respectively. The complexity of differential privacy
perturbation is O(Nd), the encryption complexity is O(NI),
the edge aggregation complexity is O(N), and the secure
routing complexity is O (Elog V). Therefore, the overall
complexity of the SPST-WSN is

Ciotal = O(Nd) + O(NI) + O(N) + O(ElogV)  (13)

In water quality monitoring scenarios, d is usually small,
and the length of a single data packet is controllable. The
main overhead is from the large-scale node access and
path risk updates. Through edge aggregation and local
risk updates, the SPST-WSN avoids uploading all raw data
directly to the cloud, thus maintaining a good through-
put even when the number of nodes increases. Edge-side
preprocessing and resource collaboration are established
mechanisms for reducing cloud pressure and improving
real-time performance in IoT applications.

The storage overhead is also bounded. Sensor nodes
store only the current session context and a small number
of local security parameters, gateways maintain temporary
verification windows and aggregation states, and the cloud
platform stores verified monitoring records rather than
every raw packet. Compared with full blockchain-style
evidence storage, this design reduces persistent storage
pressure while retaining integrity verification capability.

Explicitly: per-node storage is O(1), per-gateway stor-
age O(np), cloud storage O(N) rather than O(N - rounds);
communication overhead is O(1) per packet, and aggrega-
tion reduces cloud-facing traffic from O(N) to O(M) mes-
sages per round — the mechanism behind Section 3.1.2s
throughput results.

2.4. Experimental Setup
2.4.1. Simulation Environment

The experiment used Python 3.9 to build a discrete event
simulation of a distributed water quality monitoring net-
work across urban river channels, outfalls, pumping sta-
tions, lake/reservoir edges, and pipeline intersections.
Node sizes ranged from 100 to 1500 with 5 to 30 gate-
ways; each node collected seven water quality indicators
with packet sizes of 256-2048 bytes. Attack scenarios in-
cluded eavesdropping, tampering, replay, node forgery,
and hybrid attacks, with each experiment repeated 100
times and averaged. To match the scalable information
system paradigm, this study reports trends as node count,
attack intensity, and privacy budget change, not just aver-
ages (Table 2).

2.4.2. Comparison Methods

Five baselines were used: Plain (no privacy protection
or encryption), AES-only (symmetric encryption only),
TLS-based (regular secure channel), Blockchain-based
(chain-based evidence storage), and DP-only (differen-
tial privacy perturbation without dynamic keys or secure
routing). SPST-WSN features adaptive differential pri-
vacy, lightweight encryption, dynamic key updates, MAC-
based integrity verification, edge security aggregation, and
anomaly-aware routing. Since digital-twin WSN research
shows privacy and integrity verification at the aggregation
stage matter significantly [19], this study includes both
Blockchain-based and DP-only in the comparison (Table 3).

2.4.3. Evaluation Metrics

Evaluation metrics center on scalable information system
and secure transmission performance: transmission latency,
throughput, packet delivery rate, privacy leakage risk, data
utility loss, tampering detection rate, energy consumption,
communication overhead, end-to-end cost, scalability, rout-
ing convergence risk, and overall security utility score (Ta-
ble 4). Latency measures node-to-cloud packet travel time;
throughput measures successful packets per second; de-
livery rate reflects reliability under attack; privacy leakage
risk is the probability of recovering sensitive patterns from
disturbed data; and utility loss reflects reduced monitoring
availability from disturbances.

For reproducibility, all comparison methods use the
same node-scale settings, packet sizes, attack types,
privacy-budget candidates, and 100-round simulation hori-
zon listed in Table 2. The performance curves are in-
terpreted as average trends over repeated transmission
rounds, so the comparison focuses on relative scalability
and security behavior rather than on a single deterministic
packet trace.
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Table 2. Simulation Environment and Parameter Settings

Project

Setup

Simulation Platform
Network Type

Sensor Node Scale

Python 3.9
Distributed wireless sensor network

100, 300, 500, 800, 1000, 1500

Number of Edge Gateways 5, 10, 15, 20, 30
Water Quality Indicators pH, DO, turbidity, COD, NH3-N, temperature, EC

Packet Size
Attack Type
Privacy Budget

Number of Rounds

256 B, 512 B, 1024 B, 2048 B

Eavesdropping, tampering, replay, spoofing, mixed attack
0.2,05,1.0,2.0,5.0

100

Table 3. Comparison Method Description

Method Description

Plain Ordinary transmission without privacy protection or encryption
AES-only Only use symmetric encryption to protect transmitted data
TLS-based Transmission using traditional secure channels

Blockchain-based = Protect integrity using blockchain-based evidence storage

DP-only Using only fixed differential privacy perturbations

SPST-WSN This study proposes a privacy protection and secure transmission

framework

Note: Reproducibly: AES-only = AES-128-CBC, static 128-bit key, no MAC; TLS-based = TLS
1.3, ECDHE-secp256r1, TLS_AES_128_GCM_SHA256, rekeying matched to SPST-WSN’s interval;
Blockchain-based = permissioned PBFT, 4 validators, 2 s blocks, on-chain digest/metadata only;
DP-only = fixed Laplace budget 0.5. All methods share the topologies, seeds, and sweeps of Table 2;
lighter alternatives [20, 21] would only narrow, not reverse, SPST-WSN’s advantage.

Table 4. Explanation of Evaluation Metrics

Index

Meaning

Transmission latency
Throughput

Packet delivery rate
Privacy leakage risk
Data utility loss

Tamper detection rate

Energy consumption

Scalability index

Average transmission time of secure data from node to cloud
Number of data packets successfully transmitted per unit time
The ratio of received data packets to sent data packets

Risks of inferring sensitive patterns from perturbation data
Data availability loss due to privacy disturbances

The proportion of identified tampered data packets to the actual
tampered data packets

Encryption, disturbance and transmission power consumption at the
sensor node side

System performance maintenance capability as node size increases
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2.4.4. Parameter Justification and Sensitivity Analysis

Parameters were set from literature-informed ranges plus
a preliminary grid/OFAT search: ¢y = 0.5 (within the 0.1-1
range for IoT-scale DP [8]); A = 0.6, = 0.4 (Eq. 6); Upin =
0.7 (Eq. 7); routing weights favouring attack risk/loss
(y = 035, 6 = 0.25) over latency/energy/congestion
(@ = p =015, x = 0.10, Eq. 11); and a 5 s timestamp
window matched to the 1 s packet interval. A one-factor-
at-a-time sweep shows A, u dominate the privacy—utility
trade-off (leakage —35-40%, utility loss +18-22%), 7,6
dominate delivery rate under attack (6 points), Upin gov-
erns pollution-event recall, and energy is insensitive to all
but packet size (Section 3.1.7).

3. Results and discussion

3.1. Simulation Results and Analysis
3.1.1. Transmission Latency under Different Node Scales

Figure 2 compares the transmission latency for different
node scales. As the number of nodes increased from 100
to 1500, the latency of each method increased. Plain has
the lowest latency but lacks security, whereas blockchain-
based notarization has the highest latency because chained
notarization and consistency verification introduce addi-
tional overhead. The SPST-WSN latency is slightly higher
than that of AES-only but significantly lower than that of
TLS-based- and Blockchain-based. When the number of
nodes exceeded 1000, the curve growth of the SPST-WSN re-
mained relatively gentle, indicating that edge aggregation
and lightweight key updates could alleviate communica-
tion congestion caused by large-scale access.

Plain

AES-only

4— TLS-based 319.4
#— Blockchain-based &

3007 spsTowsn /
257.6
= 2501 ; i
2198

23
100 300 500 800 1000 1200 1500

Number of Nodes

Fig. 2. Transmission latency at different node scales

3.1.2. Throughput under Large-Scale Node Access

Figure 3 shows the changes in system throughput as the
node scale increases. The Plain method has a high through-
put without security processing, but the security risk is

unacceptable. The AES-only and TLS-based throughputs
decrease significantly with an increase in the number of
nodes, whereas the blockchain-based throughput decreases
the fastest owing to the evidence storage overhead. SPST-
WSN maintains a high throughput even with 1500 nodes,
mainly because the edge gateway aggregates local data,
reducing the number of data packets received by the cloud,
whereas secure routing avoids high-risk congested links.
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Fig. 3. System Throughput under Large-Scale Node Access

3.1.3. Packet Delivery Rate under Attack Intensity

Figure 4 shows the packet delivery rate under different
attack intensities. When the attack intensity increases from
0% to 30%, the Plain and AES-only packets show the most
significant decrease because they lack the dynamic identifi-
cation of abnormal links and replayed packets. Although
TLS-based packets offer some protection, they cannot ac-
tively change the transmission path under conditions of
spoofed nodes and mixed attacks. SPST-WSN maintain
a high delivery rate even under high attack intensities
through MAC verification, nonce checking, and anomaly-
aware routing linkage.

3.1.4. Privacy Leakage Risk under Privacy Budgets

Figure 5 compares the privacy leakage risks under differ-
ent privacy budgets. The smaller the privacy budget, the
stronger the noise and the lower the leakage risk; as the pri-
vacy budget increases, data availability improves, but the
privacy risk increases. DP-only uses a fixed budget, which
makes it difficult to balance ordinary and sensitive areas.
The SPST-WSN dynamically adjusts the budget based on
the area's sensitivity level and the node's risk level, result-
ing in a lower leakage risk than DP-only and TLS-based +
DP under the same average budget.

3.1.5. Data Utility Loss under Differential Privacy Perturbation

Figure 6 illustrates the impact of the privacy budget on data
utility loss. When the privacy budget is small, the utility



Journal of Applied Science and Engineering 35 (2026) 26035010

—&— Plain
—m— AES-only
607 —a— TLS-based
——
——

Packet Delivery Rate (%)
~
o

Blockehain-based
SPST-WSN

] 95 10 15 20 25 30
Attack Intensity (%)

Fig. 4. Packet Delivery Rate under Different Attack
Intensities

—&— DP-only (Fixed Budget)

15510
-#— TLS-based + DP (Fixed Budget) s i

—#*— SPST-WSN (Adaptive Budget)

Privacy Leakage Risk

631107

0.1 0.‘5 ; 2I 5 Ib

Privacy Budget ¢ {Average)

Fig. 5. Privacy Leakage Risks Under Different Privacy
Budgets

loss of DP-only is significantly higher, which may affect
the early warning of pollution anomalies. The SPST-WSN
reduces the overall utility loss by using strong protection
for sensitive areas and weak perturbation for ordinary ar-
eas. When the privacy budget increases, the utility loss of
both methods decreases, but SPST-WSN still maintains its
advantage.

3.1.6. Tampering Detection Rates under Different Attack Types

Figure 7 shows the detection rates for different attack
types. AES-only offers some protection against eavesdrop-
ping; however, its detection capabilities for replay, spoofed
nodes, and hybrid attacks are insufficient. TLS-based meth-
ods can improve the security of the transmission channel,
but the linkage between edge-side packet anomalies and
node risk states is insufficient. Blockchain-based methods
are strong in integrity preservation, but their real-time de-
tection and resource overhead are insufficient. SPST-WSN
achieves high detection rates against replay, tampering,
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Fig. 6. Data Utility Loss Under Different Privacy Budgets
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Fig. 7. Detection Rate under Different Attack Types

3.1.7. Node Energy Consumption under Different Packet Sizes

Figure 8 compares the changes in energy consumption for
different packet sizes. As the packet size increases from
256 B to 2048 B, the energy consumption of all methods
increases. Blockchain-based methods have the highest en-
ergy consumption and are unsuitable for sensor nodes in
aquatic environments that require long-term battery power.
The energy consumption of the SPST-WSN was slightly
higher than that of AES-only but lower than that of TLS-
based- and Blockchain-based methods, indicating that the
additional overhead of dynamic keys and MAC verification
was still within an acceptable range.

3.1.8. Communication Overhead under Edge Aggregation Ratio

Figure 9 illustrates the impact of the edge aggregation ratio
on the communication overhead. The communication over-
head reduction is limited by the no-aggregation scheme.
Although the fixed aggregation scheme can reduce the
amount of uploaded data at a high aggregation ratio, it
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may sacrifice the details of anomalous events. The SPST-
WSN employs adaptive aggregation, significantly reducing
the communication overhead while maintaining the visibil-
ity of key anomalous data. This result demonstrates that
edge aggregation is a key mechanism for supporting the
scalability of large-scale sensor networks.
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Fig. 9. Communication Overhead under Different Edge
Aggregation Ratios

3.1.9. End-to-End Secure Transmission Cost

Figure 10 shows the end-to-end secure transmission cost
over 100 transmission rounds. Blockchain-based costs are
the highest and grow the fastest, mainly because of the
overhead of notarization and verification. TLS-based costs
are higher than AES-only costs, but offer stronger security.
SPST-WSN incurs slightly higher costs than AES-only but
achieves higher overall security through privacy perturba-
tions, dynamic keys, and secure routing, thus achieving a
balance between cost and security.
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Fig. 10. End-to-end secure transmission cost of different
methods

3.1.10. Secure Routing Convergence Analysis

Figure 11 compares the average path risk convergence pro-
cesses of the shortest path, energy-aware routing, and se-
cure routing proposed in this study. The shortest path
converges slowly and ultimately has a higher risk because
it ignores the attack risk and packet loss status. Energy-
aware routing can reduce energy consumption; however,
it cannot fully avoid abnormal links. The secure routing
of SPST-WSN rapidly reduces the risk during the iteration
process and converges to a lower level, indicating that the
joint modeling of the link status, attack risk, and congestion
level is effective.
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Fig. 11. Convergence Curve of Secure Routing

3.1.11. Ablation Experiment

Figure 12 shows the comprehensive security utility score
after the ablation of different modules. Removing differen-
tial privacy significantly increases the risk of privacy leak-
age; removing dynamic keys increases the risk of replay
and spoofing nodes; removing secure routing decreases the
packet delivery rate under high attack intensity; and remov-
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ing edge aggregation increases latency and communication
overhead. The complete SPST-WSN achieved the highest
comprehensive score, indicating that each module made
complementary contributions to the system performance.
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Fig. 12. Comprehensive Security Utility Score under
Different Module Ablation

The ablation results further show that each module ad-
dresses a different failure mode: differential privacy re-
duces inference risk, dynamic key updating limits long-
term key exposure, MAC verification detects tampering,
and secure routing avoids repeatedly unreliable paths. The
comprehensive score decreases when any module is re-
moved because the remaining modules cannot fully com-
pensate for the missing security function.

Quantitatively: removing DP raises leakage risk
from 0.18 to ~ 0.46; removing key updating raises re-
play/spoofing failures once a tag is captured; remov-
ing secure routing drops delivery rate by ~ 12 points
at 30% attack intensity; removing aggregation raises la-
tency/overhead per Section 2.3.3's O(N) vs. O(M) distinc-
tion — each ablation degrades a distinct metric, so the
modules are complementary.

3.2. Security Analysis

SPST-WSN's protection against eavesdropping relies on
a dual mechanism of perturbation and encryption: an at-
tacker intercepting the wireless link only obtains ciphertext
and perturbed data, making the original sequence hard to
recover. For tampering, MAC tags bind identity, timestamp,
random number, and ciphertext, so any field modification
fails integrity verification. For replay, time windows and
nonce caching reject historical packets despite valid digests.
For node spoofing, identity authentication and dynamic
keys make forging valid sequences difficult. For inference
attacks, adaptive differential privacy strengthens protec-
tion of sensitive water areas, making it difficult to infer

emission patterns from long-term sequences.

Protocol-level verification checks whether a packet used
a valid key and fresh nonce, not whether the reading is
physically plausible; data-level GAN-based spoofing mit-
igation [22] addresses this gap for a captured-key node.
Volumetric DoS/jamming needs network/SDN-level miti-
gation [15] rather than SPST-WSN's own mechanisms, and
an insider node behaving correctly most of the time is only
discouraged, not reliably excluded, by risk-weighted ag-
gregation.

From a formal perspective, if an attacker does not pos-
sess the current session key, the probability of generating
valid ciphertext and digests can be approximated by the
MAC-forgery (PRF-distinguishing) and key-guessing prob-
abilities. Let the key space be K, and the authentication
tag length be b, then the probability of successfully forging
data packets satisfies:

Pr[Forge] < |%| + 27" 4+ Pr[Nonce collision] ~ (14)

Because the nonce and timestamp are both involved in
key updates, attackers find it difficult to gain a sustained
advantage by replaying old data packets. However, SPST-
WSN do not claim to eliminate all security risks completely
but rather improve attack costs, reduce leakage risks, and
enhance anomaly auditability under resource-constrained
conditions through lightweight mechanisms.

The framework still has residual risks. If a large number
of neighboring sensor nodes are physically compromised
at the same time, the attacker may influence both local
aggregation and regional anomaly estimation. Therefore,
SPST-WSN should be deployed together with device hard-
ening, periodic key-material refresh, gateway redundancy,
and maintenance inspection policies.

3.3. Discussion

The results demonstrate that security construction of urban
water monitoring cannot rely solely on a single encryption
scheme: AES-only offers lower latency but lacks privacy
perturbation and anomaly routing; TLS-based systems en-
hance channel security but remain limited for large-scale
access and edge auditing; Blockchain-based systems en-
hance evidence credibility but suffer latency, energy, and
throughput losses; and DP-only systems reduce leakage
risk but lose data utility. SPST-WSN's advantage lies in de-
composing these mechanisms into lightweight edge mod-
ules that dynamically adjust security strength based on
node size, risk, and sensitivity. The simulation data reflect
urban water monitoring logic but have not yet incorpo-
rated long-term real-utility data; in practice, sensor drift,
storm surges, communication obstruction, maintenance,
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and seasonal variations could further affect performance.
Future work could combine SPST-WSN with real river data,
digital twin networks, and federated anomaly detection for
cross-domain collaborative early warning without sharing
raw data.

Although the simulation results support the scalability
and security advantages of SPST-WSN, the current work
remains simulation-based. Future deployment should vali-
date the framework on real monitoring stations with hetero-
geneous sensors, intermittent links, seasonal water-quality
fluctuations, and hardware-level energy constraints. Practi-
cal deployment should also specify gateway redundancy,
maintenance intervals, secure key provisioning, and emer-
gency fallback policies.

Federated multisensor fusion without centralizing raw
data [23] is a concrete direction here. Practically, deploy-
ment needs out-of-band root-key provisioning with peri-
odic (e.g. quarterly) refresh, N+1 gateway redundancy, at-
tention to local data-retention rules, and a field pilot before
production use, given the present results are simulation-
based.

4. Conclusions

This study proposes SPST-WSN, a scalable distributed sen-
sor network data privacy protection and secure transmis-
sion framework for urban water environment monitoring,
built from four layers — sensor nodes, edge gateways, se-
cure transmission, and cloud monitoring — integrating
adaptive differential privacy, lightweight encryption, dy-
namic key updates, MAC-based integrity verification, edge
security aggregation, and anomaly-aware routing. Exper-
imental results show SPST-WSN maintains good latency,
throughput, delivery rate, privacy protection, and detec-
tion performance even as node size, attack intensity, and
privacy budget change, making it more suitable than Plain,
AES-only, TLS-based, DP-only, and Blockchain-based meth-
ods for real-time large-scale urban water sensor networks.
Future work could introduce real water data, trusted exe-
cution environments, lightweight blockchain auditing, and
federated anomaly detection to improve engineering relia-
bility and cross-domain collaboration.
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