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Restaurant demand forecasting underpins inventory planning, staff scheduling, and spoilage control, yet order,
membership, delivery, and payment data are scattered across stores and platforms, so centralized modeling
risks exposing consumer behavior. This study proposes SPFed-RDEF, a scalable, privacy-preserving federated
learning framework for collaborative demand forecasting without sharing raw data. Each node performs local
feature-processing (imputation, normalization, temporal encoding), and a BiIGRU-Attention model extracts
temporal demand features; during training, gradient clipping, differential-privacy noise, Top-k compression,
secure aggregation, and dynamic weighted aggregation (by sample size, error, and communication stability)
jointly address non-IID heterogeneity, privacy leakage, and communication overhead. Results show SPFed-RDF
achieves RMSE 20.91, beating ARIMA, SVR, XGBoost, Local-BiGRU, Fed Avg, FedProx, and Fed Avg+DP by
18.35% versus FedAvg (23.44% under severe non-IID). With 100 clients, Top-k compression cuts communication

from 1280 MB to 752 MB ( 41.27%), and member-inference attack success drops from 78.46% to 44.84%.
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1. Introduction

Digital restaurant services are shifting from experience-
driven to data-driven approaches, generating order, sales,
member, payment, delivery, and review data valuable for
demand forecasting across time, weather, and promotions.
ML and deep learning improve sales and traffic prediction
[1-3], but restaurant data is inherently distributed: stores,
takeout platforms, payment systems, and headquarters
each see only part of the picture, and centrally uploading it
increases privacy and trade-secret risk.

Restaurant data is inherently distributed with sensitive
profiles based on consumption frequency, food preference,
and location, so a single unified dataset does not exist in
practice without cross-institution data sharing, which raises
compliance and competitive concerns.

Restaurant demand forecasting is thus a scalable dis-
tributed data-mining problem, not a single-point time-

series problem. Real scenarios face data silos, privacy
compliance, and communication constraints; user orders
contain sensitive profiles that can be re-identified even af-
ter removing names and phone numbers. Model training
should follow data minimization and local retention princi-
ples.

To address these issues, this study proposes SPFed-RDF,
a scalable privacy-preserving federated restaurant demand
prediction framework for distributed systems spanning
multiple stores, platforms, and terminals. It uses a local
BiGRU-Attention model for temporal demand features, dy-
namic weighted federated aggregation to mitigate non-IID
impact, and gradient clipping, differential privacy, secure
aggregation, and Top-k communication compression for
privacy protection and communication efficiency.

Contributions: a scalable federated learning framework
transforming multi-store demand prediction into a privacy-
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preserving distributed data-mining problem; a BiGRU-
Attention local model integrating historical demand, con-
sumption behavior, time, weather, promotions, and plat-
form traffic to characterize demand periodicity and drivers;
a dynamic weighted aggregation method based on sample
size, local error, and communication stability for non-IID
stability; differential privacy, secure aggregation, and Top-
k compression to reduce communication overhead while
protecting consumption data; and simulation verification
across algorithm performance, privacy attacks, communi-
cation scalability, client disconnection, and t-SNE feature
distribution. SPFed-RDF's novelty is integrating temporal
demand modeling, reliability-aware aggregation, differen-
tial privacy, secure aggregation, and sparse communication
as one end-to-end workflow rather than isolated compo-
nents.

2. Methods

2.1. System Model and Problem Definition
2.1.1. Distributed Catering Information System Scenario

This study considers a distributed catering information
system composed of multiple catering store nodes, online
ordering platform nodes, a membership behavior system,
and a federated aggregation server. Let the set of catering
nodes participating in the training be denoted as.

C={Cy,Cy,...,Cn}, 1)

Where C; represents the i catering node, and N is the
number of nodes participating in federated training. Node
C; stores its private dataset locally.

D; = {(xL,y})},, )

Where x! represents the multi-source input features of
the i node at time t, y! represents the catering demand at
the corresponding time or within the prediction window,
and T; is the number of local samples. The global dataset
can be formalized as

D= U D;, 3)

However, in the actual training process, D; is always
kept locally on the node, and the central server cannot di-
rectly access any original consumption records. The cater-
ing demand prediction task can be represented as learning
the prediction function given the historical window length
I and the prediction step size h.

4 F—I41 t—142 ¢
yi"' :fg(xi +,xi +,...,x,->, 4)

Where 6 represents the model parameters, and ]’/\Zt.*h

represents the prediction requirement of node C; in the next
h steps. Unlike single-store prediction, federated prediction
requires learning a global model that can generalize to
multiple restaurant nodes while protecting local data.

2.1.2. Local Feature Composition

Table 1 presents the local feature composition of the restau-
rant demand prediction node. As shown in Table 1, con-
sumer behavior features and platform features are highly
sensitive to privacy concerns. If this data were centrally
uploaded, it could potentially leak user dietary preferences,
spending power, consumption time, and store operation
strategies. Therefore, this study employs a federated learn-
ing mechanism to ensure that these features only partici-
pate in model training locally.

2.1.3. Privacy Threat Model

This study considers four privacy/security threats: an
honest-but-curious server may try to infer local consump-
tion information from uploaded gradients; malicious nodes
may infer other stores' demand distribution by observ-
ing global model changes; external attackers may eaves-
drop and reconstruct local samples via parameter recovery;
and post-training member-inference attacks may determine
whether a specific record was in the training data. Exist-
ing research notes that retaining raw data locally alone
is not equivalent to complete privacy protection [4-6].
The threat model assumes authenticated channels, a semi-
honest (honest-but-curious) server, and collusion bounded
below the secret-sharing reconstruction threshold used in
secure aggregation (Section 2.2.4); it allows the server, ma-
licious clients, and external observers to exploit model up-
dates within these bounds, but an actively malicious or
majority-colluding server is out of scope; poisoning, back-
door, and Byzantine attacks are treated as out-of-scope,

revisited as future robustness extensions.

2.1.4. Optimization Objective

The global optimization objective of federated restaurant
demand prediction is defined as follows:

D
= |D|

1

mein F() = E;(9), ®)

L=

Wherein, the local objective function is

1
|Dj|

Fi(6) = Y L(fo(x)y). ©

(xy)€D;

To simultaneously constrain large and general errors,
this study employs a combined loss of squared error and
absolute error:
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Table 1. Local Restaurant Demand Prediction Feature Composition

Feature categories Feature Examples Data source Privacy
sensitivity
Historical demand Hourly order volume, daily sales revenue, food POS System Medium
characteristics sales volume, and number of preorders.
Consumer behavior Purchase frequency, average order value, preferred =~ Membership High
characteristics dishes, coupon usage System
Time characteristics Hour, day of the week, weekend, holiday, mealtime  Calendar System Low
Weather characteristics ~Temperature, rainfall, wind speed, weather type Public Weather Low
Interface
Promotional Discounts, spending-to-refund, group buying, Marketing System Medium
characteristics platform subsidies
Platform Food delivery percentage, delivery delays, platftorm  Food Delivery High
characteristics exposure, cancellation rate Platform
Store context Area, business district type, number of seats, Store Management Medium
characteristics business hours System
As shown in Figure 1, each restaurant node completes
L(fo(x),y) =a(y— y)2 +Bly—1l, ) data cleaning, time-window construction, and normaliza-

Where « and p are balance coefficients. When catering
demand fluctuates significantly during holidays or promo-
tional periods, the squared error term penalizes larger devi-
ations, while the absolute error term improves the model's
robustness to abnormal fluctuations.

2.2. SPFed-RDF Framework Design

2.2.1. Owverall Architecture

SPFed-RDF consists of a distributed data layer, local feature
processing layer, local demand prediction layer, privacy-
preserving federated training layer, and scalable prediction
service layer. Figure 1 illustrates the overall framework

structure.
Scalable Prediction Service Layer
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Fig. 1. SPFed-RDF Scalable Privacy-Preserving Federated
Restaurant Demand Forecasting Framework

tion locally, then trains a local BiGRU-Attention model.
Nodes upload model updates — after gradient clipping,
DP perturbation, and Top-k compression — rather than
raw order data. The central server obtains the aggregated
update via secure aggregation, updates the global model by
dynamic weights, and redistributes it for the next training
round or local forecasting.

2.2.2. Local BiGRU-Attention Prediction Model

Restaurant demand shows significant time dependence
and cyclical fluctuation: lunch/dinner order volumes ex-
ceed other times, weekday/weekend patterns differ, and
holidays, weather, or promotions cause short-term surges.
This study uses a local BIGRU-Attention model to capture
these patterns.

Given Input Sequence

¢ f—l1 142 ¢
X,-:[xi o« +,...,xi], (8)

The hidden state of the forward GRU is

—t —t—1

h,-:GRu(xf,hi ) &)
The hidden state of the backward GRU is

—t —t+1

hi:GRu<xlt-,h,- > (10)

Two-way hiding is represented as

t t
nt = {Kfﬁi] . (11)
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Attention score is calculated as follows

el = v, tanh (W,h! +b,), (12)

Normalized attention weights are

t
exp (e
al= p(’)k . (13)
Li—1eXp (‘%)
The context vector is
1
z; = Z zxfhf, (14)
t=1
The final predicted output is
Vi = Woz; + by. (15)

This structure highlights key time periods and fea-
tures, giving the model stronger expressive power dur-
ing lunch/dinner peaks, weekend fluctuations, and pro-
motions. Time-series deep learning and multi-factor ML
models have been used for restaurant sales and demand
prediction [7, 8]; this study further adds federated training
and privacy protection.

2.2.3. Dynamic Weighted Federated Aggregation

Standard FedAvg aggregates mainly by sample-size
weights, but catering data quality, demand stability, and
communication reliability vary significantly by store, so
relying only on sample size lets abnormal traffic or unstable
nodes hurt the global model. This study therefore designs
dynamic weighted federated aggregation, using validation
error and communication stability as reliability signals to
adjust weights round by round rather than fixing them by
sample size alone.

In the r-th round of communication, the local model
9;+1

parameters of node C; are , and the global model is

updated according to Eq. (16).

N

ot =Y et (16)
i=1

Dynamic weight is defined as

2 1
+ A
D

wi =M . + Asst, (17)

RMSE] +

Where RMSE] represents the local validation error of
node C;in the r round, s/ represents the communication sta-
bility score, and ¢ is a constant to prevent the denominator
from being zero. The weights are normalized as follows:

r N
o= =, Y al=1 (18)

Because secure aggregation (Section 2.2.4) exposes only
the masked sum of updates, the reliability signals RMSE
and s needed for Eq. (17) cannot be read off an individ-
ual update and must instead be reported through a sepa-
rate, lighter channel. Each round, node Ci reports these
two statistics outside the masked-aggregation step; to limit
what they reveal about its local data distribution, both are
quantized to a small number of discrete levels and per-
turbed with additive noise under a small privacy budget
al.located independently of the gradient-level budget e.
The server computes the normalized weight from these
quantized, perturbed reports and returns it to each client,
which rescales its own clipped-and-noised update locally
before applying its secure-aggregation mask — scaling and
masking commute, so the server still observes only the sin-
gle weighted sum, never any client's individual weight or
update. This bounds, but does not eliminate, what the reli-
ability channel can leak; a tighter, formally accounted joint
privacy budget across the gradient and reliability channels
is left for future work (Section 3.3).

This method increases the contribution of nodes with
sufficient samples, low prediction error, and stable commu-
nication, while reducing the impact of abnormal or unstable
nodes. Figure 2 shows the privacy-preserving federated
training process.

Global Model Client Gradient Differential Top-k ‘

Initialization Selection i Pruning Privacy Noise | | Compression | | Aggregation | | Weighted
Injection Update

£ iterative Rounds

Fig. 2. Privacy-Preserving Federated Training and
Dynamic Aggregation Process

As shown in Figure 2, SPFed-RDF's training process
includes global model initialization, client selection, local
training, gradient clipping, DP noise injection, Top-k com-
pression, secure aggregation, dynamic weighted update,
and model distribution — letting catering nodes collabora-
tively train without sharing raw consumption data.

2.2.4. Privacy Protection Mechanism
The gradient of a local node in the r-th round is denoted as

8i-
(1) Gradient clipping. To bound the sensitivity of a
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single local update — an L2-norm clipping operation, not
a pruning or sparsification step — its norm is clipped to a
threshold C:

r

g:’ B max <(1g/l ||g(I:Hz> '

Where C is the clipping threshold.
(2) Gaussian perturbation. Gaussian noise calibrated

(19)

to C and a noise multiplier ¢ is then added to the clipped
gradient:

g =g+N (0,0%C), (20)

Where ¢ is the noise multiplier. A smaller privacy bud-

get ¢ results in stronger noise and more comprehensive

privacy protection, but the prediction error may increase.

Differential privacy can be formally expressed as: for any

adjacent datasets D and D’, the random mechanism M
satisfies.

Pr[M(D) € S] <ePr[M (D) € S]+46.  (21)

The clip-and-noise mechanism gives each client a record-
level (sample-level) local DP guarantee: it bounds what
an observer of a node's uploaded update — including an
honest-but-curious server — can infer about any single
training example in that node's dataset. It does not con-
stitute client-level (participant-level) DP, since it does not
hide whether the node participated in a given round; that
stronger guarantee is left for future work (Section 3.3).

(3) Privacy accounting over multiple rounds. A sin-
gle Gaussian perturbation (Eq. 21) does not certify the
guarantee across the E local steps per round and R = 100
rounds actually used. With local sampling rate g = B/ | Dil,
the standard Rényi differential-privacy (RDP)/moments-
accountant analysis for iterative DP-SGD gives, for order «
> 1, a per-step bound of

pla) < qztx/az. (22)

RDP composes additively over the T = R-E steps per
client; converting the composed bound to (g, §)-DP gives

e= 1;1>1r11 [To(x) +1n(1/6)/(a —1)]. (23)

Table 2's budgets (e € {0.5,1,2, 4, 8}) fix =1/1Dil ,R =
100, E =5, and g from Table 2's batch size, then solve Eq. (23)
for o at each target e. This RDP/moments-accountant com-
position is the accountant used throughout; the reported
¢ is an end-to-end guarantee over all 100 rounds, not a
per-round figure.

(4) Secure aggregation. Clipping and DP noise protect
an update against inference from its own value, but a server

observing updates individually could still statistically dis-
tinguish across nodes. Secure aggregation removes this
by exposing only the sum: each pair of clients agrees on
a shared pseudorandom mask that cancels on summation,
so the server recovers the aggregate but no individual up-
date. Dropout is handled by threshold secret-sharing of the
mask seeds, following dropout-resilient designs [5]: sur-
viving clients can jointly remove a disconnected client's
mask contribution without learning its update. The pro-
tocol assumes a semi-honest (honest-but-curious) server
and tolerates collusion below the reconstruction threshold;
an actively malicious or majority-colluding server is out
of scope (Section 2.1.3), as are poisoning and Byzantine
attacks. Because implementing this cryptographic layer
at 100 clients x 100 rounds is heavy to simulate, Section 3
idealizes it: the simulator restricts the server-visible signal
to the masked sum when computing accuracy and attack-
success metrics, but does not implement or measure the
masking and dropout-recovery communication itself. The
secure-aggregation entries in Table 4 and the overhead
in Section 3.1.6 therefore reflect the compressed gradient
payload only, not a benchmarked cryptographic cost. The
server receives the aggregated update:

N
G'=) g (24)

i’

i=1
The aggregated update reveals only the sum G’, never
the plaintext g of each node, which prevents direct analysis
of the consumption behavior distribution of a particular
store even when the server participates in training.

2.2.5. Communication Compression Mechanism

A scalable catering information system needs many store
nodes; uploading complete model updates each round
would scale communication cost linearly with clients and
parameters. This paper adopts Top-k gradient sparsity, up-
loading only the fraction of parameters with the largest
absolute values.Type equation here.

A = TopK (g7, k). (25)

The communication complexity of standard FedAvg is

CommFedAvg = O(RNP), (26)

Where R is the number of communication rounds, N is
the number of clients, and P is the number of model pa-
rameters. After Top-k compression, the dominant commu-
nication volume is proportional to the number of rounds,
clients, and selected gradient entries; the per-round client
upload is reduced from all parameters to the selected Top-k
subset.
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Commgpreq = O(RNkP), 0<k<1. (27)

Uploading only ~30% of key gradient elements can sig-
nificantly reduce communication volume. Combining com-
pression with secure aggregation improves deployment
efficiency, but excessive compression risks losing effective
update information, requiring a balance between overhead
and performance. Research on communication-efficient
and distillation-based federated learning confirms compres-
sion and sparse uploading are key to large-scale federated
system usability [9-11].Type equation here.

2.3. Experimental Setup

2.3.1. Simulation Dataset Construction

This study constructs a multi-node catering demand simu-
lation dataset referencing real operation patterns, with 50
basic nodes expanding to 100, each generating 180 days of
hourly demand records including order volume, revenue,
timing, weekday/holiday, weather, promotion intensity,
takeout ratio, consumption behavior, and platform traffic.
Client counts of 10, 20, 30, 50, and 100 test scalability, and
four partitions (IID, mild /moderate/severe Non-IID) test
heterogeneity impact, with parameters referencing related
federated learning and demand-prediction research [12].
Simulated records combine deterministic calendar cycles
with stochastic demand shocks from weather, promotion,
and traffic; non-IID partitions vary customer mix, peak-
hour intensity, and promotion sensitivity across nodes.

2.3.2. Comparison Methods

To comprehensively verify the effectiveness of SPFed-RDF,
this study compared traditional time-series models, ma-
chine learning models, local deep learning models, central-
ized deep learning models, and federated learning models.

2.3.3. Evaluation Metrics

Predictive performance was evaluated using MAE, RMSE,
and MAPE.

1 & R
MAE = P Yo lvi—wil, (28)
i=1
1 & 2
RMSE = - Y (vi—ui), (29)
i=1
0, n T
MAPE — 100% Z vi—¥i ' (30)
noial Y

System performance is evaluated via training time,
communication overhead, convergence rounds, and client
scalability; privacy protection via member-inference and
gradient-inversion attack success rates; and communica-
tion overhead via cumulative upload volume over 100

rounds. The same train-validation-test split, forecasting
horizon, and communication-round setting apply to all
baselines for consistent comparison.

3. Results and discussion

3.1. Experimental Results and Analysis
3.1.1. Comparison of Predictive Performance of Different Models

Figure 3 compares MAE, RMSE, and MAPE across mod-
els for 24-hour catering demand prediction. ARIMA has
the highest error, since linear models struggle with non-
linear fluctuations from promotions, weather, and traffic;
SVR improves somewhat but has limited long-term de-
pendency modeling; XGBoost captures multi-feature in-
teractions, reducing error further; Local-BiGRU captures
store-specific patterns but generalizes poorly from limited
single-store data; FedAvg improves accuracy via multi-
node training but retains non-IID update bias; FedProx
is more stable via drift limiting; Fed Avg+DP has slightly
higher error from privacy noise. SPFed-RDF, combining
attention-based temporal modeling, dynamic weighted ag-
gregation, and privacy-preserving training, performs best
across all three metrics, achieving RMSE of 20.91 — 18.35%
below FedAvg's 25.61 and 11.92% below FedProx's 23.74 —
reflecting the combined effect of these mechanisms rather
than any single module.

70
. ARIMA
mm SVR

60 BN XGBoost
N Local-BiGRU

50 m FedAvg
B FedProx
W FedAvg+DP

4

0 = SPFed-RDF

30

20 5

1

III“ Iﬂlllm

MAE RMSE MAPE
(Orders) (Orders) (%)

Error

o o
B
[ ]
||

]
|
[ e SR |

Fig. 3. Comparison of Catering Demand Prediction Errors
of Different Models

3.1.2. Federated Training Convergence Performance Analysis

Figure 4 shows convergence curves after 100 rounds: Fe-
dAvg decreases quickly early but fluctuates later from het-
erogeneous node update inconsistency; Fed Avg+DP con-
verges slowest due to DP noise increasing gradient vari-
ance; FedProx is more stable than FedAvg but still has
higher final error; SPFed-RDF stabilizes after ~60 rounds
with the lowest validation error, since dynamic aggregation
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Table 2. Simulation Dataset and Federated Training Parameter Settings

Project

Set up

Basic number of catering nodes
Time span

Time Granularity

Total Sample Size

Input Window

Prediction Step Size

Data Distribution

Client Size

Number of Local Training Rounds
Number of Communication Rounds
Batch Size

Optimizer

Learning Rate

Privacy Budget

Client Disconnection Rate
Gradient Upload Ratio

50, expanded experiment to 100
180 days
1 hour
216,000 records
24 hours
1 hour vs. 24 hours
IID, mild non-IID, moderate non-IID, severe non-1ID
10, 20, 30, 50, 100
5
100
64
Adam
0.001
05,1,2,4,8
0%, 10%, 20%, 30%, 40%, 50%
10%, 30%, 50%, 70%, 100%

Table 3. Comparison Model Settings

Model Method Description Training methods
ARIMA Classical statistical time series forecasting models Centralized
SVR Support Vector Regression Based on Kernel Functions Centralized
XGBoost Tree-based nonlinear regression method Centralized

Local-BiGRU
Centralized-BiGRU
FedAvg

FedProx
FedAvg+DP
SPFed-RDF

Each catering node was trained independently using a BiGRU.
BiGRU is trained by pooling all the data.
Standard Federal Average Algorithm
Federated learning methods with proximal regularization
FedAvg with differential privacy noise
This study proposes a privacy-preserving and scalable federated prediction method.

Local training
Centralized training
Federal training
Federal Training
Federal Training
Federal Training

reduces weights of high-error, unstable nodes, stabilizing

the global update direction.

Validation Error

QO =
© © o

QO O
nw oy

O O
w

© 9o
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Fig. 4. Convergence Curves of Different Federated

0
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3.1.3. Visualization of Prediction Curves for Representative
Stores

Figure 5 shows actual versus predicted demand for a repre-

sentative store over 72 hours, with peaks at lunch/dinner

varying by date. FedAvg tends to underestimate promo-

tional/weekend peaks and overestimate low-traffic peri-

— FedAvg ods; FedProx reduces some bias but peak fitting remains
FedProx . . . . .

— FedAvg+DP insufficient; SPFed-RDF fits lunch peaks, dinner peaks, and
— SPFed-RDF nighttime troughs better, showing attention highlights key
‘ time steps while federated training improves generaliza-

‘ tion across store demand patterns.

3.1.4. Robustness Analysis of Non-IID Data

A l Figure 6 compares RMSE across heterogeneity levels: error

rises for all federated methods from IID to severe non-IID,

Communication Round

Learning Methods

70 80 90 100

with FedAvg most sensitive (RMSE rising to 31.82); Fe-
dAvg+DP rises further from noise and data shift; FedProx
mitigates drift via proximal regularization but remains lim-
ited under high heterogeneity; SPFed-RDF grows slowest,
reaching RMSE 24.36 under severe non-IID — a 23.44%
reduction versus Fed Avg — showing dynamic weighted
aggregation mitigates bias from differing customer struc-
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—— Actual Demand —-=-- FedAvg --- FedProx = —— SPFed-RDF

~
(=3
=3

3
=]

5]
=3
o

N
o
S

300

Demand (Orders)

200

100

0 12 24 36 48 60 72

Day 1 i Day 2 i Day 3
Time (Hours)

Fig. 5. Actual Demand vs. Predicted Demand Curves for
Representative Catering Nodes

ture, location, and promotion strategy across nodes.

40
—8— FedAvg

#- FedAvg+DP

—&— FedProx P
—4— SPFed-RDF S 31.82

35

20

(o] Slightly Non-IID Moderately Non-1ID Heavily Non-1ID

Data Heterogeneity Level

Fig. 6. Comparison of prediction errors under different
levels of Non-IID

3.1.5. Trade-off between privacy budget and prediction accuracy

Figure 7 shows RMSE and attack success rate across pri-
vacy budgets: smaller budgets add stronger noise, reducing
member-inference success but raising RMSE — at €=0.5,
attack success drops to 52.31% but RMSE rises to 25.78;
increasing € from 2 to 4 significantly lowers RMSE while
keeping attack success below the unprotected model, mak-
ing €=2 or 4 a reasonable balance. In deployment, the
privacy budget can vary by feature sensitivity: smaller
for consumption frequency, food preference, and payment
amount; larger for weather and calendar features, choosing
smaller budgets only when accuracy loss remains accept-
able for inventory and staffing decisions.

3.1.6. Communication Overhead and Client Scalability

Figure 8 shows communication overhead as clients grow
from 10 to 100: FedAvg and FedAvg+DP grow roughly

40 96:85— 100
35 80 ;\3
= ]
g @
30 60 o«
k) 5231 —@— RMSE (Orders) a
o 2958 —8— Attack Success Rate (%) [}
; v]
w o
(2]
0 25 40 U?)
= ~
U
8
20 20 z
o 1 2 4 1 o
=)
0.5 8 6 (No Privacy)

Privacy Budget €

Fig. 7. Trade-off between prediction accuracy and attack
success rate under different privacy budgets

linearly, since DP perturbs gradients without reducing up-
loaded parameter count; SPFed-RDF without compression
is slightly higher due to added privacy/stability informa-
tion, but Top-k compression significantly reduces it — at
100 clients, Fed Avg's 100-round cumulative volume is 1280
MB versus SPFed-RDF's 752 MB (a 41.27% reduction), con-
firming compression significantly improves large-scale de-
ployment capability. Privacy perturbation and communica-
tion compression solve different bottlenecks and should be
jointly configured in large client networks.

—e— FedAvg #— FedAvg+DP
#— SPFed-RDF (No Compression) —#— SPFed-RDF (Top-k Compression)

1500

41.27%
Reduction

752

Communication Overhead (MB)
®
8

8

10 20 30 40 50 60 70 80 90 100
Number of Clients

Fig. 8. Comparison of communication overhead under
different numbers of clients

3.1.7. Robustness to Client Disconnection

Figure 9 shows RMSE across client disconnection rates:
error rises for all methods, with FedAvg most sensitive
(RMSE rising to 34.16 at 50% disconnection); FedProx
shows some robustness but still increases significantly at
high disconnection; SPFed-RDF reaches RMSE 26.84 at 50%
disconnection, better than both, since the communication
stability score in aggregation weights reduces long-term un-
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stable nodes' impact, improving availability in edge cater-
ing networks.

o ——
—e— FedAvg

—#— FedProx

—&— SPFed-RDF 34.16

N w w
w o w

RMSE (Orders)

N
o

15 g v
0 10 20 30 40 50

Client Disconnection Rate (%)

Fig. 9. Comparison of Model Robustness under Different
Client Disconnection Rates

3.1.8. Analysis of Inference Attack Protection Capability

Figure 10 compares member-inference and gradient-
inversion attack success under different protections: un-
protected federated learning has 78.46% member-inference
success; DP alone reduces this but the server may still ob-
serve single-node updates; secure aggregation alone hides
updates but doesn't reduce single-record distinguishabil-
ity; combining both further reduces success; SPFed-RDF,
using gradient clipping, DP, secure aggregation, and Top-k
compression together, achieves the lowest success rate un-
der both attack types, showing stronger consumption-data

protection.
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Fig. 10. Comparison of inference attack success rates
under different privacy protection strategies

3.1.9. Model Size and System Efficiency Analysis

Figure 11 compares training time and prediction error
across model sizes: large models slightly reduce RMSE but

increase training time significantly; small models train fast
with low communication cost but can't fully express com-
plex temporal relationships; the medium BiGRU-Attention
model balances error and training time best, so this study
uses it as default — showing model selection in scalable sys-
tems must weigh communication cost and edge computing
power, not just error.
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Fig. 11. Comparison of training time and prediction error
under different model sizes

3.1.10. Visualization of t-SNE Feature Distribution

Figure 12 shows t-SNE demand-representation distribu-
tions: Local-BiGRU's low /medium/high-demand samples
overlap significantly since single-node training struggles
for stable discriminative features; Fed Avg improves class
separation but medium /high-demand samples still overlap
under non-IID data; FedProx improves intra-cluster com-
pactness; SPFed-RDF forms the clearest separation bound-
aries, showing privacy-preserving federated training learns
more discriminative demand representations — consistent
with error results, indicating improvement comes from
representation quality, not just parameter fitting.

3.1.11. Sensitivity Analysis of Gradient Compression Ratio

Figure 13 shows RMSE and communication overhead
across gradient upload ratios: reducing from 100% to 30%
significantly cuts overhead with only slight RMSE increase;
reducing further to 10% minimizes overhead but increases
error significantly, showing excessive compression loses
key gradient information. A Top-k upload ratio of ~30%
best balances performance and communication cost, fur-
ther verifying SPFed-RDF's scalability for large-scale cater-
ing nodes.
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Fig. 12. Comparison of t-SNE feature distributions for
different algorithms
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Fig. 13. Impact of Gradient Upload Ratio on Prediction
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3.2. Security and Scalability Analysis
3.2.1. Data Privacy Protection Analysis

SPFed-RDF protects consumption data at three levels:
at the data level, orders, amounts, preferences, arrival
times, delivery areas, and member behaviors stay local
and never reach a central server; at the gradient level,
clipping bounds single-sample sensitivity and Gaussian
DP noise, accounted via the Rényi-DP composition in Sec-
tion 2.2.4, gives each client a record-level (g, §) guarantee
over the full 100-round training process; at the aggregation
level, pairwise-masked secure aggregation (idealized in
simulation, Section 2.2.4) ensures the server only ever sees
the weighted sum of updates, not any individual store's
update, while the dynamic-aggregation reliability signals
are quantized and separately perturbed before leaving
the client (Section 2.2.3). No raw order identifier, deliv-

ery address, payment amount, membership trajectory, or
dish-preference sequence is transmitted to the aggregation
server.

3.2.2. System Scalability Analysis

SPFed-RDF supports 10-100 restaurant nodes with com-
munication costs controlled via Top-k compression; origi-
nal data stays local, avoiding centralized storage pressure;
dynamic weighted aggregation reduces the impact of ab-
normal or offline nodes; and each node only performs local
training, privacy-update generation, and compressed up-
loading, suiting store edge servers or enterprise private
cloud deployment, with the server-side aggregator in en-
terprise private cloud and store nodes running lightweight
training with scheduled communication windows.

3.2.3. Comprehensive Comparison of Security and Scalability

Table 4 compares security and scalability: centralized train-
ing enables unified modeling but offers weaker privacy;
local training protects privacy but can't leverage cross-store
data value; Fed Avg provides basic federated training but
doesn't address gradient privacy, communication overhead,
or heterogeneity; SPFed-RDF comprehensively combines
dynamic aggregation, differential privacy, secure aggrega-
tion, and compression, showing superior overall privacy,
scalability, and non-IID robustness.

3.3. Discussion

This study shows restaurant demand forecasting must
shift from single-point models to scalable distributed
information-system design. The core issue is not whether a
single model fits historical sales, but how to achieve collab-
orative modeling across stores, platforms, and data own-
ers without leaking raw consumption data. Centralized
training uses more complete data but carries higher pri-
vacy/compliance risk; local training protects data but can't
leverage cross-store patterns; standard federated learning
enables collaboration but still faces non-IID, communica-
tion, and gradient-leakage issues.

SPFed-RDF's advantage lies in unifying predictive mod-
eling, privacy mechanisms, and system scalability: BIGRU-
Attention captures temporal patterns and key demand
drivers; dynamic weighted aggregation adapts to inter-
store data differences; differential privacy and secure aggre-
gation reduce consumer-data leakage risk; and Top-k com-
pression reduces multi-round communication overhead. t-
SNE visualization further shows SPFed-RDF's learned rep-
resentations are more focused and interpretable for restau-
rant management decisions.

Limitations: experimental data is simulation-based on
real operational patterns, requiring future verification with
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Table 4. Comparison of Security and Scalability of Different Methods

Method Original data  Gradient Secure Communication  Non-IID Client
protection privacy  aggregation compression robustness scalability
Intensive training Low Low No No Middle Low
Local training High High No No Low Middle
FedAvg Medium Low No No Low Middle
FedAvg+DP High Medium No No Low Middle
FedProx Medium Low No No Medium Middle
SPFed-RDF High High Yes Yes High High
larger real chain-restaurant data; the privacy budget is ac- References

counted per client via the Rényi-DP composition in Section
2.2.4 but uses a fixed configuration, with adaptive per-
feature allocation and a formally accounted joint budget
across the gradient and reliability channels (Section 2.2.3)
left for future work; secure aggregation is idealized in simu-
lation rather than benchmarked as a concrete cryptographic
implementation, and its computation/communication cost
under an actual pairwise-masking protocol needs sepa-
rate measurement; this study considers honest-but-curious
servers, member inference, and gradient inversion, with
poisoning, backdoor, Byzantine attacks, and an actively
malicious or majority-colluding server left for future con-
sideration; and the current centralized aggregation server
could be enhanced via blockchain auditing or decentral-
ized aggregation. Regulatory validation under jurisdiction-
specific data-protection rules and deployment tests on real
POS, membership, and delivery-platform interfaces remain
necessary before production use.

4. Conclusions

This study proposes SPFed-RDF, a scalable privacy-
preserving federated learning demand prediction frame-
work letting restaurant nodes collaboratively train without
uploading raw consumption data. A BiGRU-Attention
local model captures temporal demand fluctuations and
key drivers; dynamic weighted federated aggregation miti-
gates non-IID bias; and gradient clipping, differential pri-
vacy, secure aggregation, and Top-k compression reduce
privacy leakage and communication costs. Simulations
show SPFed-RDF outperforms traditional, local deep learn-
ing, and standard federated models in RMSE, MAE, MAPE,
communication overhead, and attack protection. Future
work will pursue validation on real multi-city, multi-brand
data, adaptive differential privacy by feature sensitivity,
and robust aggregation with trusted auditing against mali-
cious clients.
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