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The proposed Hybrid IoT framework combines edge and cloud intelligence to enable predictive maintenance
and optimization in smart manufacturing systems. Edge computing supports real-time processing for fast
anomaly detection, while cloud computing provides high computational power for deep analysis, model
training, and long-term decision-making. The framework is adaptable to diverse industrial environments with
varying hardware and communication technologies, ensuring scalability and flexibility. It integrates advanced
AI methods to enhance interpretability and ensure transparent, reliable system decisions. Privacy-preserving
techniques protect sensitive industrial data during transmission and processing. Overall, this hybrid approach
offers a secure, efficient, scalable, and robust solution that improves performance, reliability, and sustainability
in modern smart manufacturing applications.
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1. Introduction

Smart manufacturing integrates automation, robotics, and
IoT technologies [1]. These smart factories are highly in-
terconnected and rely on sensors and intelligent devices
to continuously monitor, control, and optimize industrial
operations in real time [2]. IoT SaaS diagnostics enable real-
time monitoring and failure prediction [3]. IoT diagnostic
systems face challenges in accurate early fault detection
[4]. Latency, bandwidth limits, and packet loss reduce pre-
diction accuracy in cloud-based remote data transmission
systems [5]. Although both edge computing and cloud
computing offer advantages for industrial diagnostics, they
are typically applied separately [6]. Existing IoT, edge-
only, and cloud methods suffer latency, poor scalability,
and weak real-time response, requiring hybrid edge–cloud
solutions for faster anomaly detection.

2. Materials and methods

Noor-A-Rahim et al. [7] developed IIoT frameworks for
smart manufacturing, analyzing relationships, require-
ments, capabilities, and infrastructure across IoT layers.
Similarly, Lee [8] CROPN-based IoT improves reliability,
flexibility, fault diagnosis, and CPS performance. In an-
other direction. Ryalat et al. [9] further proposed a smart
CPS framework integrating IoT, CPS, and digital technolo-
gies to support smart factory development.

Kaid et al. [10] proposed a DT-driven intelligent manu-
facturing system (DT-IMS) for smart shop floors, utilizing
high-fidelity multi-dimensional DT models for real-time
simulation, planning. Sun et al. [11] analyzed Industry
4.0 analyzed using fuzzy DEMATEL and TOPSIS methods.
Abdullah et al. [12] proposed a security framework for IoT-
enabled network-based manufacturing systems (NBMS).
Hammad et al. [13] highlight limited research on domain-
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specific IoT integration in industries. Li et al. [14] empha-
sized that their reliability method faces implementation
challenges due to diverse industrial configurations. Digital
twin-based approaches also face major barriers.

Dataset [15] containing IoT sensor data (temperature,
vibration, power) and network metrics. Temporal consis-
tency across heterogeneous IoT sensors was ensured using
gateway-level timestamping synchronized through NTP.
Sensor data resampled to 100 ms window using buffering
to ensure temporal alignment, drift correction, and syn-
chronized operational readings as shown in Fig. 1.

Fig. 1. Research Flow of IoT-Driven Diagnostic
Framework.

Dataset: Intelligent Manufacturing Dataset [15] Dataset
has 100,000 samples labeled High, Medium, Low for train-
ing. The dataset exhibits an uneven distribution, with High
is majority, Medium middle, Low minority; imbalance han-
dled using stratified sampling and class weights to improve
fault detection recall.

Cleaning: Remove missing values via mean imputation
or deletion for performance. Table 1 presents a compar-
ative analysis was conducted between mean imputation.
Mean imputation preserved dataset size and consistency,
accuracy (98.07%) ensures stability over sample removal
(96.82%).

Normalization (Min–Max Scaling):
Min–Max normalization scales sensor features uni-

formly, preventing dominance, Eq. (1)

Xnorm =
X − Xmin

Xmax − Xmin
(1)

where Min-Max scaling normalizes features, ensuring bal-
anced model performance. Min-Max normalization was

selected to preserve the original operating range of indus-
trial sensor readings, Min-Max scaling preserves feature
relationships for accurate anomaly detection.

Label mapping converts efficiency into Normal, De-
graded, Fault states. A Butterworth lowpass filter (cutoff:
50 Hz ) suppressed electrical noise, a moving average filter
(window: 5 samples) smoothed transient fluctuations, and
Z-score thresholding ( ±3σ ) removed spike artifacts, with
linear interpolation preserving temporal continuity.

Data preprocessing and feature engineering were orga-
nized into a clear series of steps for better reproducibility.
Data cleaned, normalized, filtered, smoothed; RMS, kurto-
sis, spectral energy extracted via FFT.

Feature Extraction:

Feature extraction computes mean, RMS improving ac-
curacy and model performance. Spectral energy was cal-
culated using a Hamming window (256-sample length)
with 50% overlap ensures resolution; Hamming window
reduces leakage and detects transients.

Feature Selection:

Feature selection removes irrelevant features using cor-
relation and variance filtering, improving model perfor-
mance and reducing redundancy.

Output:

Normalized features enable edge–cloud integration, re-
ducing latency in fault detection. Fig. 2 shows IoT integrat-
ing sensors, actuators, cloud, and communication technolo-
gies.

Fig. 2. Components of IoT in Smart Manufacturing.

Edge 1D CNN enables real-time anomaly detection
from sensor data. The hybrid framework integrates edge
anomaly detection with cloud temporal analysis, enabling
efficient data fusion and accurate real-time decisions. 1D
CNN extracts sensor features using convolution, pooling,
normalization for real-time anomaly detection. Anomaly
score ( At) is evaluated against threshold (T), where scores
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Table 1. Impact of Missing Data Handling Approaches.

Method Samples Retained (%) Accuracy Precision Observations

Mean Imputation 100% 98.07% 98.09% Preserves full dataset; consistent
statistical distribution

Sample Removal 87% 96.82% 96.40% Data loss leads to reduced
statistical stability

above indicate anomalies and below indicate normal con-
ditions, enabling fast, reliable edge-level fault detection.
Fig. 3 shows 1D ConvNet with convolution, pooling, batch
normalization, and fully connected classification layers.
The 1D CNN uses two convolutional layers (32 and 64 fil-
ters, kernel size 3, stride 1) with ReLU, max-pooling, batch
normalization, and a 128-neuron fully connected layer pro-
ducing sigmoid-based anomaly scores.

The 1D CNN model is trained using the Adam opti-
mizer with learning rate 0.001 and batch size 32 for stable
convergence. Early stopping prevents overfitting, improv-
ing robustness in anomaly detection.

Fig. 3. 1D-CNN Architecture.

Fig. 4 shows IoT edge deployment, analysis, optimiza-
tion, secure management.

Fig. 4. Steps to enable IoT- Edge computing in
Manufacturing.

Pseudocode 1: Edge-Based Anomaly Detection using
1D CNN

# Pseudocode for Edge-Based Anomaly Detection
using 1D CNN

# Step 1: Initialize and load pre-trained CNN model

Initialize 1D_CNN_Model()
# Step 2: Collect real-time sensor data (e.g., tempera-

ture, vibration, power)
while True:

sensor_data = Collect_Sensor_Data() # Get data
from IoT sensors

if sensor_data is not valid:
continue # Skip invalid data

# Step 3: Preprocess the sensor data (e.g., normaliza-
tion, feature extraction)

preprocessed_data = Preprocess_Data(sensor_data)
# Step 4: Use the 1D CNN to detect anomalies
anomaly_score = 1D_CNN_Model.predict (prepro-

cessed_data)
# Step 5: If anomaly score is above a threshold, mark

as anomaly
if anomaly_score > ANOMALY_THRESHOLD:

Trigger_Anomaly_Alert(anomaly_score)
# Step 6: Send the anomaly score and result to the

cloud for further analysis
Send_To_Cloud(anomaly_score)
# Step 7: Wait for the next data collection cycle

wait(0.1) # Delay between sensor data collection (e.g.,
100 ms)

LSTM-Attention outputs classification scores (Ct) across
three efficiency states, where the highest probability assigns
High, Medium, Low labels convert temporal patterns into
categories. Fig. 5 shows LSTM gates managing memory for
time-dependent cloud data.

Fig. 5. LSTM Architecture.
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An additive attention mechanism was incorporated in
the Cloud layer improves temporal dependency capture
in LSTM outputs using attention scores, Softmax enables
classification. It uses a weighted fusion method combining
edge Anomaly Score ( At ) and cloud Classification Score (
Ct ), Eq. (2).

F = αAt + (1 − α)Ct (2)

Where α is weight factor based on latency and packet
loss; At is edge anomaly score; Ct is cloud classification
score. The weighting factor α is dynamically updated
based on current network latency and packet loss. Higher
delay increases α favoring At; stability emphasizes Ct.
Output:
Hybrid architecture ensures fault-tolerant real-time
anomaly detection and cloud classification.
Pseudocode 2: Cloud-Based Classification using LSTM-
Attention
# Pseudocode for Cloud-Based Fault Classification using
LSTM-Attention
# Step 1: Initialize LSTM model with Attention mechanism
Initialize LSTM_Model()
Initialize Attention_Mechanism()
# Step 2: Collect anomaly scores from edge (sent by IoT
edge devices)
while True:

anomaly_scores = Receive_Anomaly_Scores_From_Edge()
# Get anomaly data from edge
# Step 3: Preprocess the anomaly scores (e.g., normaliza-

tion, sequence formatting)
sequence_data = Format_Sequence_Data(anomaly_scores)
# Step 4: Use LSTM to analyze temporal data for efficiency

classification
lstm_output = LSTM_Model.predict(sequence_data)
# Step 5: Apply Attention mechanism to focus on relevant

parts of the data
attention_output = Attention_Mechanism(lstm_output)
# Step 6: Classify the system’s efficiency status based on

the output
efficiency_status = Classify_Efficiency(attention_output)
# Step 7: Send the classification result back to the edge or

user interface
Send_Classification_Result(efficiency_status)
# Step 8: Wait for the next batch of data
wait(1) # Delay before processing the next sequence

Fig. 6 shows sustainability, energy efficiency, renew-
ables, eco-friendly materials.

The Raspberry Pi 4 has limitations in CPU speed, mem-
ory, and power, so TensorFlow Lite and a lightweight 1D

Fig. 6. Components of Smart Manufacturing.

CNN were used to reduce computation time and maintain
real-time anomaly detection performance. Cloud uses Intel
i7, Ubuntu; MQTT supports edge–cloud communication;
Python, TensorFlow, NumPy, Pandas handle training, data
tasks. Data Split: 70% training, 15% validation, 15% testing
for model evaluation.

Output:
Environment for training, validation, testing, and realis-

tic diagnostic evaluation.
Evaluation Metrics:

• Accuracy: Given in Eq. (3)

Accuracy =
True Positives + True Negatives

Total Samples
(3)

• Precision: Given in Eq. (4)

Precision =
True Positives

True Positives + False Positives
(4)

• Recall: Given in Eq. (5)

Recall =
True Positives

True Positives + False Negatives
(5)

• F1-Score: The harmonic means of precision and recall.
Given in Eq. (6)

F1-Score = 2 × Precision × Recall
Precision + Recall

(6)

3. Results and discussion

The hybrid model (0.9807) outperforms the Edge CNN
(0.9784) and the Cloud LSTM (0.9732), demonstrating effi-
ciency, as shown in Fig. 7.

Hybrid fusion model outperforms edge and cloud mod-
els in accuracy, as shown in Fig. 8.

Class imbalance causes accuracy to overestimate perfor-
mance; precision and recall reveal errors, while F1 score
effectively balances both metrics in imbalanced datasets.
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Fig. 7. Energy Consumption.

Fig. 8. Model Performance Comparison.

Fig. 9. Network Latency Comparison.

Fig. 9 shows hybrid model reduces latency in smart
manufacturing systems. Fig. 10 exhibits the latencies from
50 samples and how effective the hybrid approach.

Fig. 11 shows Hybrid Fusion Model performance with
balanced precision F1-score metrics.

Fig. 10. Latency Distribution.

Fig. 11. Fusion Model Radar Performance.

Fig. 12 shows model α = 0.5 due to balanced edge-cloud
contributions.

Fig. 12. alphaα vs Model Accuracy.
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Table 2. Performance Comparison.

Metric
Proposed Hybrid

IoT-Embedded Diagnostic
Framework

Yu et al. [4]

Accuracy 98.07% 93.5%
Precision 98.09% 91.2%

Recall 98.07% 90.5%
F1 Score 98.07% 91.0%

Latency Lower than Cloud-only
model by 34%

High (dependent
on cloud)

Energy Consumption 29% reduction compared
to Cloud-only model

N/A (Cloud-only
model)

Scalability Highly scalable due
to hybrid design

Limited scalability
(cloud-only)

Real-Time Fault Detection
Real-time anomaly

detection at the edge
with cloud support

Delayed due to
cloud reliance

Deployment Complexity
Medium (requires

integration between
edge and cloud)

High (relies
solely on cloud
infrastructure)

Table 3. Experimental Setup and Benchmarking Parameters.

Parameter Description
Edge Device Raspberry Pi 4 (4 GB RAM) with TensorFlow Lite

Cloud System Intel i7 processor, 16 GB RAM, Ubuntu 22.04
Dataset Intelligent Manufacturing Dataset

Models Compared Hybrid (1D CNN + LSTM-Attention) vs Cloud-only (LSTM)
Data Split 70% Training, 15% Validation, 15% Testing

Latency Calculation Transmission time (edge to cloud) + processing time
Energy Calculation Power consumption × operational time

Network Setup Simulated latency and packet loss conditions
Evaluation Metrics Accuracy, Precision, Recall, F1 Score, Latency, Energy

Fig. 13 ROC curve shows TPR versus FPR, state classifi-
cation performance.

Fig. 13. Receiver Operating Characteristic (ROC) Curve.

Hybrid fusion model shows strong performance with
minimal misclassification as shown in Fig. 14.

Hybrid IoT improves accuracy, reduces errors, and Yu

Fig. 14. Receiver Operating Characteristic (ROC) Curve.

et al. [4], shown in Table 2.

The hybrid IoT framework achieves 98.07% accuracy,
98.09% precision, 98.07% recall, 29% energy saving, and
34% latency reduction.

Table 3 presents the experimental setup and benchmark-
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ing parameters used to the proposed hybrid framework
evaluated fairly against cloud-only model using standard-
ized latency and energy metrics.

4. conclusion

Hybrid IoT improves scalability, real-time fault detection,
energy efficiency, achieving 98% accuracy, precision, recall,
reducing energy 29%, latency 34%, enabling sustainability,
fast responses, future Digital Twin integration.
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