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Cross-silo federated learning (FL) enables collaborative model training among various organizations (e.g., fi-
nancial or medical). It operates by aggregating local gradient updates contributed by participating clients,
all the while safeguarding the privacy of sensitive data. Industrial FL frameworks employ additively homo-
morphic encryption (HE) to ensure that local gradient updates are masked during aggregation, guaranteeing
no update is revealed. However, this measure has resulted in significant computational and communication
overhead. Encryption and decryption operations have occupied the majority of the training time. In addition,
the bit length of ciphertext is two orders of magnitude larger than that of plaintext, inflating the data transfer
amount. In this paper, we present a new gradient sparsification method, SparseBatch. By designing a new
general gradient correction method and using Lion optimizer’s gradient quantization method, SparseBatch
combines gradient sparsification and quantization. Experimental results show that compared with BatchCrypt,
SparseBatch reduces the computation and communication overhead by 5x, and the accuracy reduction is less
than 1
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1. Introduction

The development of big data is driving the continuous
advancement of artificial intelligence. Data serves as the
foundation for model training in the field of artificial in-
telligence. Traditional machine learning mostly employs
centralized methods for training machine learning models,
which requires consolidating the training data on the server
side. However, the issue of isolated data severely limits the
scalability of traditional solutions across various scenarios.
Although modern organizations possess abundant data,
sharing data directly between them is challenging and may
also be constrained by issues such as privacy and security
[1-3].

Federated learning [4, 5] offers a novel training ap-

proach to effectively address the iso-lated data problem.
It enables personalized model training without the need
for users to upload their data, by exchanging and aggre-
gating model parameters from different users to complete
the overall training task. This also circumvents direct pri-
vacy breaches. However, federated learning still does not
provide complete privacy protection for user information.
While exchanging model parameters instead of directly ex-
changing private data reduces the risk, there still remains a
potential for attackers to infer private data.

Various methods have been proposed to prevent clients
from leaking updates during aggregation [6-10]. Among
these, additively homomorphic encryption (HE), partic-
ularly Paillier [11], has gained attention in cross-silo FL
due to its strong privacy protection without compromising
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learning accuracy. HE enables direct gradient aggregation
on ciphertexts, eliminating the need for decryption. It has
been widely adopted in cross-silo FL applications [12-16]
and can seamlessly integrate into existing FL frameworks,
enhancing the parameter server architecture. Before train-
ing, clients synchronize an HE key pair. During training,
clients encrypt their gradient updates using the public key
and upload ciphertexts to the central server. The server
aggregates encrypted gradients and distributes the result.
Clients decrypt the gradients with their private keys, up-
date local models, ensuring that only encrypted updates
are transmitted, preventing information leakage during
aggregation.

While Homomorphic Encryption (HE) offers robust pri-
vacy assurances for cross-silo Federated Learning (FL), it
involves complex cryptographic operations like modular
multiplications and exponentiations, which are computa-
tionally intensive. Our evaluation of the test platform re-
veals that over 80% of the training iteration time is con-
sumed by encryption and decryption processes. Moreover,
encryption results in significantly larger ciphertexts, lead-
ing to a more than 150 increase in data transfer compared
to plaintext. The substantial overhead of HE in encryption
and communication poses a significant barrier to enabling
cross-silo FL. Many FL applications cannot afford such
costs.

By reducing the amount of ciphertext that needs to be
transmitted, significant reductions in computational and
communication overhead can be achieved. Many work
have been devoted to studying this aspect, such as gradient
sparsification, pruning, knowledge distillation and others.
In this paper, we tackle the encryption and communication
bottlenecks created by HE with an algorithm combining
gradient sparsification and batching, named as SparseBatch.
We use the Lion optimizer to achieve low-error gradient
quantization, propose a generally applicable gradient spar-
sification method that meets scalability requirements, and
effectively integrate the high-compression Lion gradient
quantization with gradient sparsification. Furthermore, we
introduce a gradient sparsification mask negotiation mech-
anism tailored to HE, as well as a batch processing method
for 1-bit gradients under homomorphic encryption.

To evaluate our method’s efficacy, we incorporated
SparseBatch into FATE, a federated learning framework.
We use three representative machine learning applications
as benchmarks: a three-layer fully connected neural net-
work FCNN trained on the FMNIST dataset, an AlexNet
network trained on the CIFAR10 dataset, and an LSTM
model trained on the Reuters dataset, covering both com-
puter vision (CV) and natural language processing (NLP)

tasks.
The main contributions of this paper are summarized
as follows:

1. We have designed a batch sparsification algorithm
called SparseBatch to reduce the computational and
communication overhead of additively homomorphic
encryption. First, we use the Lion optimizer to quan-
tize the gradients to 1 bit, and then perform gradient
sparsification.

2. We analyze the requirements of homomorphic encryp-
tion algorithms for the transmission mechanism, pro-
pose a negotiation-based secondary aggregation gra-
dient sparsification mechanism, and develop a com-
prehensive batch processing technique for quantized
gradients.

3. Experimental results of CV and NLP tasks indicate 5x
reduction in computation overhead and communica-
tion overhead compared to BatchCrypt. Meanwhile
the accuracy reduction is less than 1%.

2. Backgroud research

In this section, we emphasize strict privacy requirements
proposed by cross-silo federated learning. We investigate
technologies to meet these needs.

2.1. Cross-Silo Federated Learning

Federated learning is a rising machine learning approach
that allows numerous participants to collaboratively train a
model without centrally sharing raw data. The fundamen-
tal concept of this approach is to safeguard data privacy
while enabling data distributed across various locations
to partake in model training, thereby tackling several pri-
vacy and data ownership issues intrinsic to conventional
machine learning methods.

In federated learning, two common application scenar-
ios are prevalent: cross-device federated learning and cross-
silo federated learning. Cross-device federated learning is
fitting for environments hosting numerous mobile or IoT
devices, often characterized by limited computational ca-
pabilities and unreliable network connections. Conversely,
cross-silo federated learning finds greater relevance in situ-
ations where a handful of entities have deinstitutions. In
such cases, cross-silo federated learning allows these enti-
ties to collectively train a model without the necessity of
sharing sensitive data.

This paper will concentrate on cross-silo federated learn-
ing. Compared to cross-device federated learning, cross-
silo federated learning encounters more stringent require-
ments concerning privacy and performance.
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2.2. Privacy Solutions in Federated Learning

Many strategies have been proposed to protect the pri-
vacy of clients participating in federated learning. We will
briefly examine these solutions and assess their suitability
for cross-silo federated learning (FL).

2.2.1. Differential Privacy (DP)

Differential Privacy (DP) adds calibrated noise to protect
individual privacy in data analysis. In federated learning,
DP might expose gradients to the central server during ag-
gregation, compromising privacy. While suitable for some
applications, it may not meet the high privacy demands of
cross-silo FL.

2.2.2. Secure Multi-Party Computation (MPC)

Secure Multi-Party Computation (MPC) allows multiple
parties to collaboratively execute a function using their
private inputs without revealing individual input. MPC
employs cryptographic protocols to ensure each party only
sees the computation’s output, maintaining input privacy.
However, implementing MPC in cross-silo federated learn-
ing is challenging. Developers need to design machine
learning algorithms and distribute computations among
parties while balancing privacy and performance.

2.2.3. Secure Aggregation

Secure aggregation merges client updates in federated
learning while preserving privacy by encrypting updates
before transmission. However, it faces challenges in cross-
silo FL. It allows the server to observe aggregated gradients,
risking model privacy. Also, clients need to synchronize
secret keys and masks, impacting training synchronicity.

2.2.4. Homomorphic Encryption (HE)

Homomorphic Encryption (HE) is a notable advancement
in privacy-preserving methods, enabling operations like
addition to be conducted directly on encrypted data, elimi-
nating the need for decryption. Recent research highlights
the effectiveness of additively homomorphic encryption,
such as the commonly used Paillier scheme, as a vital tool
for ensuring privacy in cross-silo federated learning (FL).
In this strategy, each client encrypts its local updates before
sending them to the server for aggregation. The aggregated
result is then returned to clients for decryption. HE main-
tains learning accuracy without additional noise during
encryption/decryption, and seamlessly integrating into ex-
isting learning systems without extensive modifications.
However, HE introduces significant computational and
communication overhead, requiring careful consideration
in practical implementations.

In additively homomorphic encryption schemes like
Paillier, both encryption and decryption are computation-
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Fig. 1. The architecture of cross-silo FL system using HE.

ally intensive. Besides encryption results in large cipher-
texts, leading to considerable communication overhead
during data transfer. The ciphertext size is determined by
the key size. The minimum secure key size for Paillier is
often 2048 bits, while a gradient typically occupies only 32
bits. This means that after encryption, the ciphertext size
increases by 64 x.

2.3. Cross-Silo FL Platform with HE

Fig. 1 illustrates a typical cross-silo federated learning sys-
tem, where Homomorphic Encryption is utilized as a plug-
gable module on the clients. The aggregator, acting as the
server, coordinates clients and aggregates their encrypted
gradients. Assuming an honest-but-curious threat model,
communications between clients and the aggregator are
safeguarded by cryptographic protocols. Before training,
the aggregator randomly selects a client leader who gen-
erates an HE key pair and syncs it with other clients. The
leader also initializes the ML model and distributes weights
to all clients. During training, clients compute local gradi-
ent updates, encrypt them with the public key, and send
results to the aggregator. After receiving updates from all
clients, the aggregator aggregates and distributes results to
all clients. Clients decrypt aggregated gradients to update
their local models.

3. Related work

3.1. BatchCrypt

BatchCrypt [17] is a batching algorithm designed to reduce
the computational and communication overhead caused by
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additively homomorphic encryption. First, it truncates 32-
bit floating-point gradients to the range of [—«, +a]. Then,
it quantizes each gradient into a r-bit integer. Every batch-
size integers are concatenated into a single long integer(a
batch). This batch is then encrypted in one go, significantly
reducing the number of encryption operations required.
Reviewing the current quantization methods, let’s as-
sume we have gradients g € [—1,1] that need to be quan-
tized into 8 -bit unsigned integers. The quantization func-
tion Q(+) and the de-quantization function Q~!(-) are de-

fined as follows:

Q(g) = |255. 8 min

max — min
. @
max — min

-1 _ . .mi

Let [-] denotes the standard rounding function. g, is the
sum of n quantized gradients.

To adapt to additively homomorphic encryption,
BatchCrypt proposes new requirements for quantization
rules:

1. Signed quantization: Gradients are quantized into
signed integers, so that positive and negative values
cancel each other out, helping to address overflow
issues.

2. Quantization interval symmetric about the origin: To
ensure that opposite sign numbers can cancel cor-
rectly. Otherwise, for example, if [—1,1] is quantized
to [—128,127], then (—1+1)— > (—128 +127) = —1,
which results in an error.

3. Uniform quantization. This property makes it suitable
for additive homomorphism. In BatchCrypt, the quan-
tization method for gradients ¢ € [—a, ] is roughly
described as mapping [—«,0] to [— (2" —1),0] and
mapping [0,«] to [0, (2" — 1)]. In Fig. 2(a), gradients
are quantized into 8-bit integers, while in Fig. 2(b),
gradients are quantized into 7-bit integers, utilizing 2
sign bits with two padding bits to distinguish positive
and negative overflow. In Fig. 2(b), assuming that each
batch concatenates 50 gradients, the total bit number
of a batch is 550 bits. Encrypting this batch would
reduce the number of encryption operations by 50x.

According to [17], BatchCrypt achieves 23 x —93x
training speedup while reducing the communication
overhead by 66 x —101x. The accuracy loss due to
quantization errors is less than 1%.
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Fig. 2. An illustration of a generic quantization scheme
and BatchCrypt.

3.2. Gradient Compression
3.2.1. Gradient Quantization

Existing works use gradient compression techniques to
reduce network traffic in distributed training [18-20]. Typi-
cally, the parameters in models are floating-point numbers.
Assuming using 32-bit floating-point numbers, after gradi-
ent quantization, parameters can be represented by fewer
bits.

Seide et al. proposed 1-bit SGD [21], which quantizes
model parameters to 1 bit by only retaining the sign of gra-
dients. To ensure model accuracy, researchers accumulate
quantization errors for each batch of data in every train-
ing iteration. Experimental results show that such an ag-
gressive quantization strategy, when combined with Ada-
Grad[22], actually benefits the improvement of model ac-
curacy. Inspired by this, Alistarh et al. proposed QSGD[23].
Unlike previous heuristic algorithms that only quantize
gradients exchanged between nodes and do not fully guar-
antee convergence efficiency, QSGD allows users to dynam-
ically adjust the number of bits sent per iteration by balanc-
ing communication bandwidth and convergence time, and

it provides convergence guarantees.

When applied to training deep neural networks for tasks
such as image classification and automatic speech recog-
nition, QSGD can significantly reduce end-to-end training
time. Meanwhile, Wen et al. proposed TernGrad[24], which
utilizes ternary gradients to accelerate data parallelism. T
TernGrad only requires three values (—1,0, 1), significantly
reducing communication time. By assuming bounded gra-
dients, TernGrad has been mathematically proven to be
effective. Experimentally, when TernGrad is applied to
AlexNet, it does not incur any precision loss and can even

improve precision.

However, even with only 1-bit representation for each
parameter, the compression level of gradient quantization
is still 10 times, as gradient quantization requires every
parameter to participate in transmission.
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3.2.2. Gradient Sparsiflcation

Unlike gradient quantization, which uses low-bit values to
replace floating-point parameters in the original network
to achieve compression and acceleration effects, gradient
sparsification is similar to pruning techniques in model
compression. By selecting parameters through all param-
eters, only a portion of parameters is transmitted in each
parameter synchronization round for acceleration. Unlike
directly deactivating parameters after pruning in model
compression, gradient sparsification generally does not dis-
card parameters that have not passed the selection. The
gradients corresponding to these parameters will accumu-
late locally and participate in the next round of reselection.
Through this accumulation and non-discarding approach,
the sparsification level of parameters can be extremely high.

The basic method of gradient sparsity was first proposed
by Aji and Heafield[25]. They observed that gradient up-
dates tend to be positively biased and most of them are
close to zero. Therefore, they introduced gradient sparsity,
keeping 99% of gradient updates local, thereby reducing
communication volume by 50 times with the help of coordi-
nate value encoding. However, the compression ratio did
not reach the corresponding compression ratio of 99% due
to the need for additional bandwidth to represent uploaded
and non-uploaded parameter positions. Strom [26] initially
used a constant threshold, allowing only gradients larger
than a predefined threshold to be uploaded during each
training iteration interval.

Through this method, communication volume can be
reduced by three orders of magnitude. At this point, the
superiority of gradient sparsity over gradient quantization
has been demonstrated. To overcome the difficulty of deter-
mining a constant threshold, Dryden et al. [27] introduced
an adaptive gradient sparsity method using a fixed ratio
automatically. Experimental comparisons were made with
MPI-Allreduce, and the results showed that the adaptive
quantization method proposed in the study performed as
well as or better than MPI-Allreduce across multiple mod-
els without sacrificing accuracy. It is worth noting that
this method achieved close to linear acceleration in data
parallel training.

Chia-Yu et al. proposed an adaptive threshold method
called AdaComp[28], based on local activity, which in-
volves local selection of residual gradients and automatic
adjustment of compression ratios based on local activity.
Using this method, fully connected layers can be com-
pressed by 200 times, and convolutional layers by 40 times,
while maintaining model accuracy. Lin et al. introduced
the DGC[29]method, achieving a compression ratio of 600
times for the entire model, with only 1% of gradients re-

tained. DGC utilizes four methods on the optimizer mSGD:
momentum correction, local gradient clipping, momentum
factor masking, and preheating strategy, to significantly
reduce communication bandwidth without sacrificing ac-
curacy. Unlike simple pruning, Wangni et al. [30] proposed
random deletion of model parameters according to coor-
dinates. To compensate for the deleted parameters, the
remaining coordinates are appropriately amplified to en-
sure unbiased gradients.

4. Sparsebatch

This section describes the gradient compression algorithm
SparseBatch, which is suitable for federated learning sce-
narios using semi-homomorphic encryption. Firstly, the
Lion[31] optimizer is used to quantize the gradients. Then,
a general gradient correction method is designed, along
with a gradient sparsification strategy based on a negoti-
ated global mask. The integration of gradient quantization
and sparsification has been achieved, resulting in good
performance.

4.1. Problem Definition

Consider a Federated Learning (FL) framework comprising
a central server and a set of N clients. Each client possesses
a specific amount of training data and can communicate
with the server. The aim of FL is to acquire a global model
without transmitting the training data to the server. This
task typically involves solving the subsequent optimization
problem in a distributed manner:

e D) 2 LN f D,
;gﬁ?df(xlp) - l;fz (x;D;) )

where x € R? is the model vector to be learned,
fi(x;D;) = nl, 2]'.”' 1 f,] (x; Di,j) is the loss function held

by the i-th user, fi] (x; Di,]‘> represents the loss function
corresponding to the j-th data sample(or j-th mini-batch
dataset) at the i-th client, D; denotes the dataset stored at
the i-th client. We aim to minimize the loss while reducing

the communication overhead.

4.2. Design of SparseBatch

4.2.1. Quantize gradients with Lion optimizer

Firstly, gradient quantization is implemented from the per-
spective of the optimizer, using the Lion optimizer. Its
update formulas are shown in Egs. (2) to (5). Here, 81 and
B2 and are the corresponding optimizer hyperparameters.
Equation 4.2 calculates the signbased gradient from the gra-
dients g; and old momentum m;_; based on the moving
average coefficient B1. Eq. (4) uses this gradient to update
the model weights 6. Eq. (5) calculates the new momentum
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m; from the gradients g; and old momentum ;1 based
on the moving average coefficient.

up = sign (Brmy_q + (1 — 1) &) 3)
O = 01 — 1y 4
my = Bomy_1 4 (1 — B2) &t )

The Lion optimizer uses the sign function to output a
sign value instead of a floatingpoint number as the gradient.
Using the Lion optimizer can reduce the impact of errors
in the gradient quantization process.

4.2.2. General gradient correction method

However, using the Lion optimizer to output quantized
gradients presents challenges to the extensibility of existing
gradient sparsification methods. Current implementations
of gradient sparsification do not support the use of differ-
ent optimizers. This paper proposes a general gradient
correction method.

First, we restate the basic model for an optimizer that
updates parameters using a moving average approach:

up = f(nV, Vi) (6)

Vi =g (u, Vim1) = G(nV, Vieq) 7)

Let V be the original gradient, V be the cached param-
eter vector used by the optimizer, f be the function repre-
senting the process of the optimizer converting the original
gradient to the output gradient, and g be the function rep-
resenting the process of the optimizer updating parameters
using the moving average approach. A series of Boolean
matrices Mask are used to indicate whether the gradients
at corresponding positions pass the threshold filter.

Next, we describe the updates made to various param-
eters of the model and optimizer when sparsification is
directly applied to distributed training. Let r be the local
gradient accumulation, and u be the sparsified gradient as
a result of the filtering process.

Loy = Tht—1+ 1Vt ®)
Lep = Tht—1+ Vit )
Vk,t =G (rk,t . Mask, Vk,tfl) (10)

Tkt = Tt - (- Mask ) (11)

This sparsification leads to gradient bias after T itera-

tions of accumulation.

Uk t+T =

f (’7 (Vi + Viesroa + -+ + Vi) , G0 (Vk,t))
(12)
We use a new correction form to replace the gradient
when the sparsification algorithm is not applied.

Upt+T =
F (1 (Viggr + Vigggr—1+ - + Vi) (13)
G (7 (Viter + Vigear—1+ -+ Vieri1) , Vi)

This paper approximates this result by changing the po-
sition of gradient filtering masks in the original algorithm
flow, resulting in the following parameter update process.

Tkt = Tkt—1 TN Vit (14)

uge = f (Tt Vir—1) - Mask (15)

Vk,t =G (rk,t,Vk,t—l) . Mask + Vk,t—l . (_‘ Mask) (16)

rk/t = T‘k’t . (_‘ Mask ) (17)

In summary, this paper proposes a general gradient spar-
sification method that overcomes the traditional limitations
of gradient sparsification concerning the optimizer. This
method can be well integrated with the Lion optimizer. The
pseudocode is presented in Algorithm 1

The steps of algorithm 1 are as follows:

Gradient Accumulation

Add the locally computed gradient of this round to the
accumulated gradient.

Mask Generation

Inline 9, perform threshold filtering on the accumulated
gradient values based on equation 4.2, excluding the sign
step, to obtain the mask.

Gradient Filtering

In line 10, use masks to filter Lion’s output gradients
from equation 4.2.

Optimizer Parameter Update

In line 11, apply equation 4.4 to update the momen-
tum. The momentum for unselected gradients remains
unchanged.

Reset Accumulated Gradient

Set the accumulated gradient for the selected gradients
to zero.
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4.2.3. Gradient Sparsiflcation based on negotiated global mask

To enhance privacy protection, the transmission of sparse
gradients does not include gradient coordinates. A single
gradient aggregation consists of two rounds of communi-

cation.

Algorithm 1. Gradient Sparsification with Lion on woker k

Input: Dataset X, initial parameters 6y, parameters of Lion
optimizer B1, B2;
1 1, < 0;
20 U < 0;
3 my + {0,...};
4: fori=1,2,...do
5: Sample data x from X;
6 Vi < Backward (x, 6;);
7o T Tep1+ Vi
8 for each m(/) do
9 Mask ¢ threshold (ﬁlmkt (- )rkt)
(7) (

10: ug; < sign (ﬁlmkt 1—|—(1—,31)rk{t)) ©® Mask

11 m,(jt) (ﬁ mkt +(1-B t) ® Mask +
m,((]z 1 © — Mask

12: rl<<]t> — r( ) ® — Mask

13: u < All reduce uy 4;
14: 0141 < SGD (61, u);

In the first round, all worker nodes aggregate their
masks, negotiating the result by taking the union of each
worker node’s masks as the global mask. In the second
round, the global mask is used to filter the gradients.

Gradients are first grouped, with each group contain-
ing m gradients. One group mask corresponds to these m
gradients. Using Top-k to filter gradients, if any gradient
within these m gradients is selected, the entire group is
selected, making the group mask 1. The server computes
the union of all client group masks.

4.2.4. SparseBatch

Now, we summarize the SparseBatch gradient sparsifi-
cation algorithm based on the Lion optimizer, which is
adapted for additive homomorphic encryption. The final
pseudocode is shown in Algorithm 2:

Here’s the detailed description of Algorithm 2:

Initialization

Each worker node initializes the local model and mo-
mentum parameters, with the initial optimizer parameters
set to zero. The local sparsity rate is consistent across all
worker nodes.

Generate Local Gradients and Masks

At the beginning of each iteration, the worker nodes
train the local model using sampled data from their local
datasets to obtain the local gradients, which are then added
to the accumulated gradient. Subsequently, the accumu-
lated gradient is used as the input gradient, and the base-
line gradient is calculated based on the Lion optimizer’s
formula. In line 10, the mask is computed according to the
local sparsity rate.

Mask Aggregation and Sparsity Rate Update

Compress the local masks at a preset ratio, aggregate
the masks from all worker nodes, and obtain the union
of the masks. In lines 15-19, calculate the actual sparsity
rate corresponding to this union, and make slight negative
feedback adjustments to the local sparsity rate based on the
deviation from the target sparsity rate.

Parameter Update Based on Mask

Use the accumulated gradient as the input gradient, cal-
culate the optimizer’s output gradient, and filter it using
the mask. The filtered result is the final gradient output by
the worker nodes. Calculate the optimizer’s parameter up-
dates and filter them using the mask. Apply the parameter
updates given by the optimizer to the filtered parts, and re-
tain the original optimizer parameters for the masked parts.
Clear the accumulated gradients that passed the mask filter,
resetting them to zero.

Gradient Aggregation and Model Update

Each worker node uploads its gradient, obtains the
weighted sum result as the actual gradient, and updates
their local model accordingly.

5. Evaluation

In this paper, we deploy the SparseBatch prototype on a
server in a distributed environment for experimentation.
We test the computational and communication overhead of
SparseBatch on multiple models and datasets, and compare
it with BatchCrypt and plaintext learning to evaluate the
extent of overhead optimization achieved by SparseBatch
and the impact of gradient compression on model accuracy.

5.1. Setting

The experiment involves 6 clients, distributed across two
machines in a data center, each equipped with an 11th
Gen Intel Core i7-11700KF CPU. Due to the low overhead
of the aggregation operations performed by the server, a
standard PC configuration is used for this task. During the
experiment, the server connects to the client network via
a wide area network (WAN) and is forwarded through a
VPN, with actual up and down bandwidths both below
50Mbps. All algorithms are implemented in Python using
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Algorithm 2. SparseBatch on worker k

Input: Dataset X, initial parameters 6, parameters of Lion
optimizer B1, B», target sparsification ratio §', initial
worker ratio sg;

1 1, < 0;
20 ug < 0;
3 my + {0,...};
4: S < Sp;
5 fort=1,2,...do
6: Sample data x from X;
7: Vi ¢ < Backward (x, 6;);
8 Tkt Tgp—1+ Vi
9: for each m/) do
10: Mask,((j ) — threshold
] (Bmy)]y + (1= 1) 1))
11:  Maskj  compress (Mask)
12: Mask' < All reduce Mask),
13: Mask < uncompress (Mask’)
14 s” « || Mask ||o
15: if s < s’ then
16: s « dec(s)
17: else
18: s + inc(s)
19: for each m/) do
20: u,(cjz + sign (,Blm,(gt)_l +(1-p1) rk{?) ® Mask;
21: m,(cj) — </32m1({{2_1 +(1—-p82) r,if) ® Mask
+m}(gt)_1 ® — Mask;
22: r,((]t) — r,((]t) ® = Mask;
23: u < All reduce uy ;

24: Or41 < SGD (6, u);

TensorFlow 2.11, with the server’s distributed scheduling
of clients being implemented via simple RPC calls.

We use 4 representative machine learning applications
as benchmarks. A three-layer fully connected neural net-
work (FCNN) is trained on FMNIST, the AlexNet net-
work is trained on CIFAR10, an LSTM model is trained
on Reuters, and an ResNet-18 is trained on CIFAR-10.

5.2. Local Performance of SparseBatch

This section evaluates the impact of the proposed gradi-
ent sparsification on model accuracy during local model
training using the Lion optimizer. For the tested mod-
els and datasets, we compare the training results in two
scenarios: local training with the Lion optimizer without
sparsification, and local training combined with the univer-
sal gradient sparsification method. In all experiments, the

final sparsity rate is set to 99%, and the FCNN, AlexNet,
and LSTM models are trained for 40, 100, and 50 epochs,
respectively. The experimental results are displayed using
training loss curves and Top-1 accuracy curves.

As shown in Table 1, across all model training ex-
periments, the accuracy achieved after convergence with
the sparsified version deviates very little from the non-
sparsified version, with differences less than 1%. This
confirms the effectiveness of the universal sparsification
algorithm.

Fig. 3 shows that training with the sparsified version
converges similarly to the nonsparsified version and even
demonstrates better convergence speed. For AlexNet and
LSTM, the sparsification method even achieves better con-
vergence. This indicates that the combination of quanti-
zation and sparsification proposed in this paper not only
does not harm convergence but, due to the introduction of
additional noise, improves the generalization capability of
the model, especially when the model has a large number
of parameters.

5.3. Performance Comparison in Federated Learning

In this section, we compare the performance of plaintext
learning, BatchCrypt, and Sparse-Batch in federated learn-
ing scenario. In all experiments, BatchCrypt’s quantization
bitwidth is set to 16 bits. SparseBatch is configured with
a gradient filtering sparsity rate of 93.75% and a gradient
sparsity rate of 95%. Each plaintext in BatchCrypt pack-
ages 5016 -bit quantized gradients, while each plaintext
in SparseBatch packages 150 items of masks or quantized
gradients. The key length for Paillier encryption is 2048
bits. We evaluate the computational and communication
overheads, as well as the impact on model accuracy for
each method.

Fig. 4 shows the accuracy curves. Experimental results
demonstrate that CompressedCrypt has achieved signif-
icant improvements over BatchCrypt in both computa-
tional and communication overhead across various models.
Using the overhead per iteration at training stabilization
as a comparison, CompressedCrypt’s time expenditure is
11.4%, 5.1%, and 8.6% of the BatchCrypt scheme on FCNN,
AlexNet, and LSTM, respectively, while network transmis-
sion overhead is only 3.4%, 3.0%, and 3.1%. When com-
paring the complete training process, CompressedCrypt
requires approximately 12.0%, 5.9%, and 9.7% of the time,
and 4.8%,3.2%, and 8.4% of the network transmission com-
pared to BatchCrypt for these models. On average, Com-
pressedCrypt’s gradient compression achieves a 12 to 20-
fold reduction in communication overhead and a signif-
icant reduction in computational overhead compared to
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Table 1. Comparison of Model Accuracy: Non-Sparsified vs. Sparsified

Model-Method

FCNN-Lion

FCNN-SparsedLion

AlexNet-Lion

AlexNet-SparsedLion

LSTM-Lion

LSTM-SparsedLion

Accuracy
89.06%
88.66% | —0.40%
79.40%
79.96% | +0.56%
78.18%
78.29% +0.11%

Accuracy

Lion

SparsedLion

100

Lion

— SparsedLion

10 60 80

Epoch

(d)

100

Accuracy

Lion

SparsedLion — SparsedLion

2 30 w0
Epoch

(©

— Lion

SparsedLion

Fig. 3. Performance comparison of Lion and SparsedLion in local training.

BatchCrypt.

Table 2 shows training acceleration effect of SparseBatch
across different tasks varies significantly. These differences
are primarily related to the complexity of the model and the
number of training rounds required. When the model pa-
rameters are not extensive, the additional time cost induced
by partially homomorphic encryption (PHE) is relatively
low, thus resulting in a weaker overall acceleration effect of
SparseBatch. Sparse gradients require a warm-up training
phase with lower sparsity rates at the beginning of training.
If the model converges quickly, the warm-up training phase
occupies a larger proportion of the entire process, leading
to poorer compression effects. Experiments on ResNet-18
model with a huge number of parameters show the highest
acceleration ratio. This comparison supports SparseBatch’s
better acceleration performance on more complex models,
larger datasets, and longer training processes, ensuring the
scalability of this method.

6. Conclusion

Horizontal federated learning is a distributed machine
learning paradigm, enabling institutions to jointly train
models while preserving data privacy. Institutions train
models locally and send encrypted parameters to a server,

which then aggregates the parameters for model updates.
However, the large volume of ciphertext poses challenges
in terms of communication overhead. BatchCrypt reduces
ciphertext by encoding multiple gradients into a single
long integer, while gradient sparsification involves up-
loading only important gradients. We combines these two
approaches and proposes SparseBatch, a communication
compression algorithm suitable for additive homomorphic
encryption. We use the Lion optimizer to quantize gra-
dients, and design a general gradient correction method
along with a gradient sparsification strategy based on a
negotiated global mask. Experimental results indicate 5x

reduction in computation overhead and communication
overhead compared to BatchCrypt with accuracy reduc-
tion less than 1%, enhancing the practicality of federated
learning protected by partially homomorphic encryption.
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Table 2. Federated Learning Training Results

Model Method Accuracy | Time(s) | Traffic (KB) | Total Time (h) | Total Traffic (GB)
FCNN plain 88.77% 3.73 769 7.2 4.8
FCNN batch 88.35% 16.87 1662 32.6 10.5
FCNN SparseBatch 88.41% 1.92 57 3.9 0.5
AlexNet plain 80.33% 38.09 9774 137.2 121.2
AlexNet batch 80.83% 131.21 20425 472.7 253.2
AlexNet | SparseBatch 80.19% 6.68 607 27.9 8.1
LSTM plain 79.98% 18.36 3958 16.4 8.0
LSTM batch 78.95% 64.55 8270 57.8 16.6
LSTM SparseBatch 78.85% 5.53 245 5.6 1.4
ResNet plain 86.70% 414.81 87377 2988.3 2167.0
ResNet batch 86.36% 1534.28 177800 — —
ResNet | SparseBatch 86.98% 66.15 5762 552.6 280.1
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