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Medical data record from the patient is private data that is very confidential and secure. Securing medical
data records using blockchain can prevent unauthorized parties from seeing or changing the data. However,
it has a drawback in creating a block known as a mining process that takes a long time and uses enormous
resources. We proposed a lightweight blockchain framework for medical record data integrity in using resources
that reduce the computational. Based on the work, to build a lightweight blockchain application, the Python
programming language is used. The Flask micro web server is applied in illustrating the blockchain data, while
the MIT App Inventor creates an Android application to read data from IoT devices. The IoT Implementation of
this work has successfully been tested to retrieve data and store it in a blockchain framework. The lightweight
blockchain discussed in this paper is a mining technique using leading-zero as a difficulty level factor while
ensuring data integrity and security when creating a block. We compared the block-time generation required to
make a block on this system with the block-time generation on the existing network such as Bitcoin, Ethereum,
Dogelite, and Litecoin. From the difficulty level of one to five, the experiment results, the block-time obtained
from 0.0012677 seconds to 34.5919193 seconds. Overall for a low level of difficulty has a faster duration than the
existing network. Only at the fifth difficulty level appears to have a longer processing time than Ethereum, but
still quicker.
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1. Introduction

Blockchain can be implemented and used in the healthcare
industry to ensure privacy. At the same time, it also pro-
vides a new way to protect the personal medical record
data from the patient that can only be seen by themselves,
the family, the doctor, or other related [1].

Garratt Hasenstab [2] stated that blockchain improves
our live-in healthcare, social impact, and business travel.
Blockchain has the potential to change the industry, not
only for FinTech (Financial Technology). Some researchers
are also trying to use blockchain in medical implementation
[3–5], in the Internet of Things (IoT) [6–8], using cloud-
based [9], and the other implementation of blockchains
such as for transportation [10, 11], for economics [12, 13],
for software engineering [14–16] , and power plants [17].

Blockchain technology described how to establish a set
of decentralized trading systems without government inter-
ference [18]. Blockchain has the opportunity to transform
the healthcare industry by securely maintaining and dis-
tributing patient data. Clinicians should ensure that the
patient data is up-to-date. Lightweight blockchain is a
system that offers lighter execution, encourages point-to-
point IoT-Fog(Edge)-Cloud integration and autonomous
platform interfaces to IoT applications for computation
execution and communication [19].

Medical record data integrity means that data should
be complete, accurate, consistent, and up-to-date. One of
the essential questions in research is how to secure medical
data from being stolen or modified [20]. Data integrity is
not only used to guarantee the validity of data but can also
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be used to verify data.
This paper proposes a new personal medical records

system using a lightweight blockchain and the Proof-of-
Work (PoW) concept as a consensus algorithm. Finding the
leading zeroes is used as a mathematical target in the PoW
concept. Cryptographic hash processing is implemented to
ensure integrity and security while capturing and storing
data from the patient using IoT devices. Because IoT de-
vices have limited computational capabilities, in this paper,
we will show difficulty in finding the most suitable leading
zeroes to be used as targets in the PoW concept.

We summarize the contributions of this work as follows:

• We propose a lightweight blockchain architecture for
personal medical record data management using the
Proof-of-Work concept that incurs low computation
and communication overheads compared to the tra-
ditional Bitcoin and Ethereum network. We achieve
this by using the suitable leading zeroes as targets
in the hashing process when creating a block in the
blockchain network.

• We propose a solution for safer medical record data
storage using blockchain technology. The process of
securing the medical record data starts when received
raw data from the IoT device and is sent to the server
using a smartphone device. Then the medical record
data will be wrapped into a block in the blockchain
network.

• We evaluate the performance of our proposed
lightweight blockchain and compare it with the Bit-
coin network. Our experimental results demonstrate
that our proposed design outperforms the Bitcoin and
Ethereum network of block-time generation to process
medical record updates.

This paper presented the work on lightweight blockchain
for securing medical record data from patients with Sleep
Apnea disorders. In Section 2, the concept of lightweight
blockchain and medical data records is reviewed. Section
3 will be focused on the proposed system design and its
implementation. In Section 4, the discussion on the results
and discussion of the system using python-based and Flask
micro-web is conducted. The final section is the conclusions
of the work.

2. Review of lightweight blockchain and medical
data record

2.1. Traditional Medical Data Record

Medical record data has an essential role in knowing the
history of the illness and the patient’s medical actions. The

use of medical record data is vital for treating patients who
have a history of persistent disease. To determine what
medical treatments have been given and what medical
treatments are suitable for treating the disease.

Currently, medical record data is generally stored us-
ing a client-server architecture with desktop or web-based
modes in each hospital or health care provider [21–23]. Ar-
chitectural design with this model will be handy when
patients always visit the same hospital or health provider
during their sickness because medical record data is appro-
priately stored in their systems. The problem will come
up when the patient has to be referred to another medi-
cal treatment or another hospital. The patient has to start
their medical data record from the beginning. This makes
it difficult for health care professionals to make an appro-
priate prognosis or diagnosis of disease when necessary
and makes it difficult for patients to have a broader view
of their medical history.

In recent years, researchers and the industry have pro-
posed many systems to solve this problem using cloud-
based solutions [24, 25]. In a cloud-based system, medical
record data is stored in the cloud so that hospitals or health
care providers can access patient data more accurately. The
weakness of using client-server or cloud-based data storage
for medical records is using a centralized database system,
making it vulnerable to access security disturbances by
unauthorized people.

2.2. Blockchain

Blockchain technology is known to be reliable for secur-
ing data. Satoshi Nakamoto established the blockchain
framework in 2008 by exhibiting an answer for a decen-
tralized trust mechanism among obscure elements [18].
Bitcoin is the first implementation of cryptocurrency us-
ing blockchain technology to facilitate peer-to-peer pay-
ments that affected budgetary establishments. It uses cryp-
tographical functions to conduct financial transactions and
presents many cryptographic forms of money into the
marketplace in the continued years. All cryptocurrencies
are blockchains, but all blockchains are not cryptocurren-
cies. Most cryptocurrencies use blockchain technology to
record transactions through a decentralized system. An-
other example of blockchain technology in the financial
industry is Financial Technology (FinTech), developed in
2014. Blockchain in FinTech appeared for the first time as
the distributed ledger of Bitcoin but has recently attracted
consideration from practitioners and researchers [26].

Blockchain technology guarantees data integrity by es-
tablishing a secure encryption algorithm such as SHA-1,
SHA-2, and SHA-256. This hashing crypto method creates
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a solid and adequate hashing code from fixed-size data to
strings of character. Blockchain uses SHA-256 that outputs
256 bits, and no two input strings can produce the same
64-character hash. This algorithm efficiently verifies data,
file, and message integrity during the transaction, data
identification, and event password verification [27].

Blockchain technologies can change existing business
models and positively impact industries, governments, and
societies [28]. Engineers who plan to build IoT always
pay attention to the limited storage capacity and extensive
data processing. On the other hand, the engineers who
will implement the blockchain understand the blockchain
structure and feasibility to process data and secure data
even though it requires enormous resources.

The consensus algorithm is one of the most vital parts
of building a blockchain network. One of the common
and frequently used consensus algorithms is to use the
PoW method. This consensus is used by Bitcoin [29] and
Ethereum in their implementation. One of the weaknesses
of this consensus is the use of energy that is quite large
because miners will compete to solve a given puzzle to get
rewards. As a result, the miner who fails to complete the
puzzle will be in vain for his work. Currently, many ways
have been done to overcome the problem of energy waste
in this consensus.

2.3. Lightweight Blockchain

Lightweight Blockchain is a framework that offers a lighter
performance than existing blockchain technology while ap-
plying authentication and encryption techniques to secure
operations on sensitive data. The lightweight blockchain
framework proposed by Tuli et al. [19] can facilitate end-to-
end integrated relationships between the IoT and the fog
(edge), and the cloud. This framework also supports the
use of multi-platform software systems that are easily used.
Fig. 1 shows the lightweight blockchain framework. In
Fig. 1 scheme, the IoT device is a data-producing device or
data collector. The equipment has a sensor to recognize the
external environment state and an actuator that changes
the command or executes it.

The Fog Gateway Network in Fig. 1 is used to bridge
the IoT devices and distributed computing infrastructure.
The Fog Gateway Network also helps the IoT devices be
configured with an integrated environment to run the ap-
plications needed. The Fog Computational Nodes in Fig. 1
are devices equipped with core processors for processing,
memory, storage, and bandwidth to perform lightweight
blockchain operations. Processors are used to complete the
computational process of leading-zero searches based on a
predetermined level of difficulty. The difficulty level pro-

Fig. 1. Lightweight Blockchain Framework Scheme

posed in this lightweight blockchain does not change the
data security but only affects the mining process duration
for a node block.

The higher the value of the difficulty level defined, the
longer the period creates a node block. The cloud in Fig. 1
can be used to run the IoT applications in a back-end if
service requirements are tolerant of latency. With a cloud
computing platform for the IoT, applications are accessible
worldwide.

2.4. Leading-Zero(es)

Generating a blockchain network block using the PoW
concept will succeed if it can solve a given mathemati-
cal problem. The mathematical puzzle used is to find the
leading-zero(es) sequence in a word from the hash function
using leading-zero(es) counting.

Leading-zero(es) counting is the procedure to count the
number of consecutive zeroes that appear before the first
nonzero number at the beginning of a word [30]. For exam-
ple, the leading-zero(es) counting unit assumes n-bits data
given to the counter is:

Lzc = Lzcn−1Lzcn−2Lzcn−3 . . . Lzc0 (1)

The Lzcn−1 is the most significant bit (MSB) and pro-
duces the log2n bits of the leading-zero(es) count. For exam-
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ple, if the data is 00111010, we will receive the leading-zero
count of two because two consecutive zeros are found.

The mining procedure in blockchain consists of finding
a hash that matches the target called the difficulty. The
leading zeroes use as a target puzzle. The difficulty level is
determined by the number of zeros found in the resulting
hash output sequence.

2.5. Finding Nonce

A nonce is an abbreviation for "number only used once,"
which is a number added to a string of data transactions be-
fore it hashed. Nonce starts at zero and increases to count-
less numbers to find a hash value lower than or matches
the target. The nonce controls all mining processes. The
process of finding nonce is defined as follows:

SHA256 (Tx + nonce ) = LeadingZero ( target ) (2)

Where Tx is the data transactions and "+" is the string
concatenate operator. The target is the number of leading
zeros.

2.6. Medical Record for Sleep Apnea using Oximeter

Sleep apnea is a disease that commonly attacks patients
with cardiovascular disease. This respiratory disorder is
one of the critical mediators of cardiovascular disease. This
respiratory disorder generally occurs when the patient is
asleep. We can notice respiratory problems from the length
of time the patient stops breathing during their sleep. As
a result, their organs, especially the brain, may not get
enough oxygen intake and low sleep quality. This kind of
symptom can come with tiredness, which can cause death
[31].

Hypopnea patients can experience no inspiration for
low airflow while generally can last for 10 seconds or
more. This symptom is related to decreased arterial oxyhe-
moglobin saturation and or can stimulate electroencephalo-
graphic (EEG). These oxygen interruptions can cause a
wide variety of symptoms linked to some airflow condi-
tions [32].

Apnea patients can stop breathing as many as 40 times
per minute. They are awakening, feeling as though they
had little or no sleep, which is true as they have been fight-
ing for oxygen all night [33]. Apnea and hypopnea can be
classified as very severe diseases due to reduced oxygen
intake to the brain, causing various complications [34].

Apnea-Hypopnea Index (AHI) measures sleep apnea
severity. The AHI is the average number of apneas (pauses
in breathing) plus the number of hypopneas (periods of

Table 1. Apnea-Hypopnea Index (AHI) Category.

Apnea-Hypopnea Index (AHI) Rating
Less than 5 Normal
5 until 15 Mild
15 until 30 Moderate

More than 30 Severe

shallow breathing) that occur per hour. At least 10 sec-
onds duration is needed to collect the events for the In-
dex of apneas and hypopneas. Table 1 is the category of
Apnea-Hypopnea Index (AHI) measures, according to the
American Academy of Sleep Medicine (AASM).

The calculation of AHI is by dividing the number of
events by the number of hours of sleep [32–35]. The data
processing is processed based on Eq. (3).

AHI =
(An + Hn)

n
(3)

AHI is the Apnea-Hypopnea Index, An is the number
of apneas (pauses in breathing), Hn is the number of hy-
popneas (periods of shallow breathing) that occur, and n is
the duration in hours.

Oxygen saturation is an essential element in the un-
derstanding of patient care. Oxygen is tightly regulated
within the body because a lack of oxygen can lead to
many acute adverse effects on individual organ systems [36,
37]. Oxygen saturation measures how much haemoglobin
is currently bound to oxygen compared to how much
haemoglobin remains unbound. Pulse oximetry is a non-
invasive and painless test that measures blood oxygen sat-
uration level (SpO2). It also can detect the heartbeat rate
in beats per minute (BPM) and show them in its LED. The
oxygen level for ordinary people is usually between 90%
to 100%. It should be cautious if the oxygen level is below
85%. Sleep apnea patients can use the pulse oximeter on
the tip of their fingers. This tool will immediately take
measurements [38].

This Oximeter uses haemoglobin nature, which can ab-
sorb light and natural pulses of the bloodstream in the arte-
rial tract to measure the body oxygen levels. Its equipped
with a light source, light correction, and microprocessor to
compare and calculate the difference between oxygen-rich
and oxygen-deficient haemoglobin. One side of this tool
contains red light and infrared. Both types of light are trans-
mitted through the body tissues to detect the light found
on the other side of the device. More abundant in oxygen,
haemoglobin absorbs more infrared light, while those with-
out oxygen absorb red light [39]. Another pulse oximeter
is already built-in on the Android smartphone device, but
it uses only single light to detect blood oxygen saturation.
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Fig. 2. The Oximeter Sensor Method of Works

The illustration in Fig. 2 shows how the oximeter sensor
works.

In this system, the smartphone is used as a connecting
gateway with the IoT device. A Bluetooth oximeter has IoT
functions to capture data received and sent to a smartphone
for further processing. We built an application using MIT
App Inventor software for Android smartphones [40]to
ensure that data accepted can be processed.

MIT App Inventor is an intuitive, blocks-based visual
environment that allows everyone, even children, to build
fully functional apps for Android devices. An MIT App In-
ventor project consists of components and program blocks
that provide these components [41].

2.7. Data Integrity in Medical Record

The definition of data integrity, in general, is about the ac-
curacy, internal quality, and reliability of data [42]. Data
integrity in medical records means that data should be com-
plete, accurate, consistent, and up-to-date. In the health-
care regulatory system worldwide, data integrity refers
to being complete, consistent, and accurate. It should be
attributable, legible, contemporaneously recorded, original
or an actual copy, and accurate, commonly referred to as
"ALCOA," according to the Food and Drug Administration
(FDA) [43] and the World Health Organization (WHO) [44].

This work discusses data integrity for sleep apnea pa-
tients in terms of original or authentic copies in which
information came directly from patients, accurate and irre-
versible. It means that after the data is stored, nobody can
change it.

3. Proposed sleep apnea diseases medical record

The recent works on blockchain and lightweight blockchain
based on medical data records and our proposed scheme
are shown in Table 2.

Liang et al. [45] proposed designing a mobile health-
care system for personal health data collection, shar-
ing, and collaboration between individuals, healthcare
providers, and insurance companies. They proposed the

blockchain adopted for health data collection from health-
care providers, for personal health data access from health-
care providers and health insurance companies, to store
access control policies to ensure stability.

Noh et al. [46] proposed a blockchain-based secure medi-
cal data sharing system in cloud storage. The record owners
use blockchain technology to access their medical records in
the cloud server without a fully trusted third party. Zheng
et al. [47] proposed a conceptual design for sharing per-
sonal continuous dynamic health data using blockchain
technology supplemented by cloud storage to share health-
related information securely and transparently. They pro-
posed to use blockchain to store transactional data such as
the user public key, the link to the encrypted data (hash
pointer), basic information, and the price of the dataset.

Fan et al. [48] proposed a blockchain-based information
management system to handle patient information. They
proposed the blockchain to access and retrieve electronic
medical records (EMR).

Patel [49] developed a framework for cross-domain
image sharing that uses a blockchain as a distributed
data store to establish a ledger of radiological studies and
patient-defined access permissions. The blockchain frame-
work is shown to eliminate third-party access to protected
health information, satisfy many criteria of an interoperable
health system, and readily generalize to domains beyond
medical imaging.

Zhu et al. [50] use the PoW consensus algorithm through
the Ethereum blockchain in their proposed architecture to
support data protection. Ismail et al. [51] proposed the
lightweight blockchain in healthcare using PBFT consensus.
Fu et al. [52] proposed privacy-preserving in healthcare
blockchain systems based on lightweight message sharing.

We propose a medical record data recording scheme
using a lightweight blockchain on IoT devices. In our ex-
periment, an IoT device is attached directly to a sleep apnea
patient and connected to a mobile device. Data is sent to the
server for the mining process to generate the blockchain
using the level of difficulty specified on the lightweight
blockchain. The information is only can be read/accessed
by the doctor or the families. Figure 3 shows the proposed
design system.

3.1. Blockchain Structure

The blockchain structure proposed in this paper extends
the Satoshi Nakamoto blockchain system by adding some
details of existing block data transactions.Fig. 4 shows the
blockchain structure designed to receive and record the
data from the Sleep Apnea patient to the blockchain net-
work. The blockchain structure is divided into two parts,
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Table 2. Strengths and weaknesses of works on lightweight blockchain medical records.

Work Scalability Throughput Blockchain
Lightweight

IoT ConsensusBlockchain

[45]
√

×
√

× ×
Proof of Integrity Proof of
validation

[46]
√

×
√

× × Proof of Work
[47]

√ √ √
× × Proof of Work

[48]
√

×
√

× ×
Practical Byzantine Fault
Tolerance

[49] ×
√ √

× × Proof of Stake
[50]

√ √ √
× × Proof of Work

[51]
√ √ √ √

×
Practical Byzantine Fault
Tolerance

[52]
√ √ √

× × Proof of Work
Our proposed

√ √ √ √ √
Proof of Work with

scheme Leading Zeroes

Fig. 3. The Proposed Design System.

namely the header block and transaction block. The hash-
ing data of 256-bit is used to secure the data in the header
and transaction in this proposed system.

This paper does not discuss the hashing process itself
in detail. The header block contains the hashing value of
the parent/previous block. If the block header is the ini-
tial block or so-called the genesis block, then the header
block will contain zero hashing data because it is not re-
lated to any previous block. The transaction block contains
personal data from Sleep Apnea patients, apnea medical
records from the IoT (Oximeter), the hashing value of all
blocks, and a timestamp for marking the block-time.

3.2. System Design

We can see the user interaction between the pulse oxime-
ter device and the smartphone in the form of a flowchart
proposed by the system in Fig. 5.

In Fig. 5, the system will ask to input the patient data
and validate it. When the pulse oximeter is already turned
on and is ready to send the data, the smartphone must be
paired before reading the data. After successful pairing,
the data from the pulse oximeter will start recording.

The data will be generated to a block in the blockchain

network when we stop the recording. When another data
recording is needed, then just repeat the recording process.
To generate the initial or the first data from the blockchain,
we need to create a block called Genesis Block. Algorithm
1 shows the algorithm for constructing the genesis block,
the hash calculation, and the mining function.

The Block() procedure in Algorithm 1 is the structure of
the block to be built. It consists of an Index (sequence
of data), the data itself, PrevHash (data from previous
Hashing data), Nonce (the number of mining iterations
performed to solve a given mathematical problem), and
timestamp (the date and time information when the data
created). The hash value in this procedure will contain the
Hash function of the data combination above.

The CalculateHashing() procedure in Algorithm 1 is
used to generate the hashing value of the block. The Gener-
ateGenesis() procedure creates an initial block with Index =
0, with Data and PrevHash values that are not yet defined
or empty.The procedure that builds the next block after the
genesis block is created, the mining process, the validation
process, and the function for finding leading zero can be
found in Algorithm 2.

The AddBlock() procedure in Algorithm 2 makes the
next chain in the created block last index position. The last
index position of the existing chain by calling the GetLast()
function is obtainable. The Mining(Difficulty) process is to
complete the mathematical problem, in this case, to find the
number of leading-zero based on the hash process result.
The difficulty parameter is determining how many zeros
will be counted as leading-zeros and comparing them with
the hash function results.

The system will recall the Hash process again by adding
the current nonce value. If the results obtained are not
suitable. The parameter setting for difficulty level is shown
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Fig. 4. Proposed Blockchain Structure.

Fig. 5. Flowchart of The Proposed System.

in Table 3.

The LeadingZero() function in Algorithm 2 is a function
to find the number of continuous zero (leading-zero) in
the word given. It will compare the return number of
this function with the difficulty parameter in the mining
procedure. The counting of leading-zero will start from the
most significant bit until the least significant bit.

The ValidateChainBlock() procedure is a process of val-
idating the blocks created with the previous block. This
procedure will compare the hashing value of the Current
Block (CurrBlock) position with the hashing value of the

Table 3. Difficulty Level Setting Parameter.

Difficulty Number of
ExampleLevel Leading-Zeros

1 1 0xxxxxxxxxxx
2 2 00xxxxxxxxxx
3 3 000xxxxxxxxx
4 4 0000xxxxxxxx
5 5 00000xxxxxxx

Previous Block (PrevBlock). If the results are not the same,
it can be sure that there is an error or damage to the data,
and the block created cannot be linked, and the data is
considered a mistake. The data referred to in the algo-
rithm above is the captured data from Bluetooth Oximeter,
which consists of Saturation Pulse of Oxigen (SpO2) and
Beat Perminute (BPM) data from Sleep Apnea patients at a
particular time.

4. Discussions

As a result, a lightweight blockchain application has been
successfully designed and created to record patient medical
data with Sleep Apnea symptoms using the lightweight
blockchain framework. This system use Flask as a web
application framework and also a lightweight web server
gateway interface. Python is used to develop a blockchain
program and MIT Apps Inventor as an Android application
to connect with the oximeter device.

In this experiment, the difficulty level specified in Ta-
ble 3 is applied to determine the mining process required
to create a block. The aim is to determine the most suit-
able level of difficulty for this application. The same data
patient identity and medical record using different diffi-
culty levels are used to determine the time it takes during
the mining process and determine how many iterations
(Nonce) occur to solve a given mathematical problem. We
conduct ten experiments to calculate the average iteration
value of difficulty at each level. The average iteration re-
sults (Nonce) generated when making a block with the
specified difficulty level can be seen in Table 4.
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Table 4. Mining Process Duration.

Difficulty Level
Nonce/Iterate

Minimum Maximum Average
1 9 55 22.8
2 50 456 195.9
3 410 7,208 3,949.8
4 3,951 169,749 52,126.8
5 15,921 1,960,106 889,829.5

The block time it takes is also measured to create a block
on the blockchain network to compare it to the existing sys-
tem. The proposed block time values are compared with
Bitcoin, which has a block time of 10 minutes. Ethereum,
which has a block-time of 15 seconds [53], Litecoin, which
has a block-time of 150 minutes. Moreover, Dogecoin,
which has a block-time of 60 seconds [54, 55]. We can
see the average block-time comparison results in proposed
systems and existing networks when creating a block in
Fig. 6.

Fig. 6 shows that the proposed block-time for a low level
of difficulty has a faster duration than the existing network.
At the fifth difficulty level, the required block-time appears
to have a longer processing time than Ethereum. Based on
Table 3 and Fig. 6, we decided to use the second difficulty
level in this experiment. The reason is that the mining
process is speedy and still has sufficient difficulty in making
a block in the blockchain network, so it is very suitable to
support IoT devices, which also require fast data processing
time.

The IoT Bluetooth Oximeter device can read data on

oxygen levels in the blood and BPM levels of patients
with Sleep Apnea and record them into the Lightweight
Blockchain framework. Users must have inserted the pa-
tient personal data before connecting the Bluetooth to the
oximeter device to capture the data. After receiving the
data from the Oximeter device through an android device
application, it can be continued with the mining process.
The mining process is complete if we notice from the sys-
tem that the mining process is successful.

The hashing function in this experiment is related to
data integrity. If the hashing function is applied to a trans-
action, it will produce a specific hashing value on all trans-
action data. Hence the hashing data will become the data
in the following block header.

So if the data in a block is changed even only by a single
character, then the hashing process results will ultimately
be different from the previous. The new block data will
not relate to the following block data because of the header
block data difference.Therefore the data integrity on this
lightweight blockchain for sleep apnea patient systems can
work well and be secure.

Every data from another patient will have completely
different hash data, and every information is taken from
the Oximeter device also will be different because of the
timestamp.The system also can display graphically based
on data obtained from every Sleep Apnea patient. We
use Pygal, a Python SVG Graph plotting library, to view
the graphics. Data obtained from the Oximeter is oxygen
saturation in the blood (SpO2) shown in Fig. 7, and the
patient heart rate (BPM) shown in Fig. 8.
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In Figs. 7 and 8, we can see the sample of graphical data
taken from a single patient. The users will detect sleep
apnea symptoms if their blood oxygen saturation level is
below 88% or even smaller. As for the regular heart rate, it
ranges between 60-100 times per minute. The two graphic
images above show that the patient has no sleep apnea
symptoms and has a steady heart rate.

5. Conclusions

The lightweight blockchain framework has successfully
been established and tested using the sleep apnea patient
data medical record. It can help record the data and ensure
data recording safety from each sleep apnea patient, where
data is stored wrapped using blockchain technology. The
benefit of using blockchain technology is data integrity.

The user can determine the difficulty level while gener-
ating the hash function using this lightweight blockchain

application. In the app, users can set the difficulty level of
mining the blockchain in the configuration file.

The difficulty level tested from level one to five shows a
better block-time than the existing blockchain network. It
shows a higher block-time at the fifth level of difficulty than
Ethereum but still faster. In this case, the difficulty level
is used to find two leading-zero, which means to find the
two-digit numbers in sequence at the beginning of the hash
process result. A nonce is used as a counter that increases
until it finds the specific hashing with two-digit leading-
zeros numbers in sequence at the beginning of the resulting
hashing process.

The higher the level of difficulty specified, the longer
the hash function is generated. When the difficulty level is
determined to be level five in the experiment, the hash func-
tion obtained takes approximately one to two minutes. The
more extended development of this hash function could
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Fig. 6. Block-Time Average in Proposed Systems and
Actual Network.

Fig. 7. Oxygen Saturation Data.

Fig. 8. Heart Rate Data.

have caused a connection loss when it caused the data to
be inadequately processed.

In the future, a lightweight blockchain framework can
still be developed by adding artificial intelligence to ensure
that the data comes from the right patient and adapt the IoT
environment to determine the difficulty levels that suit the
systems. The type of IoT device used as reference data in
data transactions can also improve data integrity. Because
each IoT product has a different Product ID, this can be
used to identify a single device that connects to a single
patient.
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